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Note de la Présidente du Conseil de sécurité 


Au paragraphe 2 de sa résolution 2515 (2020), le Conseil de sécurité a demandé 
au Groupe d’experts créé en application de la résolution 1874 (2009) de lui présenter 
un rapport contenant ses conclusions et recommandations. 


La Présidente communique donc ci-après le rapport émanant du Groupe 
d’experts (voir annexe). 
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Lettre datée du 2 mars 2021, adressée à la Présidente du Conseil 
de sécurité par le Groupe d’experts créé en application 
de la résolution 1874 (2009) 


Le Groupe d’experts créé en application de la résolution 1874 (2009) a 
l’honneur de communiquer ci-joint, conformément au paragraphe 2 de la résolution 
2515 (2020), le rapport final sur ses travaux. 


Ce rapport a été présenté le 5 février 2021 au Comité du Conseil de sécurité créé 
par la résolution 1718 (2006), qui l’a examiné le 24 février 2021. 


Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de 
la présente lettre et du rapport à l’attention des membres du Conseil de sécurité et de 
le faire publier comme document du Conseil. 


Le Groupe d’experts créé en application de la résolution 
1874 (2009) du Conseil de sécurité 
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Pièce jointe 
Lettre datée du 5 février 2021, adressée à la Présidente du Comité 
du Conseil de sécurité créé par la résolution 1718 (2006) 


par le Groupe d’experts créé en application de la résolution 
1874 (2009) 


Le Groupe d’experts créé en application de la résolution 1874 (2009) a 
l’honneur de communiquer ci-joint, conformément au paragraphe 2 de la résolution 
2515 (2020), le rapport final sur ses travaux. 


Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de 
la présente lettre et du rapport à l’attention des membres du Comité du Conseil de 
sécurité créé par la résolution 1718 (2006). 


Le Groupe d’experts créé en application de la résolution 
1874 (2009)du Conseil de sécurité 


21-01647 3/427 


S/2021/211 








Résumé 





4/427 


Durant la période considérée, la République populaire démocratique de Corée a 
maintenu et développé son programme nucléaire et son programme de missiles 
balistiques, en violation des résolutions du Conseil de sécurité. Lors des dernières 
parades militaires, elle a dévoilé de nouveaux systèmes de missiles balistiques 
intercontinentaux ainsi que des systèmes de missiles balistiques à courte et moyenne 
portée et à lanceur sous-marin. Elle a annoncé des préparatifs pour la mise à l’essai 
et la production de nouvelles têtes de missile balistique et la mise au point d’armes 
nucléaires tactiques. En outre, elle a produit des matières fissiles, maintenu en activité 
des installations nucléaires et modernisé ses infrastructures de missiles balistiques. 
Elle a continué de chercher à se procurer à l’étranger les matières et la technologie 
nécessaires à ces programmes. Aucun essai nucléaire ou essai de missile balistique 
n’a été signalé. 

Pour faire face à la pandémie de maladie à coronavirus (COVID-19), la 
République populaire démocratique de Corée a imposé des contrôles aux frontières 
qui ont fortement limité les transferts licites et illicites de biens et la circulation des 
personnes. Le Groupe d’experts a enquêté sur les importations illicites de produits 
pétroliers raffinés que le pays a continué d’effectuer, par livraison directe et par 
transfert entre navires, en usant d’ingénieux subterfuges. D’après les images, les 
données et les calculs reçus d’un État Membre pour la période du 1° janvier au 
30 septembre, ces importations illicites ont dépassé à plusieurs reprises, en 2020, le 
plafond annuel de 500 000 barils. 


Le Groupe d’experts a enquêté sur l’acquisition de navires par la République 
populaire démocratique de Corée et sur la vente de droits de pêche et les exportations 
de charbon effectuées en violation des sanctions. Il note que les expéditions de 
charbon semblent être en grande partie suspendues depuis fin juillet 2020. 


Le Groupe d’experts a enquêté sur des transferts, par différentes filières, 
d’autres produits et biens interdits. Il a continué d’enquêter sur l’accès de la 
République populaire démocratique de Corée aux circuits bancaires internationaux 
par l’entremise de ses propres agents bancaires à l’étranger, d’entreprises conjointes, 
de sociétés fictives et par le recours à des actifs offshore et virtuels. Il a enquêté sur 
le Mansudae Overseas Project Group of Companies et la Korea Paekho Trading 
Corporation et sur les travailleurs de la République populaire démocratique de Corée 
qui perçoivent des revenus en Afrique subsaharienne. Il a également enquêté sur 
d’autres travailleurs qui continuent de toucher des revenus à l’étranger, notamment 
des informaticiens détachés par le Département de l’industrie des munitions. 


Le Groupe d’experts a enquêté sur les cyberactivités malveillantes menées par 
la République populaire démocratique de Corée en violation des sanctions, activités 
qui sont dirigées la plupart du temps par le Bureau général de reconnaissance, 
notamment celles visant des actifs virtuels et des prestataires de services d’actifs 
virtuels et les attaques dirigées contre les entreprises de défense. 


Le Groupe d’experts a mis à jour les informations sur la coopération militaire 
présumée, les tentatives de violation de l’embargo sur les armes, les activités illicites 
des entités désignées, notamment la Korea Mining Development Trading 
Corporation, et l’utilisation des locaux diplomatiques de la République populaire 
démocratique de Corée à l’étranger à des fins commerciales. 


Le Groupe d’experts a examiné les renseignements reçus des États Membres et 
des organisations non gouvernementales sur les conséquences involontaires des 
sanctions imposées par l’Organisation des Nations Unies. Il présente également les 
résultats de l’enquête menée auprès des organisations internationales et non 
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gouvernementales au sujet des effets de la pandémie de COVID-19 et des sanctions 
sur les opérations d’aide. 


Des recommandations sont formulées dans le rapport à l’intention du Conseil 
de sécurité, du Comité et des Etats Membres. 
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IL. 


Introduction 


1. Au paragraphe 2 de sa résolution 2515 (2020), le Conseil de sécurité a demandé 
au Groupe d’experts créé en application de la résolution 1874 (2009) de présenter au 
Comité du Conseil de sécurité créé par la résolution 1718 (2006) un rapport final 
contenant ses conclusions et recommandations. Le rapport du Groupe d’experts 
couvre la période du 4 août 2020 au 5 février 2021, qui coïncide avec la pandémie de 
maladie à coronavirus (COVID-19) (voir annexe 1 pour les mesures prises par la 
République populaire démocratique de Corée). 


Activités récentes liées au programme nucléaire 
et au programme de missiles balistiques 


Programme nucléaire 


2. La République populaire démocratique de Corée a poursuivi son programme 
nucléaire, notamment la production d’uranium hautement enrichi, la construction 
d’un réacteur à eau légère et l’entretien des installations nucléaires. Plusieurs 
installations ont été réparées en 2020, suite aux dégâts causés par des typhons. 


3. Le Groupe d’experts a observé des panaches de vapeur s’échappant du bâtiment 
de production de dioxyde d’uranium (UO2) de l’usine d’enrichissement de l’uranium 
à Yongbyon. Un dispositif de refroidissement est resté retiré (voir annexe 2)!. Un État 
Membre a indiqué que l’usine d’enrichissement de l’uranium à Yongbyon était en 
activité. 

4. Le Groupe d’experts a observé la construction de nouvelles infrastructures et la 
modernisation des bâtiments sur le site d’extraction d’uranium de Pyongsan (voir 
annexe 3). Selon l’État Membre, ces travaux de construction et de modernisation et 
la variation du volume des amas de déchets indiquent que les opérations d’extraction 
se poursuivent et que les usines de traitement sont en activité. 


5. La construction du réacteur à eau légère à Yongbyon se poursuit. L'État Membre 
a informé le Groupe d’experts que des signes d’essais électriques associés à la 
construction du réacteur ont été observés en octobre et novembre 2020. L’État 
Membre n’a pas relevé de signes d’évacuation d’eau, ce qui pourrait indiquer que le 
dispositif de refroidissement n’a pas été testé durant la période considérée. 


6. Aucun signe de fonctionnement du réacteur 5 MW (e) n’a été observé depuis la 
fin de 2018. Toutefois, des mouvements constants ont été observés aux abords du 
réacteur, ce qui donne à penser que celui-ci est entretenu en permanence. L’État 
Membre estime que le réacteur 5 MW (e) est capable de produire environ 7 
kilogrammes de plutonium par an et que la République populaire démocratique de 
Corée pourrait détenir 60 kilogrammes de plutonium. D’après les images satellite, les 
typhons ont endommagé le barrage de la Kuryong, qui contrôle les niveaux de l’eau. 
Des travaux de reconstruction étaient en cours (voir annexe 4). 


7. Le Groupe d’experts a pu constater, à l’aide des images satellite, les dégâts 
causés par des typhons et les travaux de reconstruction de routes et de ponts entrepris 
par la suite au site d’essai de Punggye-ri. De l’avis de l’État Membre, la présence de 
personnel montre que ce site n’est pas abandonné. 


8. Le Groupe d’experts surveille l’installation à Kangson dont l’activité pourrait 
avoir trait au programme nucléaire. L'État Membre a indiqué qu’après avoir analysé 





1 S/2020/840 et S/2020/840/Corr.l, par. 3. 
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les images, il n’a pas réussi à établir que Kangson était bien une usine d’enrichissement 
(voir annexe 5). 


9. Selon l’État Membre, à en juger par la taille des missiles de la République 
populaire démocratique de Corée, il est fort probable qu’un dispositif nucléaire peut 
être monté sur les missiles balistiques intercontinentaux, ainsi que sur les missiles 
balistiques à courte et à moyenne portée. L'État Membre a déclaré toutefois qu’il 
n’était pas certain que la République populaire démocratique de Corée ait mis au point 
des missiles balistiques dont les corps de rentrée résistent à la chaleur générée au 
moment de la rentrée (voir par. 18). 


10. La République populaire démocratique de Corée aurait fait des déclarations sur 
le perfectionnement de son programme nucléaire lors de plusieurs manifestations 
nationales du Parti du travail de Corée (voir par. 17 et annexe 6). 


11. Le Groupe d’experts continue d’enquêter sur les articles essentiels dans le 
domaine nucléaire. En collaboration avec un deuxième État Membre, il a recensé des 
articles qui ne sont pas répertoriés comme articles interdits dans les résolutions 
pertinentes, comme le matériel de dépression ? et les systèmes de contrôle 
informatiques (voir annexe 7). 


12. L'Université Kim Il Sung et l’Université de technologie Kim Chaek ont publié 
récemment des travaux de recherche sur les programmes nucléaires (voir annexe 8). 
On peut en déduire que les universités de la République populaire démocratique de 
Corée poursuivent les travaux de recherche dans des domaines susceptibles de 
contribuer aux programmes d’armes de destruction massive du pays. 


Transfert immatériel de technologie et activités des universités de la 
République populaire démocratique de Corée 


13. Comme suite à sa précédente enquête sur le transfert immatériel de technologie”, 
le Groupe d’experts examine les renseignements reçus d’un État Membre qui a 
recensé 161 études menées et ouvrages publiés conjointement avec des chercheurs de 
la République populaire démocratique de Corée depuis 2017 sur des sujets qui 
pourraient avoir trait à des technologies dont le transfert est interdit dans les 
résolutions pertinentes du Conseil de sécurité. 


14. Le Groupe d’experts a demandé des informations à 37 universités considérées 
comme «universités sœurs » par l’Université Kim Il Sung avec lesquelles cette 
dernière a effectué ou effectue des échanges universitaires. Neuf de ces 
établissements ont informé le Groupe d’experts qu’ils n’avaient pas effectué 
d’échanges universitaires ou entretenu de liens de coopération avec l’Université Kim 
Il Sung (voir annexe 9) et qu’aucune violation n’avait été commise. 


Recommandations 


15. Le Groupe d’experts recommande que le Comité envisage de publier une 
nouvelle liste d’articles liés aux armes de destruction massive et aux missiles 
balistiques, auxquels s’appliquent les mesures énoncées aux alinéas a), b) et c) du 
paragraphe 8 de la résolution 1718 (2006). 


16. Le Groupe d’experts recommande que les États Membres fassent preuve de 
vigilance dans le contrôle des échanges universitaires internationaux impliquant 
des chercheurs originaires de la République populaire démocratique de Corée 
en s’assurant de la conformité des sujets étudiés et des organismes parrains avec 





? En ce qui concerne les capteurs de pression, voir S/2019/691, par. 43, et S/2019/171 et 
S/2019/171/Corr.l, par. 65. 
3 Voir S/2020/151, par. 201 à 203. 
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les dispositions des paragraphes 10 et 11 de la résolution 2321 (2016), du 
paragraphe 17 de la résolution 2270 (2016) et des alinéas a), b) et c) du 
paragraphe 8 de la résolution 1718 (2006). 


Missiles balistiques 


17. À la parade militaire organisée à l’occasion du soixante-quinzième anniversaire 
du Parti du travail de Corée à Pyongyang le 10 octobre 2020 (voir fig. 1 à 4), la 
République populaire démocratique de Corée a présenté ses tout derniers systèmes de 
missiles balistiques modernisés et opérationnels et dévoilé un nouveau missile 
balistique intercontinental * (voir annexe 10) et un nouveau missile balistique à 
moyenne portée lancé par sous-marin (voir annexe 11). Comme le Groupe d’experts 
l’a déjà signalé, la République populaire démocratique de Corée a non seulement 
continué de développer et de moderniser son programme de missiles balistiques mais 
elle a également renforcé sa force de frappe nucléaire, ainsi que sa capacité de contrer 
les systèmes étrangers de défense antimissiles (voir annexe 12) tout en se protégeant 
avec son nouveau système de défense aérienne. Cadrant avec ce qui précède, le 
huitième congrès du Parti du travail de Corée, tenu en janvier 2021, fait valoir dans 
son rapport que les armes nucléaires tactiques et stratégiques et leurs vecteurs sont 
les principaux moyens de dissuasion du pays“. 


18. La parade militaire du 14 janvier 2021 a confirmé le developpement de la 
capacité de la République populaire démocratique de Corée de délivrer des armes 
nucléaires tactiques et stratégiques. Un autre missile balistique lancé par sous-marin‘ 
et un nouveau missile balistique à courte portée? ont été dévoilés (voir fig. 5 et 
annexes 11 et 12). 


19. En plus de l’amélioration des systèmes de missiles balistiques révélée lors des 
parades militaires, la République populaire démocratique de Corée a continué de 
moderniser les infrastructures industrielles liées à son programme de missiles 
balistiques et ses bases de missiles balistiques. Le pays s’est attaché à cultiver des 
partenariats à l’étranger en vue d’échanger certaines technologies et d’acquérir des 
composantes. 


20. Les parades militaires (voir fig. 1 à 5) mettaient en avant la diversité et 
l'innovation, ainsi que le renouvellement de l’arsenal de missiles, des missiles à 
carburant solide étant venus remplacer les missiles balistiques à courte et à moyenne 
portée à propergol liquide. Elles mettaient en avant la mobilité des différents 
systèmes”, qui comprenaient des transporteurs-érecteurs-lanceurs et un sous-marin, 
en cours de construction!®, capable de lancer le missile balistique Pukguksong-3, et 
probablement les nouveaux missiles Pukguksong-4 et Pukguksong-5 (voir annexes 11 
et 15). 





# Voir S/2017/742, par. 7 et note 3. 

$ Selon le rapport publié par le Comité central du Parti en janvier 2021, « en réussissant le tir 
d’essai du missile balistique intercontinental Hwasong-15 le 29 novembre 2017, le Comité 
central du Parti a démontré avec fierté au monde entier la concrétisation de l’objectif historique 
qu’est la constitution de la force nucléaire de l’État et de l’objectif de création d’une puissance 
de fusée. » 

6 Le nouveau missile balistique lancé par sous-marin appelé Pukguksong-5 a été décrit par 
l’Agence centrale de presse coréenne comme « l’arme, le missile lancé par sous-marin, le plus 
puissant au monde ». 

7 Le nouveau missile balistique à courte portée ressemble à une version perfectionnée du KN-23, 
montée sur un transporteur-érecteur-lanceur à 5 essieux. 

8 Voir S/2020/151, par. 194 et 195. 

* Voir S/2020/840, par. 10 et 13. 

10 Voir également S/2020/151, par. 196 ; S/2017/150, par. 40 ; et S/2016/157, par. 41 à 44. 
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21. Le Groupe d’experts a constaté que la République populaire démocratique de 
Corée a continué de rénover les infrastructures de production à l’usine de chars de 
Kusong, qui participe à la production de transporteurs-érecteurs-lanceurs à chenilles 
pour le Pukguksong-2 et pour d’autres systèmes de missiles balistiques (voir 
annexe 13). 


22. Les activités se sont poursuivies à l’usine automobile « 16 mars » dans le secteur 
de Pyongsong!!, où le Hwasong-15 a été assemblé et lancé en 2017. Des travaux de 
terrassement ont été entrepris pour améliorer les voies de communication sur le site 
(voir annexe 14). 


23. Au chantier naval de Sinpo-Sud'?, l’activité constante observée depuis juillet 
2020 au bassin d’amarrage sécurisé pourrait avoir trait à la manutention de missiles 
balistiques lancés par sous-marin. Des travaux de réparation ou de modernisation ont 
été entrepris sur le quai situé devant l’entrée de l’atelier où serait actuellement 
construit le sous-marin de la classe Romeo qui pourrait être équipé de ces missiles 5. 
Il s’agirait peut-être de préparer le quai pour le lancement prochain d’un sous-marin. 
Des activités similaires ont été détectées au chantier naval de Nampo (voir annexe 
15). 


24. À l’aide d’images satellite, le Groupe d’experts a continué de surveiller les 
travaux d’infrastructure menés dans les bases de missiles balistiques, notamment les 
activités de construction et les travaux logistiques dans des sites comme la base 
d’opérations de missiles de Vusang-ril*, la base d’opérations de missiles de Kal-gol! 
et la base de missiles de Hoejung-ri!$ (voir annexes 16 à 18). 


25. Le Groupe d’experts a continué d’enquêter sur des allégations de coopération 
entre la République populaire démocratique de Corée et la République islamique 
d’Iran concernant les missiles balistiques. Dans ses rapports précédents !?, le Groupe 
d’experts a signalé les activités des représentants de la Korea Mining Development 
Trading Corporation en République islamique d’Iran et la coopération technique entre 
les deux pays dans ce domaine. D’après un État Membre, la République populaire 
démocratique de Corée et la République islamique d’Iran ont repris leur collaboration 
sur des projets de mise au point de missiles à longue portée (voir annexe 19). Cette 
collaboration aurait porté notamment sur le transfert de pièces essentielles, le dernier 
envoi effectué à ce titre ayant eu lieu en 2020 (voir annexe 19-1). Dans sa réponse du 
21 décembre 2020, la République islamique d’Iran a déclaré ce qui suit : « L’examen 
préliminaire des informations que nous a transmises le Groupe d’experts indique que 
de faux renseignements et des données fabriquées de toutes pièces ont peut-être été 
utilisés dans les enquêtes et analyses du Groupe d’experts » (voir annexe 19-2),. 


26. La République populaire démocratique de Corée a continué de chercher, par des 
moyens illicites, à se procurer certains composants à l’étranger (voir annexe 20 et 
S/2020/840 et S/2020/840/Corr.l, par. 8 et 18 et annexe 6) et à faire parvenir ses 
propres produits à ses partenaires (voir annexe 19-1). En outre, elle a cherché à établir 
des liens de coopération scientifique et technique avec des universités et laboratoires 
à l’étranger (voir par. 13). 





11 Voir S/2020/840 et S/2020/840/Corr.l, par. 15. 

12 Jbid., par. 12. 

13 Voir S/2020/151, annexe 60. 

4 Également connu sous le nom de « Milchon-ri », (39° 27' 01" N 126° 15'35"E). 

15 (38° 4009" N 126° 44'I4"E). 

16 (41°22' 44.93" N 126°54'38.16" E). 

17 Voir S/2020/840 et S/2020/840/Corr.l, par. 101, et les rapports antérieurs, notamment 
S/2019/691, annexe 32, par. 6, et S/2010/571, par. 50. 
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Figure 1 

11 nouveaux systèmes de missiles balistiques présentés à la parade militaire du 10 octobre 2020, 
qui viennent renforcer les capacités de la République populaire de Corée en matière de missiles 
stratégiques et tactiques !#, dont le nouveau missile balistique intercontinental géant!” (voir 
annexe 10), le missile balistique intercontinental Hwasong-15 et le missile balistique à moyenne 
portée Hwasong-12 


New ICBM 
4 ICBM systems 
11 axle wheeled TEL 


ICBM 

Hiwasong-15 

4 ICBM systems 
(possible five see 
footnote below) 

9 axle wheeled TEL 
See S/2020/840 annex 


11, Fig. 11-1, 

See S/2020/151 para.194, 
annex 65-66, 

See S/2019/171 para 173, 
annex 4, 

See S/2018/171 para.1, 7- 
10, Tab.1, Fig. II 





IRBM 

Hwwasong-12 

6 IRBM systems 

6 axle wheeled TEL 

See S/2020/840 annex 12 
Fig 12-11 

See S/2019/171 para. 174, 
annex 84, para 1 fig. 1,2, 
sect.4 

See S/2018/171 para.7 
Tab.1, Fig.1, para. 12, 
See S/2017/742 para. 7-8 
Tab.1, Fig.3, para.11-13 





Source : Télévision centrale coréenne (images), États Membres et Groupe d’experts (texte). 





18 En ce qui concerne le nombre exact, au moins un système pourrait ne pas avoir été présenté à la 
parade et être tenu en réserve pour remplacer un véhicule en cas de panne, une pratique courante 
dans les parades militaires (voir annexe 10). Pour ce qui est des chiffres, le terme « rounds » 
désigne le nombre de missiles montés sur un transporteur-érecteur-lanceur et le terme « system » 
désigne le système composé du missile et de son transporteur-érecteur-lanceur. 

1% Le nouveau missile balistique intercontinental géant est appelé provisoirement « Hwasong-16 » par les 
observateurs. 
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Figure 2 


Parade militaire du 10 octobre 2020 : missiles balistiques à courte portée KN-24 


et KN-23?° (voir annexe 12) 


KN-24 

9 SRBM systems 
caterpillar track TEL 
2 rounds 


See S/2020/840 para.11, 
Tab.1, annex 7 

See S/2020/151 para.194, 
Tab3, annex 59 


KN-23 

8 SRBM systems 
caterpillar track TEL 

2 rounds 

See S/2020/151 para.194, 
Tab.3, annex 58.1, annex 
59 


KN-23 

8 SRBM systems 

4 axle wheeled TEL 

2 rounds 

See S/2020/151 para.194, 
Tab.3, annex 58.1, annex 
59 





Source : Télévision centrale coréenne (images), États Membres et Groupe d’experts (texte). 





2 Le missile balistique à courte portée a été décrit par l’ Agence centrale de presse coréenne comme 


un « nouveau type d’arme tactique guidé » (KN-23), une « arme tactique guidée » (KN-24) et un 


« lance-roquettes multiples à longue portée » (KN-25). 
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Figure 3 


Parade militaire du 10 octobre 2020 : nouveau missile balistique à moyenne 
portée lancé par sous-marin Pukguksong-4, missile balistique à moyenne portée 


Pukguksong-2 et missile balistique à courte portée KN-25 


(voir annexes 11 et 12) 





New Pukguksong-4 
4 SLBM systems 

6 axle wheeled semi- 
trailer 


Pukguksong-2 

6 MRBM systems 
caterpillar track TEL 

See S/2020/151 para.194 
annex 58.7 

See S/2019/691 annex 32 
sect. 4 

See S/2019/171 annex 84 
sect. 4-5 


See S/2017/742 para.7-10 


KN-25 

Super-large multiple 
rocket launcher 

9 SRBM systems 

4 axle wheeled TEL 

5 rounds 

See S/2020/840 para.11, 
Tab.1, annex 7 

See S/2020/151 para.194, 
Tab.3, annex 59 


Source : Télévision centrale coréenne (images), États Membres et Groupe d’experts (texte). 
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Parade militaire du 10 octobre 2020 : missile balistique à courte portée KN-25 
(voir annexe 12) 


KN-25 

Super-large multiple 
rocket launcher 

9 SRBM systems 
caterpillar track TEL 

6 rounds 

see S/2020/840 para.l1, 
Tab.1, annex 7 


see S/2020/151 para.194, 


Tab.3, annex 59 


KN-25 
Super-large multiple 


rocket launcher 

9 SRBM systems 

4 axle wheeled TEL 

4 rounds 

see S/2020/840 para.l1, 
Tab.1, annex 7 


see S/2020/151 para.194, 


Tab.3, annex 59 





Source : Télévision centrale coréenne (images), États Membres et Groupe d’experts (texte). 
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III. 


Figure 5 

Nouveaux systèmes de missiles balistiques présentés à la parade militaire 

du 14 janvier 2021 : à l’exception du missile balistique intercontinental, 

tous les missiles balistiques à courte portée exposés à la parade du 10 octobre 
2020, un nouveau missile balistique à courte portée ressemblant au KN-23 

et un nouveau missile balistique lancé par sous-marin, le PukguKksong-5 

(voir annexes 11 et 12) 


New Pukguksong-5 
4 SLBM systems 

6 axle wheeled semi- 
trailer 


New SRBM 
resembles KN-23 

6 SRBM systems 

5 axle wheeled TEL 
2 rounds 











Source : Télévision centrale coréenne (images), États Membres et Groupe d’experts (texte). 


Sanctions sectorielles et maritimes 


27. La République populaire démocratique de Corée continue de se livrer à des 
activités qui sont interdites par diverses résolutions du Conseil de sécurité et à se 
soustraire à celles-ci. Selon un État Membre, au moins 121 cargaisons de produits 
pétroliers raffinés ont été livrées à la République populaire démocratique de Corée 
par les navires-citernes de ce pays, ainsi que par d’autres navires-citernes, au cours 
des neuf premiers mois de 20202!. Aucune des livraisons n’a été signalée au Comité 
conformément au paragraphe 5 de la résolution 2397 (2017). Un tableau fournissant 
des données sur le nom du navire, le numéro de l’Organisation maritime 
internationale (OMI), la date d’arrivée et le port, le dernier État du pavillon connu et 
le tonnage figure à l’annexe 21. 


28. Selon l’État Membre, le volume de pétrole raffiné livré à la République 
populaire démocratique de Corée à travers ces cargaisons illicites [voir fig. 6 a)] 





21 ne Dre Lo à : 
Ces livraisons ont été faites principalement par des transferts de navire à navire. 


2 La Chine a notifié au Comité des livraisons de 5 043,33 tonnes de pétrole raffiné à la République 
populaire démocratique de Corée en 2020. La Fédération de Russie a notifié au Comité des 
livraisons de 12 833,976 tonnes, soit un total combiné de 17 877,306 tonnes. 
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dépassait de plusieurs fois le plafond annuel maximal de 500 000 barils prévu dans 
ce paragraphe?*?4, 


Figure 6 a) 
Importations cumulées de pétrole raffiné non déclarées depuis janvier 2020 


Cumulative Refined Petroleum Imports Since January 2020 





Source : État Membre. 


29. Plusieurs États Membres ont estimé que les importations de produits pétroliers 
en République populaire démocratique de Corée pourraient augmenter en volume en 
2020, en partie du fait de l’acquisition de nouveaux navires plus grands battant 
pavillon de pays tiers. Voir la figure 6 b) pour les importations mensuelles calculées 
et la figure 6 c) pour la répartition des livraisons mensuelles par type de navire. 
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2 


D 


En janvier 2021, le Comité est convenu de formules pour les taux de conversion tonne/baril. En 
utilisant ces formules, les calculs du nombre de barils pour les livraisons dont le Comité a été 
informé seront enregistrés sur son site Web en temps utile, tout comme le nombre de barils 
figurant dans toute notification future dès publication. 

Voir S/2020/840 et S/2020/840/Corr.l, note de bas de page 14, et les rapports précédents pour les 
méthodes utilisées. Selon les estimations de l’État Membre, les livraisons représentaient plus de 
huit fois le plafond si les navires étaient chargés à 90 %, près de cinq fois s’ils étaient chargés à 
50 % et plus de trois fois s’ils n’étaient chargés qu’à 33 % par livraison. 
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Figure 6 b) 
Importations mensuelles calculées 


Monthly Refined Petroleum 
Imports Since January 2020 


Hull 


B Delivery Volume if 33% Lacten (BBL) n Delivery Volume #f 50% Laden (BEL) nm Delivery Volume if 90% Laden (BEL) 





Figure 6 c) 
Importations mensuelles de pétrole raffiné calculées par type de navire 


Apr May Jun Jul Sep 


A 


Jan Feb Mar 


= Non-DPRK Tankers BEL DPRK Tarkers BEL 





Source : État Membre. 
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Recommandations 


30. Le Groupe d’experts recommande à nouveau que les États Membres 
signalent tout transfert connu de produits pétroliers raffinés à la République 
populaire démocratique, dans le plein respect de la résolution 2397 (2017). 


Pratiques de transport maritime trompeuses et diligence raisonnable 
Échange d'identités de navires : le New Konk et le Mouson 328 


31. Le Groupe d’experts a observé un fait nouveau important : des navires qui 
mènent des activités tombant sous le coup de sanctions et qui prennent l’identité 
d’autres navires ou parfois échangent d’identité avec eux, au moyen de profils 
frauduleux, de modifications physiques et de la manipulation des transmissions du 
système d’identification automatique. Contrairement aux précédents cas d’usurpation 
d’identité de navires sur lesquels le Groupe d’experts a enquêté?*, les récents échanges 
d’identité ont montré une plus grande complexité quant à la méthode suivie par les 
navires pour passer d’un profil de système d’identification automatique à un autre, et 
à l’étendue des identités de dissimulation utilisées. Afin de mieux faire connaître les 
techniques d’échange d'identité et de faciliter ainsi la diligence raisonnable et le 
respect des sanctions, le Groupe d’experts donne l’exemple du Mouson 328 et du 
New Konk. 


32. Le New Konk (n° OMI 9036387), battant pavillon indéterminé, a déjà été 
identifié par le Groupe d’experts comme ayant cessé d’opérer en tant que navire 
collecteur effectuant des transferts de navire à navire pour se convertir en navire 
livrant des cargaisons de pétrole raffiné directement à Nampo à plusieurs reprises. 
Sur la base des résultats de plusieurs enquêtes, le Groupe d’experts note que le 
New Konk, à un moment donné en 2020, a navigué sous le nom de MOuson [sic] et a 
transmis un numéro d'identité de service mobile maritime précédemment enregistré 
au titre du Mouson 328 (n° OMI 9021198) alors que ce dernier navire naviguait sous 
pavillon des Palaos, ce qui rend cette transmission frauduleuse (voir fig. 7). Le 
Panama a confirmé que le navire a été radié de son registre le 29 août 2020 À. 





2% Voir, par exemple, le cas du Yuk Tung (n° OMI 9030591) (voir S/2019/171 et S/2019/171/Corr.l, 
par. 5 à 9). 

2% Voir S/2020/151, par. 32, et S/2020/840 et S/2020/840/Corr.l, par. 27-28 et 62. 

27 Toutes les heures et dates figurant dans le rapport sur la plateforme Windward sont exprimées en 
heure d’hiver de New York. 

2% Le Mouson 328 a battu pavillon panaméen de mai 2019 à août 2020. 
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Figure 7 
Le Mouson 328 changeant ses identifiants en mars 2020 





Source : Windward, annotations du Groupe d’experts 


33. Le 26 août 2020, des images satellite haute résolution ont capturé le navire 
transmettant un numéro d’identité de service mobile maritime (511444000) associé 
par le passé aux Palaos près de l’île de Dongyin, en Chine. L’analyse des images 
montre que les dimensions physiques du navire correspondent étroitement à celles du 
New Konk (voir fig. 8). Le New Konk a transmis pour la dernière fois son numéro 
OMI et son numéro d’identité de service mobile maritime en octobre 2019. 


# Les dimensions du New Konk sont de 112 mètres de long et 18,5 mètres de large. Les dimensions 
du Mouson 328 sont de 107,5 mètres sur 16,5 mètres. 
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Figure 8 
Dimensions des navires et comparaison physique des images satellite, 
26 août 2020°° 


à ù | MV NEW KONK Delivering Retined Petroleum 
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Source : Maxar Technologies (à gauche) et État Membre (à droite). 


34. Le Groupe d’experts a également suivi la trace du Mouson 328, alors sous 
pavillon panaméen, en tant que navire d’intérêt lorsque ce dernier a été aperçu en mai 
et juin 2019 dans les eaux de la République populaire démocratique de Corée avant 
que les signaux de son système d’identification automatique ne soient perdus. 


35. Des enquêtes supplémentaires ont révélé une tentative antérieure de 
blanchiment de l’identité du Mouson 328 en enregistrant le navire sous un nouveau 
numéro OMI sous le nom de Cherry 19, bâtiment nouvellement construit et battant 
pavillon dominicain, à la fin de 2019*!. Les autorités maritimes ont par la suite retiré 
le numéro OMI après que les documents de demande d’enregistrement se sont révélés 
frauduleux. En octobre 2020, le navire aurait été enregistré sous le nom de Smooth 
Sea 29, navire battant pavillon thaïlandais, sur la base de documents frauduleux du 
Cherry 19, ce qui aurait essentiellement supprimé les données historiques du navire 
connu sous le nom de Mouson 328. Le Groupe d’experts a écrit à la Thaïlande pour 
informer ses autorités que le navire se trouvait en Thaïlande et qu’il pourrait utiliser 
des documents frauduleux pour dissimuler le Mouson 328. La Thaïlande a répondu 
que la demande d’information du Groupe d’experts était en cours d’examen par ses 
autorités. 


36. Une fois que le Mouson 328 a pris sa nouvelle identité frauduleuse en tant que 
Cherry 19, cela a également permis au New Konk de transmettre les identifiants du 
Mouson 328 sans causer d’importantes anomalies du système d’identification 
automatique susceptibles de révéler l’échange. Le Groupe d’experts continue 
d’enquêter sur d’autres cas éventuels d’échange d’identité impliquant des navires- 
citernes associés à la République populaire démocratique de Corée. Les détails de 
l’enquête du Groupe d’experts et les réponses figurent aux sections a) à c) de 
l’annexe 22. 
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30 
31 


Toutes les dates, sauf indication contraire, sont indiquées en temps universel coordonné (UTC). 
Chaque navire se voit attribuer un seul numéro OMI, qu’il conserve pendant toute sa durée de 
vie. 
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Maquillage de navire 
Le New Regent devenu le Hang Yu 11 


37. Les navires de la République populaire démocratique de Corée et d’autres 
navires désignés continuent à dissimuler leur origine, ce qui exige une diligence 
raisonnable supplémentaire de la part des propriétaires et exploitants de navires et des 
négociants en marchandises. 


38. Un navire désigné dans les rapports précédents du Groupe d’experts, le New 
Regent (n° OMI 8312497)*, a usé de maquillage et de documents frauduleux pour 
tenter de réceptionner du pétrole raffiné par transbordement d’un navire battant 
pavillon de la République de Corée. En réponse aux questions du Groupe d’experts, 
le propriétaire du dernier navire a déclaré que le navire qu’il avait rencontré était le 
Hang Yu 11 battant pavillon panaméen (n° OMI 8694194) et qu’une diligence 
raisonnable avait été exercée « pour garantir que ce navire était doté de tous les 
documents et nous avons considéré que ce navire était en exploitation normale ». Le 
Groupe d’experts a vérifié de manière indépendante qu’aucun transfert de navire à 
navire n’a eu lieu. 


39. Plusieurs facteurs auraient dû éveiller des soupçons lors de la procédure de 
diligence raisonnable concernant le Hang Yu 11 (en fait le New Regent). Il s’agit 
notamment de la transmission d’identifiants incomplets ou non valables ; des 
différences physiques entre le Hang Yu 11 et le New Regent, qui auraient été évidentes 
à partir d’une comparaison photographique ; des documents de bord périmés ; et du 
manque de précaution dans le traitement de la demande d’achat de la cargaison de 
pétrole. D’autres photographies obtenues par le Groupe d’experts montrent le contour 
en relief du numéro OMI recouvert de peinture appartenant au New Regent (voir 
fig. 9). Les informations publiques disponibles qui montrent que le Hang Yu 11 a été 
impliqué dans un incident de sauvetage en février 2019 ont été confirmées séparément 
par le propriétaire du vrai Hang Yu 11, qui naviguait sous le nom de Xin Sheng sous 
pavillon togolais®. Les détails et les réponses figurent à l’annexe 23 a) et b). 


Figure 9 
Faux identifiants peints pour dissimuler le New Regent et son numéro OMI, 
30 juin 2019 





Source : État Membre. 





32 Désigné le 16 octobre 2018. 

# Une plateforme commerciale de base de données maritimes a enregistré une absence de 
transmission du système d’identification automatique pour le Hang Yu 11 entre février 2018 et 
avril 2020. 
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L'Infinite Luck ef le Myong Ryu 1 


40. Le Groupe d’experts a déjà signalé un transfert de navire à navire entre 
l’Infinite Luck (n° OMI 9063811) battant pavillon panaméen et le navire-citerne 
Myong Ryu 1 (n° OMI 8532413) de la République populaire démocratique de Corée. 
La société Uniform Shipping, le propriétaire enregistré de l’{nfinite Luck, a répondu 
par l’intermédiaire d’avocats, qui ont fourni des « preuves » (voir annexe 24) que 
«l’Infinite Luck a été induit en erreur [pour effectuer] un transfert de carburant 
interdit » avec le Myong Ryu 1, qu’on a fait passer pour un navire-citerne chinois, le 
Mingbo n° 5 (voir fig. 10). 


41. Pour ses contrôles de diligence raisonnable, Uniform Shipping « demandait des 
photos du navire destinataire [...] pour confirmer que c’est le navire en question ». 
Comme mesure de conformité supplémentaire, un « reçu de livraison de soutes » 
signé par le navire destinataire « prouve également que l’/nfinite Luck n’avait pas 
l’intention de se livrer à des pratiques maritimes illicites avec les navires de la Corée 
du Nord ». 


42. Le Groupe d’experts a documenté de nombreux cas de navires de la République 
populaire démocratique de Corée et d’autres navires maquillés, qu’on a fait passer 
pour d’autres navires, ainsi que d’autres tactiques trompeuses utilisées pour acquérir 
illicitement du pétrole raffiné. Vu le caractère délibéré des manœuvres de 
dissimulation utilisées, le Groupe estime que les documents signés par les navires 
receveurs ne suffisent pas pour exonérer les navires fournisseurs de leur 
responsabilité. Pour que les propriétaires de navires et leurs homologues concernés 
puissent prévenir le risque de participer à des activités tombant sous le coup de 
sanctions, 1l faut des mesures de diligence raisonnable et de contrôle efficaces. 





# Voir S/2020/840 et S/2020/840/Corr.1, par. 33, et annexe 20. 
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Figure 10 
Photographie fournie par le propriétaire de l’Znfinite Luck 


Mingbo No.5 





Source : Groupe d’experts. 


Navires battant pavillon étranger et navires au pavillon indéterminé procédant 
à des livraisons à la République populaire démocratique de Corée 


43. La République populaire démocratique de Corée poursuit l’importation illicite 
de produits pétroliers raffinés grâce au renforcement de sa flotte par un nombre 
croissant de navires-citernes battant actuellement ou précédemment pavillon étranger. 
Le recours à ces navires, qui ont une plus grande capacité de transport et livrent leur 
cargaison de pétrole raffiné directement dans les ports de la République populaire 
démocratique de Corée, est une pratique plus efficace que les transferts de navire à 
navire effectués en mer par des navires-citernes de la République populaire 
démocratique de Corée généralement plus petits avec d’autres navires plus petits. 
Pendant la période observée, de janvier à septembre 2020, ces navires ont livré 
directement dans d’autres ports de la République populaire démocratique de Corée, 
ce qui constitue une rupture par rapport au passé où les livraisons étaient concentrées 
au port de Nampo. 


44. La République populaire démocratique de Corée semble concilier les 
précautions contre la maladie à coronavirus (COVID-19) et son besoin d’importer des 
produits pétroliers raffinés en envoyant ses navires-citernes réceptionner des 
cargaisons de pétrole transférées de navires étrangers directement à l’extérieur de la 
porte d’écluse de Nampo. Selon un État Membre, depuis fin juillet 2020, le pays a 
probablement interdit à tous les navires étrangers d’entrer dans le port de Nampo dans 
le cadre de ses restrictions relatives à la COVID-19. La figure 11 montre une 
représentation statistique de la concentration de navires à l’extérieur de la porte 
d’écluse de Nampo observée par le Groupe d’experts à partir d’images satellite. 
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Figure 11 
Tableau montrant les navires devant la porte d’écluse de Nampo de mai à septembre 2020 


Chart showing vessels outside Nampo lock gate from May to September 2020 


2020-04-19 2 0 2020-05-2° 2020-06-18 2 07-0 2020-07-28 2 1 2 2020-10-16 


The vessels outside Nampo lock gate were counted only on days when satellite images were available. Taking this into account, the 
Panel assesses that the actual number is higher. 


© Daily number of vessels located at less than 20 km from the West Sea Barrage (without counting coastal barges) 
© Number with a length larger than 150 m 
Number with a length smaller than 150 m 


© Number of coastal barges in area 38° 42’ 44" N 124° 59’ 08" E, One 190 m length barge almost continuously anchored in the area 38° 42’ 19" N 124°58’28"E 





Source : Groupe d’experts. 


45. La République populaire démocratique de Corée a également augmenté ses 
importations de pétrole grâce à des navires battant pavillon étranger qui n’étaient pas 
auparavant mentionnés dans les rapports du Groupe d’experts. Ces navires viennent 
s’ajouter à la liste des navires-citernes anciennement sous pavillon étranger qui 
continuent à livrer du pétrole raffiné au pays. Tous les navires ont disparu du système 
d’identification automatique pendant les périodes d’enquête. 


Autres navires sous pavillon étranger livrant du pétrole raffiné à la République 
populaire démocratique de Corée 


46. Le nombre de navires battant pavillon étranger qui livrent du pétrole raffiné à la 
République populaire démocratique de Corée a augmenté en 2020 *%. Des échantillons 
d’images satellite fournis par un État Membre entre mai et octobre 2020, d’autres cas 
de navires livrant du pétrole raffiné à la République populaire démocratique de Corée, 
les informations concernant les enquêtes menées à ce jour par le Groupe d’experts et 
les réponses obtenues par ce dernier figurent aux paragraphes i) à vi) de l’annexe 25 et 
à l’annexe 25, points a) à d). Ces navires comprenaient : 





#% Sauf indication contraire, toutes les informations contenues dans le présent rapport concernant le 


pavillon des navires et les entités figurant sur la liste des propriétaires, gestionnaires et 
exploitants enregistrés des navires sont tirées du site Web de l’OMI et de IHS Markit. 
3% En décembre 2020 ou janvier 2021. 
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a) L’An Ping (n° OMI 7903366), anciennement sous pavillon sierra-léonais, 
qui a été aperçu mouillant à Nampo le 8 juillet 2020 (voir fig. 12)*. Le Groupe 
d’experts a demandé des informations aux Samoa et à l’entité propriétaire et/ou 
gestionnaire actuelle ou passée du navire, domiciliée dans la ville de Kaohsiung, dans 
la Province chinoise de Taiwan (voir annexe 25 pour les réponses pertinentes) ; 


Figure 12 
L’An Ping livrant du pétrole raffiné à Nampo, 8 juillet 2020 


M/V AN PING Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:07 E 


Petroleum 
delivery line 





Source : État Membre. 


b) Le Heng Rong (n° OMI 7913098), qui a été aperçu le 6 août 2020 et le 
23 août 2020 chargé à la porte d’écluse de Nampo (voir fig. 13)%. Il a également 
procédé à un transfert de navire à navire le 15 août 2020 en mer Jaune ; (voir 
annexe 25 pour les réponses pertinentes) ; 





37 Le navire a été radié du registre du pavillon de la Sierra Leone le 2 juillet 2020, une raison ayant 
été fournie pour la vente et le transfert du navire. 
3% Le navire a été radié du registre du pavillon de la Sierra Leone le 7 octobre 2018. 
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Figure 13 
Le Heng Rong à l’extérieur de la porte d’écluse de Nampo, août 2020 


MT HENG RONG Laden Outsite 
Nampo Locagate - 
6 AUO 2020 Le | 23 AUG 2028 
” . 
: L - : e SR AZ UN 12488 078 


SSATSIN 124:67:H0E 





Source : État Membre. 


c) Le Rich United (n° OMI 9129213), qui était sous pavillon indéterminé 
lorsqu'il a été aperçu en train de livrer du pétrole raffiné à Songnim le 13 juin 2020 
(voir fig. 14). Le Groupe d’experts a demandé des informations aux Îles Cook, à la 
Mongolie, aux Seychelles, à la Chine et à l’entité ou aux entités propriétaires et/ou 
gestionnaires actuelles ou anciennes responsables du navire basées à Singapour (voir 
annexe 25 pour les réponses pertinentes) ; 


Figure 14 
Le Rich United livrant du pétrole raffiné à Songnim, 13 juin 2020 


M/V RICH UNITED Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





Source : État Membre. 
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d) Le Run Da (n° OMI 8511172), alors sous pavillon mongol, qui a été aperçu 
à l’appontement de livraison de pétrole de Nampo le 1° mai 2020 (voir fig. 15). Le 
Groupe d’experts a demandé des informations à la Mongolie, aux Philippines et à 
l’entité ou aux entités propriétaires et/ou gestionnaires actuelles ou anciennes 
responsables du navire basées à Hong Kong (Chine). La Mongolie a radié le navire 
de son registre à partir de septembre 2020 pour « infraction aux zones commerciales 
et violation de l’embargo des Nations Unies ». Les informations fournies par la suite 
ont montré que le navire a été vendu en avril 2020 à une société basée à Fuzhou 
(Chine), sans que le registre du pavillon et la société de classification n’en aient 
connaissance ou sans demande de radiation ou de réenregistrement (voir annexe 25 
pour les réponses pertinentes) ; 


Figure 15 
Image satellite du Run Da au port de Nampo, 1°" mai 2020 


M/V RUN DA Delivering Refined Petroleum 
Nampo, North Korea 
38:42:54 N 125:21:59 E 


Source : État Membre (carte fournie par le Groupe d’experts). 


e) Le Xin Hai (n° OMI 7636638), qui battait pavillon indéterminé au moment 
où il a livré du pétrole raffiné à Nampo le 1° septembre 2020. Les enquêtes se 
poursuivent ; 


f) Le Xing Ming Yang 888 (n° OMI 8410847), dont la présence a été relevée 
le 3 juin 2020 à Songnim et le 28 juin à Nampo. Le Groupe d’experts a recommandé 
que le navire, battant pavillon indéterminé depuis novembre 2018, soit désigné pour 
avoir effectué un transfert de navire à navire avec le Mu Bong 1 (n° OMI 8610461) 
en 2018, Le navire transmettait frauduleusement un numéro d'identité de service 
mobile maritime associé à la République-Unie de Tanzanie alors qu’il se trouvait près 
de la baie de Luoyuan, en Chine (voir fig. 16). Le Groupe d’experts a sollicité l’aide 
de la Chine et de la République-Unie de Tanzanie (voir annexe 25 pour les réponses 
pertinentes). 





# Le navire était sous pavillon sierra-léonais jusqu’en septembre 2019. 
4 Voir S/2019/171 et S/2019/171/Corr.l, par. 15-17, et figure VII. 
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Figure 16 
Le Xing Ming Yang 888 transmettant de faux identifiants en mai 2020 et livrant 
du pétrole raffiné au port de Songnim en juin 2020 


JNG MING YANG 888 
05 May 2020 19:34 
Cf MS: changed from 6670017142 to 6770017 12 





Source : Windward, annotations du Groupe d’experts (en haut) ; État Membre (en bas). 


47. Les navires susmentionnés partagent un certain nombre d’éléments communs. 
Tous ont disparu du système d’identification automatique pendant plusieurs jours 
voire plusieurs mois, qui coïncidaient avec les dates auxquelles les navires se 
trouvaient en République populaire démocratique de Corée. Ces navires ont 
également enregistré des trous dans les transmissions du système d’identification 
automatique en dehors de ces dates, ce qui indique d’autres livraisons illicites 
possibles. Bien que la majorité des navires n’aient plus de pavillon et ne disposent 
pas d’informations actualisées sur la propriété effective dans les bases de données 
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maritimes, ils ont continué à faire du commerce dans les eaux internationales et à 
s’approvisionner en pétrole raffiné pour le livrer à la République populaire 
démocratique de Corée. 


48. Cet aspect de la situation — informations sur la propriété effective des navires 
périmées ou non mises à jour — a été signalé par le Groupe d’experts dans ses enquêtes 
sur les précédents navires qui ont livré directement du pétrole raffiné à la République 
populaire démocratique de Corée“!. 


Navires battant pavillon étranger qui ont continué à livrer du pétrole raffiné 
à la République populaire démocratique de Corée 


49. Les navires suivants (anciennement) sous pavillon étranger ont continué à livrer 
du pétrole raffiné à la République populaire démocratique de Corée entre janvier et 
septembre 2020 (voir annexe 21). La plupart de ces navires ont été radiés de leur 
dernier registre de navires connu (voir annexes 26 et 27) : 


a) Le Bonvoy 3 (n° OMI 8714085), anciennement sous pavillon sierra- 
léonais* ; 


b) Le Diamond 8 (n° OMI 9132612), anciennement sous pavillon sierra- 
léonais* ; 


c) Le Hokong (n° OMI 9006758), sous pavillon indéterminé ; 
d) Le New Konk (n° OMI 9036387), sous pavillon indéterminé ; 
e) Le Subblic (n° OMI 8126082), sous pavillon indéterminé ; 

f)  L’Unica (n° OMI 8514306), sous pavillon indéterminé ; 


g) Le Yun Hong 8 (numéro d’identité du service mobile maritime 413459380), 
battant pavillon chinois. 


50. Le Groupe d’experts a observé, à partir de bases de données maritimes 
commerciales, que certains de ces navires, dont la désignation a été recommandée par 
le Comité, se trouvaient dans les eaux côtières chinoises“. Un État Membre a fourni 
séparément au Groupe d’experts d’autres dates et lieux pour certains de ces navires 
(voir annexe 28). Le Groupe d’experts a également obtenu des informations indiquant 
la poursuite d’une pratique déjà signalée consistant à faire entrer des navires 
suspects dans les eaux territoriales chinoises, où ils ne peuvent être suivis par des 
navires de surveillance étrangers. Le Groupe d’experts a écrit à la Chine, entre 
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Voir S/2020/151. 

Selon l’État Membre, le Bonvoy 3 référencé comme navire effectuant des livraisons directes est 
le Bonvoy 3 anciennement sous pavillon sierra-léonais, portant le numéro OMI 8714085 et non le 
numéro OMI 8978784. L'administration maritime de la Sierra Leone a radié le navire le 

12 novembre 2019. Les recherches approfondies du Groupe d’experts sur le Bonvoy 3 portant le 
numéro OMI 8714085, en l’absence de données de suivi et d’autres informations commerciales 
sur le Bonvoy 3 portant le numéro OMI 8978784, ont montré des itinéraires de navigation et des 
informations de réseau tendant à indiquer qu’il s’agit du même navire. Les enquêtes se 
poursuivent sur les deux Bonvoy 3. 

L'administration maritime de la Sierra Leone a confirmé l’annulation de l’enregistrement du 
navire le 7 août 2020, car il avait violé les sanctions contre la République populaire 
démocratique de Corée. 

Les eaux côtières désignent les eaux territoriales de 12 milles nautiques ou les eaux situées dans 
la zone contiguë de 24 milles nautiques. 

Voir S/2020/151, annexe 8. 

Deux experts estiment que toutes les informations figurant dans les trois premières phrases du 
paragraphe 50 peuvent être étayées davantage. Ils estiment également que les résolutions 
pertinentes du Conseil de sécurité n’accordent à aucun État Membre le droit de suivre et de 
contrôler. 
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autres, pour lui demander des informations au cas où ces navires seraient immobilisés 
dans un port ou dans ses eaux territoriales”. En ce qui concerne les navires énumérés 
à l’annexe 28, la Chine a répondu qu’elle ne pouvait pas enquêter sur leurs activités 
sur la base d’informations limitées du Groupe d’experts, et qu’elle ne pouvait que 
confirmer que ces navires n’étaient pas entrés dans les ports chinois. 


Navires de la République populaire démocratique de Corée livrant du pétrole raffiné 


51. Les navires-citernes anciennement sous pavillon étranger qui sont devenus des 
navires de la République populaire démocratique de Corée et les navires-citernes 
désignés de la République populaire démocratique de Corée ont continué à livrer du 
pétrole raffiné dans divers ports du pays (voir annexe 29 pour plus de détails)“. 


Facilitation de la livraison illicite de pétrole raffiné à la République populaire 
démocratique de Corée 


52. Le Groupe d’experts a poursuivi ses enquêtes sur les réseaux qui facilitent la 
livraison illicite de pétrole raffiné à la République populaire démocratique de Corée 
grâce aux liens entre les navires et les entités. T Energy International Co., Ltd 
(T Energy), entité ayant des adresses dans les districts de Zhongzheng et de Taoyuan“”, 
dans la Province chinoise de Taiwan, a été impliquée en tant que destinataire de la 
cargaison de pétrole raffiné à bord du Viet Tin 01 (n° OMI 8508838), qui a fait escale 
à Nampo le 26 février 2019 et aux alentours de cette date. (Une mise à jour du 
Viet Nam sur le navire figure à l’annexe 30.) Le Groupe d’experts a depuis lors ouvert 
des enquêtes sur d’autres cas de participation présumée de T Energy à ces achats ou 
de livraison présumée par transfert de navire à navire avec des navires-citernes de la 
République populaire démocratique de Corée. En s’appuyant sur des informations et 
des documents obtenus de divers États Membres, entités et individus, le Groupe 
d’experts mène des enquêtes pour déterminer dans quelle mesure la société a joué un 
rôle dans un réseau soutenant l’achat illicite de pétrole raffiné par la République 
populaire démocratique de Corée, y compris la facilitation et le courtage présumés de 
nombreux transferts de navire à navire avec des navires battant pavillon de la 
République populaire démocratique de Corée au cours des dernières années. Le 
Groupe a tenté de contacter T Energy mais n’a pas encore reçu de réponse ; les 
télécopies et les courriels adressés à la société sont retournés avec la mention « envoi 
non distribuable ». 


53. Une liste des navires signalés par un État Membre comme ayant effectué des 
transferts de navire à navire, en association avec T Energy, avec des navires-citernes 
battant pavillon de la République populaire démocratique de Corée, ainsi que les 
informations concernant les enquêtes du Groupe d’experts, y compris les réponses 
obtenues, figurent à l’annexe 31, points a) à d). 


Transfert de droits de pêche 


54. Sur la base d’un reportage dans les médias, le Groupe d’experts a adressé une 
demande d’information à Choe Un Bok, présidente de l’Association générale des 
Coréens en Chine, qui aurait organisé le transfert de droits de pêche de la République 
populaire démocratique de Corée°!. Le Groupe n’a pas reçu de réponse de M"* Choe 
ni de l’organisation [voir annexe 32 a)]. 





47 Voir résolution 2397 (2017), par. 9. 

#8 Voir S/2020/840 et S/2020/840/Corr.l, par. 26. 

# Les adresses proviennent d’informations accessibles au public et d’un État Membre. 
50 Voir S/2020/840 et S/2020/840/Corr.1, par. 39 et 40. 

$l En chinois : HR ÉHAF AUS S. 
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55. Le Groupe d’experts a obtenu des informations selon lesquelles la Weïhaï 
Peninsula Vessel Fuel Co., Ltd. était impliquée dans la planification de la création 
d’une coentreprise de pêche avec une entité de la République populaire démocratique 
de Corée [voir annexe 32 b)]*. La société n’a pas encore répondu à la demande 
d’information que lui a adressée le Groupe d’experts. 


56. Plusieurs États Membres ont fourni au Groupe d’experts des informations qui 
laissent penser que la République populaire démocratique de Corée continue de 
procéder au transfert de droits de pêche et que les bateaux de pêche continuent à user 
de dissimulation [voir annexes 32 c) à f)]. 


Exportations maritimes de la République populaire démocratique de Corée 


57. La République populaire démocratique de Corée a continué à exporter du 
charbon, ainsi que d’autres articles interdits, en violation des résolutions pertinentes 
(voir par. 84 et annexes 34, 35, 36, 38 a), 38 b) et 39). 


Méthodes de contournement des sanctions maritimes 


58. La République populaire démocratique de Corée a continué à exporter du 
charbon vers la région de Ningbo-Zhoushan en Chine, en s’appuyant sur de grandes 
barges côtières battant pavillon chinois qui exportent directement son charbon vers la 
Chine et en acquérant des navires supplémentaires. Les navires de la République 
populaire démocratique de Corée qui ont exporté son charbon ont également chargé 
des articles humanitaires dans divers ports chinois, ce qui indique l’acceptation dans 
ces ports de navires précédemment engagés dans des activités susceptibles de tomber 
sous le coup de sanctions*. 


59. Les navires de la République populaire démocratique de Corée ont également 
employé diverses techniques pour brouiller leur suivi dans les bases de données 
maritimes. Il s’agissait notamment de la manipulation des pavillons, des numéros 
d’identité du service mobile maritime et des types de navires, par exemple en faisant 
passer ces navires pour des bateaux de pêche ou des remorqueurs. Parmi les numéros 
d’identité du service mobile maritime manipulés, se trouvaient notamment ceux 
attribués à d’autres navires légitimes, ce qui créait des incohérences lors de la 
consultation des données de suivi du système d’identification automatique. Le Groupe 
d’experts a en outre observé que des navires de la République populaire démocratique 
de Corée utilisaient des numéros d’identité de service mobile maritime « jetables » 
qui rendent difficile le suivi de ces navires** (voir également l’annexe 33 sur le 
brouillage du système d’identification automatique). 


Exportations de charbon par des navires de la République populaire 
démocratique de Corée 


60. Selon l’État Membre, la République populaire démocratique de Corée a exporté 
au moins 2,5 millions de tonnes de charbon de janvier à septembre 2020, en au moins 
400 cargaisons expédiées vers les eaux territoriales chinoises Ÿ. La plupart de ces 
cargaisons sont allées dans la région de Ningbo-Zhoushan en Chine, où les navires de 
la République populaire démocratique de Corée ont continué à décharger du charbon 





% En chinois : #4 AE di A PR A 1. 

5 Voir résolution 2397 (2017), par. 9. 

%* Le Groupe d’experts a relevé des cas de navires portant des numéros d’identité de service mobile 
maritime de courte durée datant de quelques mois seulement, ainsi que d’autres identifiants non 
valables, qui apparaissaient dans les eaux de Ningbo-Zhoushan et transmettaient de nouveau à 
proximité ou en République populaire démocratique de Corée, et a communiqué certaines de ces 
informations à la Chine. 

5 Deux experts sont d’avis que cette information peut être corroborée. 
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par transfert de navire à navire. De plus, l’État Membre a observé une augmentation 
du trafic maritime en 2020 autour de l’archipel de Zhoushan. 


61. Le Groupe d’experts a continué à demander l’aide de la Chine concernant la 
présence de plusieurs navires de la République populaire démocratique de Corée dans 
les eaux au large de Ningbo-Zhoushan, où ils ont continué à se rassembler à un 
moment donné”. Les images satellite ont capturé plus de 40 navires de la République 
populaire démocratique de Corée et des navires associés à Ningbo-Zhoushan le 
17 juin 2020 (voir fig. 17 ; voir également l’annexe 34 pour des détails sur les navires 
de la République populaire démocratique de Corée qui exportent du charbon dans la 
région de Ningbo-Zhoushan). 


Figure 17 

Représentation graphique des navires de la République populaire 
démocratique de Corée par l’État Membre le 17 juin 2020 à Ningbo-Zhoushan 
(Chine)‘? 





Concentration of North Korean and Chinese Vessels Evading Sanctions 
17 JUNE 2020 


Ningbo-Zhoushan area 
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Source : État Membre. 
Note : L'État Membre a fourni l’image satellite pour chacun des navires présentés ci-dessus. 


62. Le Groupe d’experts a demandé à la Chine des informations sur tous les navires 
susmentionnés, y compris ceux figurant à la figure 17, en ce qui concerne leur 
présumée cargaison de charbon, les transferts de navire à navire effectués avec ces 
navires dans les eaux chinoises et les identifiants des navires receveurs et de leur 
propriétaire. La Chine a répondu que « pour les dix navires de la République populaire 
démocratique de Corée, à savoir l’Asia Honor, le Myong Sin, le Paek Hak San, le Kum 
San Pho 3, le Flourishing, le Sam Jin 8, le Jang Jin Gang, le Su Song, l’ Enterprise et 
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57 Deux experts sont d’avis que cette information peut être corroborée. 
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le Xing Ming Yang 888, il n’existe aucune trace de ces navires entrant ou sortant des 
ports chinois ». Elle a indiqué que « la Chine n’est pas l’État du pavillon des navires 
susmentionnés et ne dispose pas d’informations plus détaillées ». 


Exportation de charbon de la République populaire démocratique de Corée 
et importation de cargaisons humanitaires 


63. Le Groupe d’experts a poursuivi son enquête sur la violation continue des 
sanctions par le Tae P(h)yong (n° OMI 9018751 ; anciennement connu sous le nom 
de Great Wenshan) dans les eaux chinoises. Le Groupe a suivi l’itinéraire du navire, 
qui a révélé que celui-ci était présent en République populaire démocratique de Corée 
le 8 juin 2020 et est retourné le 12 juin pour quelques jours dans la région de Ningbo- 
Zhoushan, où il s’était précédemment rendu en mai, puis a fait une escale à Longkou 
(Chine) avant de revenir à Nampo le 1° juillet 2020. Les images satellite obtenues 
par la suite auprès d’un État Membre ont fourni des informations sur la cargaison du 
navire, qui comprenait du charbon chargé à Nampo exporté vers les eaux de Ningbo- 
Zhoushan et des articles d’aide humanitaire importés à Longkou pour le voyage de 
retour à Nampo. Le Tae Pyong est retourné à Ningbo-Zhoushan à la mi-août avant de 
revenir à Nampo le même mois [voir fig. 18 a) et 18 b)]. L’activité du Tae Pyong 
consistant à exporter du charbon provenant de la République populaire démocratique 
de Corée à de multiples reprises et, dans le cas susmentionné, à se rendre au port pour 
y prendre une cargaison humanitaire, rend cette activité passible des dispositions 
applicables du régime des sanctions *. 


64. Selon le même État Membre, au moins 11 autres navires battant pavillon de la 
République populaire démocratique de Corée ont effectué des voyages similaires, au 
cours desquels ils ont exporté du charbon à l’aller et importé des cargaisons 
humanitaires au retour. En réponse aux demandes d’information que lui a adressées 
le Groupe d’experts concernant les activités du Tae Pyong, sa cargaison et son dernier 
propriétaire chinois connu, ainsi que les renseignements sur d’autres navires de la 
République populaire démocratique de Corée effectuant éventuellement des trajets 
similaires, la Chine a répondu que «le navire Tae Pyong battant pavillon de la 
République populaire démocratique de Corée n’a pas fait escale au port de Zhoushan 
en 2020 ». 





58 Voir S/2020/840 et S/2020/840/Corr.l, par. 52 à 56. 
% Résolution 2375 (2017), par. 11, et résolution 2397 (2017), par. 9. 
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Figure 18 a) 
Le Tae Pyong dans les eaux de Ningbo-Zhoushan, juin et août 2020 


4 
[nr] 





Figure 18 b) 
Exportation de charbon et importation d’articles humanitaires par le 7ae 
Pyong lors d’un voyage aller-retour 


DPRK-flaggedM/V TAE PYONG (IMO:9018751) Exported Coal and Imported Humanitarian 


Cargoin Single Voyage: Overview 
JUNE - JULY 2020 


On 16 June and 17 June, TAE 
PYONG reported at least 19 
positions in the Ningbo- 
Zoushan area 





Cal export tracx 2er AIS 

E np'y vessel track par AIS 
Humanitarian cargc tracx per AIS 
Nhticnal coal exsort track 
Nhtional emapty vessel track 


tr rtf 





Source : État Membre. 
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Navires de charge livrant du charbon provenant de la République populaire 
démocratique de Corée 


65. Selon un État Membre, des navires de grande taille battant pavillon chinois ont 
effectué des transferts de navire à navire avec des navires de la République populaire 
démocratique de Corée dans la région de Ningbo-Zhoushan et ont ensuite livré du 
charbon provenant de la République populaire démocratique de Corée dans divers 
ports chinois ou dans les eaux portuaires chinoises. Ces navires de plus grande 
capacité transportent plus de marchandises par voyage que les barges de plus petite 
taille utilisées pour ces transferts comme il a été observé précédemment. De plus, cela 
permet de continuer à livrer la cargaison de charbon sur le lieu de transbordement. 
On peut citer comme exemples le Shun Jin Bao (numéro d’identité du service mobile 
maritime 413704010) livrant du charbon à Bayuquan (voir fig. 19), le Huadel16 
(numéro d’identité du service mobile maritime 413249920) livrant du charbon à 
Guangzhou et le Xinjinyue (numéro d’identité du service mobile maritime 
412501560) livrant du charbon à Caofeidian. Des détails, y compris des images 
supplémentaires, figurent à l’annexe 35. Le Groupe d’experts a demandé des 
informations sur lesdits navires, notamment sur les transferts de navire à navire 
effectués avec des navires de la République populaire démocratique de Corée ainsi 
que sur l’origine et la destination de la cargaison de charbon déchargée. 


66. La Chine a répondu que les navires susmentionnés « ont navigué entre les ports 
intérieurs chinois pendant la période mentionnée dans les lettres du Groupe d’experts, 
et ont effectué des procédures régulières de notification et d'approbation. Les douanes 
chinoises ont strictement examiné le certificat d’origine de leur cargaison, et aucune 
preuve d’activités violant les résolutions n’a été trouvée. Après un examen plus 
approfondi du journal de bord de ces navires, la possibilité qu’ils aient fait des escales 
dans les ports de la République populaire démocratique de Corée au cours de voyages 
intérieurs a également été exclue. Si le Groupe d’experts dispose de preuves 
supplémentaires, la Chine espère qu’il pourra les lui fournir ». 





60 Voir également S/2020/151, par. 72. 
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Figure 19 
Livraison par le Shun Jin Bao de charbon provenant de la République 
populaire démocratique de Corée à Bayuquan (Chine) 





China-flagged M/V SHUN JIN BAO (IMO: Not Reported, MMSI:413704010) Loaded North 


Korea-Origin Coal Near Ningbo-Zhoushan Area, China for Offload in Bayuquan, China 
AUGUST 2020 


O;: 17 August, SHUN JIN BAO amted at Bayuquan Port and 
oflonded cool on 18 August. At 07:17 UTC, the vessel updated 
+ [4] its draught status in AIS to indicate it ofloaded cargo 
Beying Bayvquan 





©: 10 August at 08:16 UTC, 
SHUN JIN 8AO updated its 
destination in AIS to"Znou Shan 
end changed its draught status Lo 
indcate it was empty. 





Or 10 through 12 August, SHUN JIN BAO anchored at 
vanous locations within Zhoushan Ports Maji Shan Vessel Trafic 
Serice (VTS) ares, in close proximity to multiple North Korean 
coal vessels, SHUN JIN BAO wes obseræd on 12 August 
partialty loaded with North Konea-origin coal after conducting STS 
transiers with M/V HORIZON STAR and M/V LUCKY STAR. On 
12 August at 21:34 UTC, SHUN JIN BAO updated its draught in 
AIS to indicate # loaded cargo and then departed the area. CHINA 


feu 





— Vessel track per AIS 


Mañÿ Shan (Znoushan) Vesse! 


e ° es Traffic Service area 

On 14 August at 13:54 UTC, 

SHUN JN BAO updated às rh D 
destination in AIS to "BOY." in Shanghat x x “ 
reference to Bayuquan Port, China. [2] 





Source : État Membre. 


Barges côtières livrant du charbon provenant de la République populaire 
démocratique de Corée 


Charbon provenant de la République populaire démocratique de Corée 


67. Fin mai 2020, un État Membre a observé un nombre considérable de barges 
côtières battant pavillon chinois en activité en République populaire démocratique de 
Corée, dont 52 sur le fleuve Taedong ou au mouillage juste à l’extérieur de la porte 
d’écluse de Nampo. La figure 20 montre quelques-unes des barges côtières devant la 
porte d’écluse de Nampo en juin 2020. Les barges côtières battant pavillon chinois! 
ont effectué au moins 155 expéditions, exportant environ 1,63 million de tonnes de 
charbon de la République populaire démocratique de Corée vers la Chine, selon le 
même État Membre(2:63, 





6! Ces barges sont du même type que les automoteurs présentés dans le rapport du Groupe d’experts 
de mars 2020 (S/2020/151), qui ont livré des produits interdits à la Chine. 

6 Deux experts sont d’avis que cette information peut être corroborée. 
Le Groupe d'experts a partagé une liste de 65 barges côtières battant pavillon chinois, dont l'État 
Membre a estimé qu’elles avaient effectué des exportations probables de charbon de la 
République populaire démocratique de Corée entre mai et septembre 2020. 
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Figure 20 
Groupe de barges côtières battant pavillon chinois, porte d’écluse de Nampo, 
juin 2020 (groupe principal 38°42° 42” N 124°59° 04" E) 


| mamxmx | Crus logged Courts Borges at Ann vor 
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jui 22, 2020 





Source : État Membre (photo du haut) ; Planet Labs, Inc. (autres photos). 1° juin 2020, 02.08 UTC ; 5 juillet 
2020, 01.40.35 UTC ; 22 juillet 2020, 02.36 UTC (images de Planet Labs orientées vers le nord). Annotations 


du Groupe d’experts. 
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68. Comme le Groupe d’experts l’a indiqué dans ses précédents rapports, les 
automoteurs d’origine chinoise qui ont chargé du charbon en République populaire 
démocratique de Corée pour le livrer dans des ports en Chine ne transmettent pas 
toujours de signaux du système d’identification automatique et ne semblent pas avoir 
de numéros OMI, ce qui indique qu’ils étaient essentiellement destinés à la navigation 
côtière. Le Groupe d’experts a observé le Chenggong 66 (numéro d'identité du 
service mobile maritime 413663365) émettant en tant que navire de charge au départ 
de Nantong (Chine) en juin 2020. Le navire semble avoir navigué au moins une fois 
vers Nampo avant de revenir dans les eaux chinoises, en suivant un itinéraire similaire 
à celui emprunté par les automoteurs en 2019. Le Groupe d’experts a écrit à la Chine 
pour demander des informations sur le type, l’origine et la cargaison du navire. Par la 
suite, il a obtenu d’un État Membre des images satellite du Chenggong 66 (voir 
fig. 21), ainsi que d’autres barges côtières identifiées battant pavillon chinois et 
transportant du charbon de la République populaire démocratique de Corée vers la 
Chine. La Chine a répondu qu’aucune information valable n’avait été trouvée sur la 
base des numéros d’identité du service mobile maritime fournis pour la liste des 
65 barges sous pavillon chinois mentionnées (pour plus de détails, voir annexe 36). 


Figure 21 
Itinéraire du Chenggong 66, juin et juillet 2020 
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Source : Windward (en haut), annotations du Groupe d’experts ; État Membre (en bas). 





St Voir S/2020/151, par. 59 à 66. 
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Matériel et articles 


69. Selon l’État Membre, des barges côtières battant pavillon chinois ont également 
exporté vers la République populaire démocratique de Corée des véhicules, des 
machines et des équipements lourds, dont la fourniture, la vente et le transfert sont 
interdits en vertu du paragraphe 7 de la résolution 2397 (2017). Sept de ces barges ont 
été capturées sur des images satellite entre mai et juillet 2020 dans la zone portuaire 
de Nampo (voir annexe 37). L’une des barges, le Cheng Hong 28/Changhong28 
(numéro d’identité du service mobile maritime 413180911), qui a probablement 
déchargé des wagons-citernes de pétrole, d’huile et de lubrifiant sur un quai à Nampo 
en mai 2020, a également chargé du charbon provenant de la République populaire 
démocratique de Corée à Nampo en juin, et est arrivée avec sa cargaison le 21 juillet 
2020 près de Vangjiaogou (Chine). Le Groupe d’experts a demandé l’aide de la Chine 
pour obtenir des informations sur les activités de ces barges et les résultats de toute 
enquête menée sur ces navires (voir fig. 22). La Chine a répondu qu’elle « attache 
une grande importance aux activités de contrebande au moyen de transferts de navire 
à navire impliquant la République populaire démocratique de Corée, et les autorités 
chinoises compétentes ont fait de grands efforts à cet égard. La Chine a réaffirmé à 
plusieurs reprises et ouvertement sa position solennelle contre les activités de 
contrebande au moyen de transferts de navire à navire et sa détermination à lutter 
contre ces activités conformément à la loi. Cela constitue en soi un facteur de 
dissuasion pour les activités pertinentes. » 


Figure 22 
Exportation par le Cheng Hong 28 de wagons-citernes interdits et importation de charbon interdit 
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Source : État Membre. 


Acquisitions illicites de navires en 2019 et 2020 


70. Le Groupe d’experts a signalé que le Su Ri Bong (alias Fu Xing 12/Pu Zhou) 
(n° OMI 8605727), le Tae P(h)yong (n° OMI 9018751) et le Sam Jin 8 (n° OMI 
8810578) étaient des navires de charge battant pavillon de la République populaire 
démocratique de Corée en 2019 et début 2020. Selon un État Membre, la République 
populaire démocratique de Corée avait en outre acquis plusieurs navires %, bien qu’il 





6 Voir S/2020/151 et S/2020/840. 
66 D’autres navires probablement acquis illicitement continuent de faire l’objet d’enquêtes par le 
Groupe d’experts. 
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n’ait pas été confirmé que ceux-ci battent officiellement pavillon de sa flotte‘, On 
peut citer par exemple l’Enterprise, alors sous pavillon togolais (n° OMI 9153331), 
le Ming Zhou 6, anciennement sous pavillon chinois (n° OMI 8602763), et le Ri Hong, 
anciennement sous pavillon indéterminé (n° OMI9162318) et précédemment 
signalé, 


71. Les enquêtes du Groupe d’experts indiquent que les navires susmentionnés, dont 
les derniers propriétaires enregistrés étaient répertoriés en Chine, ont également été 
enregistrés pour la dernière fois dans les bases de données maritimes commerciales 
près des ports chinois avant que les transmissions du système d’identification 
automatique ne soient interrompues‘. Les navires sont ensuite apparus en République 
populaire démocratique de Corée (Enterprise, Ming Zhou 6, Tae Pyong et Su Ri Bong) 
ou dans les eaux de Ningbo-Zhoushan, à proximité d’autres navires de la République 
populaire démocratique de Corée (Ri Hong et Sam Jin 8). Des images satellite ou des 
transmissions du système d’identification automatique ont révélé que tous ces navires 
ont effectué plusieurs exportations de charbon provenant de la République populaire 
démocratique de Corée en naviguant dans les eaux chinoises. 


72. Selon un État Membre, le Ming Zhou 6 a été acquis par une coentreprise entre 
la Chine et la République populaire démocratique de Corée qui avait été créée pour 
transférer le navire à ce dernier pays. Comme l’ancien Fu Xing 12 (n° OMI 8605727), 
le Ming Zhou 6 aurait été vendu par une société chinoise pour être démoli en mai 
20197, La Chine a répondu : « En mai et juin 2019, l’enregistrement des certificats 
de propriété et de nationalité du Ming Zhou 6 et du Fu Xing 12 ont été annulés, 
respectivement. Depuis lors, il n’existe aucune trace de ces navires entrant ou sortant 
des ports chinois. » Le Groupe d’experts continue d’enquêter sur le Ming Zhou 6 par 
le biais de sa présumée coentreprise. Des détails sur l’Enterprise et des mises à jour 
sur le Ri Hong figurent à l’annexe 38 a) et b). 


Réseaux liés à la chaîne d’approvisionnement 


73. Le Groupe d’experts poursuit ses enquêtes sur les personnes et entités qui 
facilitent l’exportation de charbon provenant de la République populaire 
démocratique de Corée. Les documents qu’il a obtenus montrent que 17 415 tonnes 
d’anthracite ont été chargées à bord du Glory Taizhou (n° OMI 9641015) à Nakhodka 
(Fédération de Russie), le 12 août 2017 et livrées à Changxingdao (Chine), en 
septembre 201771. La société K.W.B Resources Limited”?, qui est constituée dans les 
Îles Vierges britanniques et dont le directeur, du nom de Wang Jianbo, était basé à 
Yantai, a participé au transport initial du charbon de Nampo à Nakhodka en utilisant 
le Jian Fu (n° OMI 8306890), alors sous pavillon des Palaos, ainsi qu’à la livraison 
ultérieure à Changxingdao (voir fig. 23). La Chine a répondu que le Glory Taizhou 
avait déclaré à la douane à Dalian que le charbon provenait de la Fédération de Russie 
et a demandé des preuves que le charbon provenait de la République populaire 
démocratique de Corée. La Fédération de Russie n’a pas encore répondu. 





67 
68 


69 
70 
71 


72 
73 


Enregistrés auprès de l’OMI. 

La Sierra Leone a accordé son pavillon au navire en avril et l’a retiré le 17 novembre 2020, suite 
à l’expiration du certificat provisoire d’enregistrement. 

En Chine continentale et à Hong Kong, des adresses commerciales ont été répertoriées. 
http://nbmc.com.cn/download.jsp?id=832. 

Le Panama a fourni des informations conformes à l’itinéraire du Glory Taizhou que le Groupe 
d’experts a identifié. 

En chinois : XHATE AIR AT. 

Les Palaos ont fourni des informations sur le Jian Fu (aujourd’hui démantelé), qui indiquent une 
absence du système d’identification automatique correspondant à la période d’enquête identifiée. 
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Figure 23 
Documents indiquant le transbordement de charbon provenant 
de la République populaire démocratique de Corée 
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Source : État Membre. 


74. Selon les informations émanant d’un État Membre, d’autres entités chinoises, 
XinXin Green Work Research & Development Co. Ltd. et Taizhou Yifeng Transportation 
Co. Ltd., ont été impliquées dans l’achat illicite de charbon provenant de la République 
populaire démocratique de Corée. On trouvera des précisions à ce sujet à l’annexe 39. 
Omission dans la notification de transfert de pétrole 


75. Sur la base d’un registre des transferts qu’il a obtenu, le Groupe d’experts s’est 
enquis auprès de la Fédération de Russie de l’éventuelle omission de 617 742 tonnes 
dans les notifications au Comité concernant le transfert de produits pétroliers vers la 
République populaire démocratique de Corée entre 2018 et 201974. 
Recommandations 


Au Comité 


76. Le Groupe d’experts recommande la désignation des navires suivants pour 
violation du paragraphe 5 de la résolution 2397 (2017) du Conseil de sécurité : 


— L’An Ping (n° OMI 7903366), anciennement sous pavillon sierra-léonais ; 
— Le Heng Rong (n° OMI 7913098), sous pavillon indéterminé ; 
— Le Rich United (n° OMI 9129213), sous pavillon indéterminé ; 





74 


Les données mises à la disposition du Groupe d’experts contiennent des informations sur les 
transferts d’environ 32 982,625 tonnes de pétrole en 2018 et 2019 par 10 sociétés de la Fédération de 
Russie. Cela représente 52,5 % de la quantité de pétrole transférée à la République populaire 
démocratique de Corée entre 2018 et 2019 (62 709,116 tonnes) dont le Comité a été officiellement 
informé. Le Groupe d’experts a confirmé que les deux ensembles de données correspondaient 
clairement à la plupart des cas. Le Groupe note également que la Korea Ungum (Yngum) 
Corporation, une société écran de la banque du commerce extérieur désignée selon un État Membre, 
importait des produits pétroliers pendant cette période. Voir par. 141 pour les autres activités de la 
société Ungum. 
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— Le Run Da (n° OMI 8511172), anciennement sous pavillon togolais. 


77. Le Groupe d’experts recommande la désignation du navire suivant pour 
violation du paragraphe 5 de la résolution 2397 (2017), et recommande à nouveau 
la désignation du navire pour violation du paragraphe 11 de la résolution 
2375 (2017) : 


— Le Xing Ming Yang 888 (n° OMI 8410847), sous pavillon indéterminé. 


78. Le Groupe d’experts continue de recommander la désignation des navires 
suivants pour violation du paragraphe 5 de la résolution 2397 (2017) : 


— Le Diamond 8 (n° OMI 9132612), anciennement sous pavillon sierra- 
léonais ; 


— Le Hokong (n° OMI 9006758), sous pavillon indéterminé ; 

— Le New Konk (n° OMI 9036387), sous pavillon indéterminé ; 
— Le Subblic (n° IMO 8126082), sous pavillon indéterminé ; 

— L’Unica (n° OMI 8514306), sous pavillon indéterminé ; 


— Le Yun Hong 8 (numéro d'identité du service mobile maritime 413459380), 
battant pavillon chinois. 


79. Le Groupe d’experts recommande la désignation des navires suivants pour 
violation du paragraphe 11 de la résolution 2375 (2017) : 


— L’Enterprise (n° OMI 9153331), anciennement sous pavillon togolais ; 


— Le Ri Hong (alias Klausen) (n° OMI 9162318), anciennement sous pavillon 
sierra-léonais ; 


— Le Tae P(h)yong (n° OMI 9018751), battant pavillon de la République 
populaire démocratique de Corée. 


Aux États Membres, en matière de meilleures pratiques concernant les activités 
de la République populaire démocratique de Corée 


Concernant les mesures de diligence raisonnable liées au contournement 
des sanctions 


80. Le Groupe d’experts recommande aux États Membres de continuer à 
sensibiliser l’ensemble du secteur aux problèmes posés, notamment aux 
nouvelles tactiques de contournement des sanctions par les personnes coupables, 
et aux mesures pertinentes pour atténuer ces risques. Ces informations peuvent 
être diffusées sous la forme d’avis et de circulaires à l’échelle du secteur. 


Concernant les mesures de diligence raisonnable liées aux transferts de navire 
à navire 


81. Le Groupe d’experts recommande que les parties qui se livrent à des 
transferts de pétrole raffiné de navire à navire dans des zones où l’on sait que 
des transferts illicites se produisent autorisent le capitaine du navire ou un 
membre d’équipage désigné à envoyer un courrier électronique au registre du 
pavillon concerné pour notification, en lui transmettant les informations 
suivantes : identifiants du navire (nom et numéros d’identité de l’OMI et du 
service mobile maritime) du navire concerné, matière et volume du transfert, 
date et heure du début et de la fin du transfert et lieu du transfert. 


82. Le Groupe d’experts recommande que les contreparties concernées de la 
chaîne d’approvisionnement maritime envisagent de mettre en œuvre des 
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contrôles permettant de vérifier correctement l’origine des navires qui effectuent 
des transferts de navire à navire, en particulier dans les zones où l’on sait que 
des transferts illicites ont lieu. Ces mesures pourraient comprendre l’exigence de 
documents d’expédition complets et précis, notamment des connaissements 
indiquant l’origine et la destination des marchandises et des copies des licences 
d’exportation, le cas échéant. 


83. Le Groupe d’experts recommande aux États Membres de faire preuve de 
vigilance pour identifier et prévenir l’exploitation illicite des navires obtenant 
des permis de pêche de la République populaire démocratique de Corée, qui 
peuvent utiliser diverses méthodes pour dissimuler leurs activités et leurs 
identités. 


Statistiques commerciales de la République populaire démocratique de Corée 


84. Le commerce extérieur enregistré de la République populaire démocratique de 
Corée a chuté en 2020 en raison des mesures de fermeture des frontières prises pour 
prévenir la COVID-19%, Au cours des neuf premiers mois de 2020, les exportations 
totales du pays n’ont atteint qu’environ 9,2 % des exportations totales en 2019 (voir 
tableau). 


Tableau 
Commerce enregistré de la République populaire démocratique de Corée, 
2019 et 2020 (janvier-septembre) 


(En milliers de dollars) 








2019 2020 (janvier-septembre) 

Exportations 447 351 41 115 
Importations 2 725 394 310 452 
Balance commerciale (2 354 508) (269 337) 


Source : Trade Map du Centre du commerce international (consulté le 15 décembre 2020). 


85. Le Groupe d’experts a continué d’analyser les données commerciales de la 
République populaire démocratique de Corée à partir des statistiques commerciales 
publiées afin d’enquêter sur les échanges commerciaux effectués en violation des 
résolutions pertinentes . En dépit des mesures de fermeture des frontières, les 
statistiques indiquent que la République populaire démocratique de Corée a effectué 
en 2020 de nombreuses transactions commerciales portant notamment sur des 
machines, du matériel électrique et du fer, en violation des résolutions pertinentes ??. 


86. La République populaire démocratique de Corée fait également le commerce de 
produits interdits qui n’apparaissent pas dans les bases de données statistiques 
internationales ou nationales sur le commerce #. Selon un État Membre, la République 





75 Ces chiffres sont basés sur le Trade Map du Centre du commerce international, qui reflète les 
données douanières communiquées par les États Membres. 

76 Voir l’annexe 40 pour la liste complète des codes du Système harmonisé que le Groupe d’experts 
utilise pour surveiller la mise en œuvre de l’interdiction sectorielle. Cette annexe remplace 
l’annexe 4 des documents S/2018/171 et S/2018/171/Corr.l. 

17 Voir l’annexe 41 pour la méthodologie détaillée du Groupe d’experts et les détails complets 
concernant les enquêtes du Groupe et les réponses des États Membres. Le Groupe d’experts note 
que les réponses des États Membres ne contenaient pas toutes des informations suffisantes pour 
lui permettre de conclure que les échanges commerciaux enregistrés n’avaient pas été effectués 
avec la République populaire démocratique de Corée. 

78 Pour les cas mentionnés dans le présent paragraphe, le Groupe d’experts a consulté les sites Web 
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populaire démocratique de Corée a exporté au moins 4,1 millions de tonnes de 
charbon et peut-être d’autres minéraux interdits vers la Chine entre janvier et 
septembre 2020 (voir annexes 34, 35, 36, 38 a) et b) et 39) et a également importé des 
articles interdits tels que des machines en utilisant des barges qui provenaient de 
Chine en 2020 (voir par. 69 et annexe 37)”. Ces transactions commerciales 
n'apparaissent pas dans les bases de données statistiques commerciales. 


Éventuels échanges en ligne de marchandises interdites 


87. Le Groupe d’experts a enquêté sur les activités d’une société chinoise, Dandong 
China-DPRK Information Co., Ltd., pour son exploitation continue d’une plateforme 
de commerce électronique (www.hcein.com)®, Le site Web de la société (voir fig. 24) 
indique que sa mission est de faciliter le commerce et l’investissement entre la Chine 
et la République populaire démocratique de Corée, les articles visés comprenant des 
marchandises interdites telles que les machines, le matériel électrique et les navires l. 
La société n’a pas encore répondu à la demande d’information du Groupe d’experts 
concernant ses clients, le fonctionnement du site Web et les contrats éventuels 
conclus, notamment les transactions commerciales et les investissements générés par 
ses activités. Les enquêtes se poursuivent. 





de Trade Map du Centre du commerce international et de l’ Administration générale des douanes 
de la République populaire de Chine. 

7 Deux experts sont d’avis que cette information peut être corroborée. 

# En chinois : FAR AIR AN. 

8 Le site était toujours actif au 5 janvier 2021. Les articles interdits sont indiqués dans des cases 
rouges. 
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Figure 24 


Site Web de la société Dandong China-DPRK Information Co., Ltd. 
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Application de l’interdiction des importations et des exportations 


88. 


Le Groupe d’experts a demandé aux autorités douanières de 35 États Membres 


des informations sur l’état de la mise en œuvre des obligations découlant des 
résolutions pertinentes entre 2018 et 2020. Il s’agit notamment de l’obligation 
d’inspecter toutes les cargaisons à destination et en provenance de la République 
populaire démocratique de Corée et de les saisir et les neutraliser lorsque des articles 
interdits sont trouvés, conformément au paragraphe 18 de la résolution 2270 (2016) 
et au paragraphe 20 de la résolution 2397 (2017). 


89. 


Le Groupe d’experts a constaté que les États Membres mettaient en œuvre les 


interdictions®. Toutefois, les États Membres ont parfois dû relever le défi de devoir 
déterminer si certains articles étaient interdits de transfert vers et/ou depuis la 
République populaire démocratique de Corée. Il y a eu un cas de refus de 





8 Un État Membre a fourni des informations sur 12 cas de mentions d’exportation indiquant la 
République populaire démocratique de Corée comme pays de destination qui ont ensuite été 
retirées, les marchandises ayant été retournées. 
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IV. 


dédouanement sans motif suffisant, qui concernait la saisie de médicaments exportés 
vers la République populaire démocratique de Corée, ce qui n’est pas interdit. Dans 
le même temps, un État Membre a révélé une mauvaise compréhension des 
résolutions pertinentes en soutenant que ses importations en provenance de la 
République populaire démocratique de Corée étaient autorisées parce que les articles 
«ne se sont pas révélés être des matières chimiques, nucléaires ou biologiques, 
comme indiqué dans... la résolution 2270. » 


Embargos, entités et personnes désignées, et travailleurs 
à l’étranger 


Embargos 
Cambodge 


90. Le Groupe d’experts a noté que le film documentaire intitulé The Mole: 
Undercover in North Korea [La Taupe : un agent infiltré en Corée du Nord], sorti en 
octobre 2020, donne à entendre que des négociants d’armes internationaux de la 
République populaire démocratique de Corée et des ressortissants d’un pays européen 
se seraient réunis à plusieurs reprises à Phnom Penh en 2017 pour négocier un devis 
d’armement et discuter des modalités du contrat de vente. Le documentaire conduit à 
penser que les ventes d’armes n’ont jamais eu lieu. Le Cambodge a répondu comme 
suit à la demande de renseignements émanant du Groupe d’experts : 


Le documentaire vise à attaquer la Corée du Nord [...]. Le Cambodge n’a décelé 
aucun signe lié au commerce des armes sur son territoire [...] le documentaire 
vidéo ne présente aucun élément de preuve clair permettant de corroborer les 
informations concernant le commerce des armes. Il s’agit d’un documentaire 
imaginatif et fictif destiné à séduire le public pour gagner de l’argent ou à 
d’autres fins. (Voir annexe 43 ; voir également par. 151 et annexe 88). 


Pour une affaire concernant l’Ouganda et le documentaire, voir l’annexe 88. 

Nigéria 

91. Le Groupe d’experts a continué d’enquêter sur un complot déjoué de trafic 
d’armes ourdi par un ressortissant de la République populaire démocratique de Corée 
en République tchèque, un autre État membre de l’Union européenne et le Nigéria. 
D’après un État Membre, un ressortissant de la République populaire démocratique 
de Corée, Hong Yong Su, se trouvait au Nigéria en janvier 2020. L'État Membre a 
présumé que M. Hong était ou avait été membre des services de renseignement 
militaire de la République populaire démocratique de Corée et du Bureau général de 
reconnaissance (KPe.031). L'État Membre soupçonne également M. Hong d’agir au 
nom de la société Haekumgang Trading Co., considérée comme un organisme 
d’approvisionnement des forces armées de la République populaire démocratique de 
Corée actif en Afrique, ainsi qu’au nom de la Korea Hyoksin Trading Corporation 
(KPe.006). Le Nigéria a répondu que « M. Hong Yong Su n’apparaît nulle part dans 
la base de données du service nigérian de l’immigration et que d’après les enquêtes 
menées la Haekungaan Trading Corporation n’est pas domiciliée au Nigéria et n’y 
exerce pas ses opérations » (voir annexe 44). 





83 Voir S/2020/840 et S/2020/840/Corr.l, par. 74 à 77. 


21-01647 


S/2021/211 





21-01647 


Fédération de Russie et Hongrie 


92. Selon un article paru le 8 août 2020 dans Kommersant, le Service fédéral de 
sécurité de la Fédération de Russie a réussi, en août 2016, à empêcher Vladimir 
Lyubishin de faire passer du matériel militaire en contrebande. Konstantin Moskal, 
son assistant Denis Fedosov et M. Lyubishin avaient pour projet de faire passer en 
République populaire démocratique de Corée cinq stabilisateurs de cap et de verticale 
conçus pour être intégrés aux systèmes d’information (verticale, tangage et cap) de la 
chaîne principale et des chaînes de réserve des systèmes de navigation d’avions de 
combat, ainsi que d’autres pièces d’avions militaires. M. Lyubishin et son fils, qui ont 
été arrêtés en Hongrie en novembre 2016 à la demande des États-Unis d'Amérique, 
ont été extradés vers la Fédération de Russie en août 2018. Les tribunaux russes ont 
condamné M. Lyubishin à un an et cinq mois de prison, et M. Moskal à trois ans et 
six mois, avec une amende de 500 000 roubles. La Fédération de Russie a répondu 
comme suit à la demande de renseignements émanant du Groupe d’experts (voir 
annexe 45) : 


En septembre 2016, M. Pak Zen Un, un représentant de Sonkwang, l’organisme 
de commerce extérieur nord-coréen, a illégalement acheté un lot de pièces de 
rechange pour des avions MIG-29 à des citoyens de la Fédération de Russie, 
Vladimir Vyacheslavovich Lyubishin et Konstantin Viktorovich Moskal, dans 
l’intention de les faire passer en contrebande en Corée du Nord avec l’aide de 
M. Lyubishin [...]. En juin 2017, le Département des enquêtes du Service fédéral 
de sécurité de la Fédération de Russie a engagé des poursuites pénales contre 
M. Lyubishin (père) pour avoir planifié de faire passer en contrebande du 
matériel militaire en République populaire démocratique de Corée [...]. 
M. Lyubishin a plaidé coupable et, par son témoignage, il a incriminé M. Pak 
Zen Un dans l’organisation de l’expédition illégale à l’étranger de matériel 
militaire de fabrication russe. 


La Hongrie a également répondu à la demande de renseignements émanant du Groupe 
d’experts (voir annexe 46). 


Somalie 


93. Selon le rapport final du Groupe d’experts sur la Somalie daté du 28 septembre 
2020 (S/2020/949), quatre obus de mortier de calibre 60 mm ont été tirés par les 
Chabab le 17 février 2020 en direction du complexe de l'ONU situé dans l’enceinte 
de l’aéroport international Aden Adde. À l’issue d’une analyse des ailettes, le Groupe 
d’experts a déterminé que les obus de mortiers avaient été produits par divers 
fabricants. Il a aussi noté que l’un des obus de mortiers présentait des caractéristiques 
semblables à celles d’un modèle fabriqué en République populaire démocratique de 
Corée (60 mm HE type 63). Le Groupe d’experts a demandé des précisions à la 
Somalie mais n’a pas encore reçu de réponse. 


République bolivarienne du Venezuela 


94. Le Groupe d’experts créé en application de la résolution 1874 (2009) du Conseil 
de sécurité a continué d’enquêter sur une éventuelle coopération militaire et 
technologique entre la République bolivarienne du Venezuela et la République 
populaire démocratique de Corée. Selon un reportage paru dans les médias, le 
Président de l’Assemblée nationale constituante de la République bolivarienne du 
Venezuela a signé, lors d’une visite en République populaire démocratique de Corée 
en septembre 2019, une série d’accords par lesquels les parties s’engagent à mener 
des activités de coopération militaire et technologique®*, La République bolivarienne 





8 Voir S/2020/151, par. 112. 
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du Venezuela a répondu comme suit à la demande de renseignements émanant du 
Groupe d’experts : 


[La République bolivarienne du Venezuela] se déclare gravement préoccupée 
par la décision du Groupe d’experts d’ouvrir une enquête officielle sur la base 
d’informations provenant d’un «reportage dans les médias », à savoir une 
source unique [...] compte tenu notamment du fait qu’il n’existe pas d’accord 
entre [la République bolivarienne du Venezuela] et la République populaire 
démocratique de Corée sur la coopération militaire et technologique (voir 
annexe 47). 


Le Groupe d’experts continue de demander des précisions à la République 
bolivarienne du Venezuela mais n’a pas encore reçu de réponse. 


Yémen 


95. Le Groupe d’experts a poursuivi son enquête sur deux affaires liées au Yémen. 
La première affaire concerne un projet de coopération yéménite avec le secteur de la 
défense de la République populaire démocratique de Corée. La seconde porte sur un 
projet de fourniture de matériel militaire provenant de la République populaire 
démocratique de Corée. En ce qui concerne la première affaire, le Yémen a 
répondu : 


L’homme qui se fait appeler Zakaria Yahya Al-Shami [...] appartient à la milice 
houthiste et ne représente à aucun titre le Gouvernement yéménite. Par 
conséquent, les actions et les tentatives qu’il a entreprises pour établir une 
relation de coopération militaire avec la République populaire démocratique de 
Corée (RPDC) constituent une violation flagrante des résolutions du Conseil de 
sécurité [sur] la RPDC. 


En ce qui concerne la seconde affaire, le Yémen a répondu : 


L'ambassade de la milice houthiste à Damas et l’homme qui se fait appeler 
Al-Qanis ne représentent pas le Gouvernement de la République du Yémen. En 
outre, les agissements d’Al-Qanis, y compris la signature d’un protocole avec 
un courtier en armes syrien appelé « Hussein Al-Ali » portant sur l’importation 
de matériel militaire au Yémen, constituent des violations manifestes des 
résolutions du Conseil de sécurité [sur] la RPDC (voir annexe 48). 


96. Le Groupe d’experts a continué d’enquêter sur plusieurs affaires précédemment 
signalées concernant la République démocratique du Congo, l’Érythrée et le 
Myanmar (voir annexe 49). 


Contrebande d'espèces et d’or 


97. Les Émirats arabes unis ont déclaré en 2020 que les ressortissants iraniens 
soupçonnés d’être impliqués dans des activités de contrebande d’or et d’espèces 
menées par la République populaire démocratique de Corée résidaient à Doubaï 
(Émirats arabes unis)%. Un État Membre a indiqué que les ressortissants de la 
République populaire démocratique de Corée impliqués dans la contrebande 
voyageaient souvent à bord des appareils de la compagnie aérienne Emirates. Le 
Groupe d’experts a demandé des informations à cette dernière mais n’a pas encore 
reçu de réponse concrète (voir annexe 51). 





8 Ibid., par. 113. 
86 S/2020/840 et S/2020/840/Corr.l, par. 78 et annexe 30. 
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Textiles et œuvres d'art 


98. Le Groupe d’experts a enquêté sur une possible violation de l’embargo et des 
exigences en matière de gel des avoirs figurant dans les résolutions pertinentes. Des 
agences de voyage faisaient de la publicité pour des visites au Mansudae Art Studio 
et pour des produits interdits. Il a en outre été signalé que des œuvres d’art du 
Mansudae Art Studio avaient été transférées en vue d’être exposées. Le Paekho Art 
Studio a en outre participé à la construction de statues à l’étranger (voir annexe 52). 


Textiles 


99. La société Chugai Travel Co. Ltd® a fait de la publicité pour des tenues 
coréennes à l’intention des touristes étrangers à Pyongyang. La société a dit être la 
succursale japonaise d’Air Koryo et de la Korean International Travel Company. Le 
Groupe d’experts attend toujours une réponse détaillée de sa part (voir annexe 53). 


Œuvres d'art et artiste travaillant à l'étranger 


100. Young Pioneer Tours a annoncé des visites au Mansudae Art Studio. Il avait 
indiqué précédemment sur son site Web que les touristes pouvaient visiter le studio, 
acheter des œuvres d’art et les faire expédier à l’étranger. Young Pioneer Tours a 
répondu au Groupe d’experts que «la direction n’avait pas prêté attention » au 
contenu mis en ligne en 2020 et que les visites avaient été organisées par 
l’intermédiaire de la Korean International Travel Company (voir par. 99)#. Young 
Pioneer Tours a également noté que, bien qu’une quarantaine de visites aient été 
organisées entre 2017 et janvier 2020, il n’avait connaissance d’aucun achat d’œuvre 
d’art (voir annexe 54). 


101. Sur son site Web, Koryo Studio vend des œuvres d’art qu’il a commandées à des 
artistes de la République populaire démocratique de Corée ainsi que les œuvres d’un 
artiste du Mansudae Art Studio. Le représentant de Koryo Studio a dit au Groupe 
d’experts que les huiles sur toile vendues sur le site avaient été peintes avant 2009. Il 
a également déclaré qu’il « travaillait avec un dessinateur d’animation qui vit en 
République populaire de Chine (un employé d’un des studios d’animation de 
Pyongyang qui n’entretient absolument aucun lien avec le Mansudae Art Studio) ». 
Le Groupe d’experts a demandé des précisions concernant ce ressortissant de la 
République populaire démocratique de Corée percevant des revenus à l’étranger (voir 
annexe 55). 


Œuvres d'art du Mansudae Art Studio 


102. Selon certaines informations, plusieurs œuvres d’artistes affiliés au Mansudae 
Art Studio ont été présentées en République de Corée en 2019 et en 2020, lors 
d’expositions d’art organisées par l’Institut pour l’éducation sur l’unification, un 
organe subsidiaire du Ministère de l’unification, et le K Mecenat Network®. Le 
Groupe d’experts a reçu des réponses à ses demandes de renseignements (voir 
annexe 56). 


103. Il a été rapporté qu’une œuvre de Kim Cheong Hee, directeur de la division 
artisanale du Mansudae Art Studio, a été présentée lors d’une exposition qui s’est 
tenue en 2019 à l’Assemblée nationale de la République de Corée. L’exposition avait 
été organisée conjointement par le Comité de la culture, des sports et du tourisme de 











87 Nom japonais : AHHRÂTE. 
88 Voir S/2017/150, par. 148 à 151. 
# Le numéro de téléphone fourni dans la réponse était le +850-218-111, poste 8375. 
% En coréen : K-" AUu]E 9], 
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l’Assemblée nationale, le comité d’organisation de la One Korea Global Campaign”! 
et l'Association coréenne des beaux-arts”. L’œuvre de M. Kim aurait également été 
montrée en République de Corée en 2018, lors d’une exposition organisée 
conjointement par des entités comme l’Association coréenne des beaux-arts et le 
comité d’organisation de la One Korea Global Campaign. La réponse de l’ Association 
figure à l’annexe 56. 


Statues 


104. De 2018 jusqu’à la fin de 2019 au moins, Congo Aconde SARL a participé à 
plusieurs projets de construction de statues dans les provinces du Lualaba et du Haut- 
Lomami (République démocratique du Congo). À la lumière des informations qu’il a 
pu voir, le Groupe d’experts considère que Congo Aconde SARL est une société écran 
de la Korea Paekho Trading Corporation, une société d’État qui exporte des œuvres 
d’art, y compris des statues créées par le Paekho Art Studio (voir par. 133, 147 et 149 
et annexe 57). 


Recommandations 


105. Le Groupe d’experts recommande que les États Membres fassent preuve de 
vigilance dans l’inspection des cargaisons, y compris les bagages des personnes 
qui entrent en République populaire démocratique de Corée ou en sortent, 
conformément au paragraphe 13 de la résolution 2321 (2016) et au paragraphe 18 
de la résolution 2270 (2016). 


106. Le Groupe d’experts recommande que les États Membres fassent preuve de 
vigilance en ce qui concerne le transfert d’œuvres d’art effectués par les entités 
désignées afin d’assurer le respect des exigences en matière de gel des avoirs qui 
sont énoncées dans les résolutions pertinentes. 


107. Le Groupe d’experts recommande la désignation de la Korea Paekho 
Trading Corporation et du Paekho Art Studio. 


Drones 


108. Le Groupe d’experts a enquêté sur le transfert de drones vers la République 
populaire démocratique de Corée, lequel constitue une violation de la résolution 
2397 (2017). Les drones en question ont été observés lors du défilé militaire organisé 
le 10 octobre 2020 à Pyongyang. Il s’agirait de drones de type Mavic 2 Pro, fabriqués 
en 2018 ou plus tard par SZ DJI Technology Co. Ltd”, La compagnie n’a pas encore 
répondu à la demande de renseignements du Groupe d’experts. 





1 En coréen : AA EENAAQ LAN ASI, 

°? En coréen : #47] & 8 3]. 

3 Le code du Système harmonisé pour les drones est 85. Voir S/2020/151. 

% Voir www.nknews.org/pro/north-korea-likely-violated-sanctions-with-military-parade-drone- 
from-china. 
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Figure 25 
Drones de type Mavic 2 Pro observés lors du défilé militaire organisé 
le 10 octobre 2020 





Source : Rodong Sinmun et YouTube, annoté par le Groupe d’experts. 


Utilisation abusive des biens des ambassades 
Roumanie 


109. Le Groupe d’experts a demandé à la Roumanie de lui fournir des informations 
complémentaires actualisées sur la location, à la société IMA Partners SRL, de biens 
immobiliers appartenant à l’ambassade de la République populaire démocratique de 
Corée. La Roumanie a répondu que l’un des deux bâtiments situés au 28-36 Soseaua 
Nordului, dans le premier district de la ville de Bucarest et dans le périmètre de 
l’ambassade de la République populaire démocratique de Corée, est toujours utilisé 
par IMA Partners SRL, même si, d’après le contrat de location, le bail entre les deux 
entités mentionnées a été résilié le 10 novembre 2017. Quarante-quatre personnes 
morales ou physiques ont conclu un accord de sous-location avec IMA Partners SRL, 
qui a perçu, entre le 1° janvier 2018 et le 30 juin 2020, un revenu locatif total 
équivalent à 653 700 dollars (voir annexe 58). La Roumanie a toutefois assuré au 
Groupe d’experts qu'aucune transaction (espèces ou virement bancaire) n’avait été 
enregistrée entre IMA et l’ambassade de la République populaire démocratique de 
Corée pendant la période susmentionnée. 


Bulgarie 


110. Le Groupe d’experts a demandé à la Bulgarie des informations sur des données 
montrant que la société bulgare Terra Group faisait toujours de la publicité pour la 
location de la «Terra Residence », qui semblait être l’ancienne résidence de 
l’ambassadeur de la République populaire démocratique de Corée (sise au 56, rue 
Andrei Sakharov, Mladost 1, Sofia, 1784), et qu’une société appelée « Lora 
Catering » annonçait un espace en location à la même adresse. La Bulgarie a 
demandé un délai supplémentaire pour mener l’enquête requise”, en raison de la 
pandémie de COVID-19. Le Groupe d’experts n’a reçu aucune information de suivi. 





9: 


DA 


L'affaire a déjà fait l’objet d’une enquête par le Groupe d’experts (voir S/2020/840 et 

S/2020/840/Corr.l, par. 85). 

% Voir www.terraresidence.com et www.evepla.com/BG/Sofia/100084117957/Lora-Catering 
(consultés le 30 décembre 2020). 

1 L'affaire a déjà fait l’objet d’une enquête par le Groupe d’experts (voir S/2020/840 et 

S/2020/840/Corr.l, par. 86). 


21-01647 51/427 


S/2021/211 





52/427 


Application de l’interdiction relative aux articles de luxe 


111. En raison des restrictions imposées par les autorités sur les achats à l’étranger 
de biens de consommation”, les importations d’articles de luxe [interdites en vertu 
de l’alinéa a) iii) du paragraphe 8 de la résolution 1718 (2006)] ont fortement diminué 
en 2020 et sont devenues sporadiques. La contrebande privée a pratiquement cessé 
elle aussi. 


112. Le Groupe d’experts, ayant été informé de tentatives récentes visant à faire 
livrer au pays de nouvelles voitures de luxe fabriquées en Allemagne ou au Japon, a 
continué d’enquêter sur l’importation de voitures de luxe. 


Mercedes-Benz 


113. Le Groupe d’experts a poursuivi son enquête sur l’importation illégale, en 
République populaire démocratique de Corée, de deux véhicules Mercedes-Benz de 
la classe S 600 Sedan Long Guard VR9® qui, comme l’a confirmé un État Membre, 
ont été vendus par European Cars & More SRL à LS Logistica & Spedizioni SRL à 
Hong Kong, puis transportés de l’Italie jusqu’aux Pays-Bas, où deux sociétés locales 
ont participé à la gestion logistique de l’exportation depuis Rotterdam. European Cars 
& More SRL a coopéré avec le Groupe d’experts et fourni des informations détaillées 
dans sa réponse datée du 20 octobre 2020 et dans des échanges antérieurs. Il a 
notamment été indiqué que European Cars & More SRL avait déjà vendu un certain 
nombre d’autres véhicules de luxe (Mercedes S 600 Guard, S 650 Maybach et S 600 
Pullman) à LS Logistica & Spedizioni SRL (voir annexe 60). 


114. Le Groupe d’experts, n’ayant obtenu aucune information sur les utilisateurs 
finaux, craint que les véhicules mentionnés à l’annexe 60 n’aient fini par arriver en 
République populaire démocratique de Corée, où les dirigeants sont nombreux à 
utiliser des voitures similaires, dont la présence a d’ailleurs été constatée récemment 
(voir, par exemple, l’annexe 61). Le Groupe d’experts a continué de s’employer à établir 
un contact avec LS Logistica & Spedizioni SRL et à solliciter des renseignements, mais 
n’a jamais reçu de réponse. Il a également demandé des informations et des documents 
supplémentaires à European Cars & More SRL. L’enquête se poursuit. 


Toyota 


115. Le Groupe d’experts a obtenu de nouvelles preuves témoignant de l’utilisation 
de véhicules Lexus !® en République populaire démocratique de Corée. Le dirigeant 
du pays aurait notamment utilisé l’un de ces véhicules en août 2020 lors d’une 
inspection sur place effectuée dans la province du Hwanghae du Nord (voir 
annexe 62). Le constructeur a informé le Groupe d’experts que le véhicule concerné 
semblait être une Lexus LX 570 à essence avec conduite à gauche, un modèle fabriqué 
depuis juillet 2017 par Toyota dans son usine de Yoshiwara (Japon) qui est surtout 
exporté aux États-Unis, en Chine et au Canada. Toyota n’a cependant pas été en 
mesure de préciser sur quel marché la Lexus LX 570 en question avait été vendue. 





% Les autorités de la République populaire démocratique de Corée auraient décidé, en avril 2020, 


de limiter les importations de « biens non essentiels », y compris celles de nombreux produits 
alimentaires, textiles et appareils électroniques (Jeong Tae Joo, « N. Korea announces all ‘trivial’ 
imports restricted until end of the year », Daily NK, 23 avril 2020). 

9 Voir S/2020/840 et S/2020/840/Corr.l, par. 92. 


100 Pour les résultats des enquêtes précédentes, voir S/2020/840 et S/2020/840/Corr.l, par. 93. 
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Alcool et autres produits de luxe 


116. Selon les informations dont dispose le Groupe d’experts, les envois de boissons 
alcoolisées vers la République populaire démocratique de Corée ont été irréguliers et 
ont diminué du fait des restrictions liées à la COVID-19. 


117. Singapour a informé le Groupe d’experts qu’un transbordement de vin avait été 
saisi par ses autorités le 31 janvier 2020. Il ressort des documents pertinents que la 
cargaison était destinée à la « Sangmyong General Trading Corporation », qui, en 
2012-2013, avait été identifiée par le Groupe d’experts comme une entité ayant violé 
l'interdiction d’importer des produits de luxe en provenance du Japon!°!. Le 25 août, 
un tribunal singapourien a ordonné, en application du droit national, la confiscation 
de la cargaison et sa remise aux autorités douanières du pays, qui en disposeront (voir 
fig. 26). 


Figure 26 
Décision d’un tribunal singapourien 


To the Officer of Singapore Customs: 


Order in Terms 


The Seized Goods be dealt with as the Director-General of Singapore Customs thinks 


fit, and in such a case the Director-General may direct that the Seized Goods be 
destroyed or otherwise dealt with. 


The Seized Goods are: 


(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine; 
(b) 50 cases x 12 packets x 1 litre of Orange Juice; 
(c) 25 cases x 12 packets x 1 litre of Summer Pine Juice: 
(d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice: 
(e) 49 cases x 12 packets x 1 litre of Mango Juice; and 
| (#) 25 cases x 12 packets x 1 litre of Secrets of the Valley Juice. 


rs 


« 


Source : Groupe d’experts. 


118. Singapour a informé le Groupe d’experts que Lim Cheng Hwee, le directeur de 
SINSMS Pte Ltd (une société qui a déjà fait l’objet d’une enquête menée par le 
Groupe d’experts), a été condamné à deux mois de prison pour avoir vendu 
illégalement de l’alcool!® (d’une valeur totale de 562 082 dollars) à la République 
populaire démocratique de Corée entre 2013 et 2018 ; son épouse, Leng Ooi, a été 
condamnée à payer une amende et la société s’est vue imposer une amende de 
30 000 dollars singapouriens (voir annexe 64). 


119. Le Groupe d’experts a obtenu des informations au sujet d’un problème 
concernant l’admissibilité de l’exportation d’équipements sportifs, s’agissant 
notamment de déterminer de quels codes du Système harmonisé relevait la catégorie 
«articles de sports et de loisirs ». Le Groupe d’experts considère qu’en général, la 
définition des « produits de luxe » qui ne figurent pas spécifiquement dans la liste 
relative aux sanctions relève de la législation nationale. 





101 Voir S/2012/422, par. 79. 
10 Chad O’Carroll, « Singaporean company director jailed for selling alcohol to North Korea », 


NK News, 14 décembre 2020. Voir www.nknews.org/2020/12/singaporean-company-director- 
jailed-for-selling-alcohol-to-north-korea. 
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120. À cet égard, le Groupe d’experts rappelle que dans la Notice n° 3 d’aide à 
l’application, publiée en 2011 et mise à jour le 20 janvier 2017, le Comité indique, à 
l’alinéa iv) du paragraphe 4 : «Il faut veiller à ne pas limiter la fourniture de 
marchandises ordinaires à la population et à éviter les effets humanitaires négatifs sur 
la République populaire démocratique de Corée. » 


Recommandations 


121. Le Groupe d’experts recommande que les États Membres rationalisent 
leurs listes de contrôle des exportations pour qu’elles cadrent avec la liste des 
articles de luxe interdits d’une manière qui soit compatible avec les objectifs des 
résolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) et 2321 (2016), en 
évitant d’élargir inutilement leur champ d’application et en veillant à ne pas 
limiter la fourniture de marchandises ordinaires à la population et à éviter les 
effets humanitaires négatifs. 


122. Le Groupe d’experts renouvelle sa recommandation selon laquelle les États 
Membres devraient encourager leurs entreprises et ressortissants qui exportent 
des articles de luxe à inclure une disposition contractuelle afin d’empêcher toute 
revente à la République populaire démocratique de Corée. 


123. Le Groupe d’experts renouvelle sa recommandation selon laquelle les États 
Membres et les organisations concernées devraient encourager les entreprises 


d’expédition et de transport à établir un système complet de contrôle des 
destinataires, compte tenu des risques de réexpédition. 


Département de l’industrie des munitions (KPe.028) 


124. Le Groupe d’experts a continué d’enquêter sur les activités d’un ressortissant 
de la République populaire démocratique de Corée, Ma Tong Hyok!%®, qui serait un 
important chef des services informatiques du pays basé à Dalian ayant fait entrer en 
Chine des informaticiens de la République populaire démocratique de Corée relevant 
du Département de l’industrie des munitions !%. S’appuyant sur des informations 
fournies par un État Membre, le Groupe d’experts a demandé des renseignements à 
la Dalian Runguang Science and Technology Co. Ltd'®, qui, selon l’État Membre, 
était pleinement consciente du fait qu’elle travaillait avec M. Ma et des informaticiens 
de la République populaire démocratique de Corée et qu’elle blanchissait de l’argent 
pour le compte du pays. La société n’a pas encore répondu à la demande de 
renseignements que lui a adressée le Groupe d’experts. 


Bureau général de reconnaissance (KPe.031) 


125. Le Groupe a continué d’enquêter sur les attaques menées par des cyberacteurs 
de la République populaire démocratique de Corée relevant du Bureau général de 
reconnaissance, tels que Lazarus et Kimsuky. En 2020, la tendance était 
manifestement aux cyberattaques menées par le pays contre les secteurs de la défense 
d’autres pays du mondel", 
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Selon l’État Membre, M. Ma et les équipes d’informaticiens de la République populaire 
démocratique de Corée dont il assure la supervision se trouvaient en Chine à la fin du mois de 
janvier 2020. 

Voir S/2020/840 et S/2020/840/Corr.l, par. 110. 

En chinois : KE FA TR A I. 

Trois États Membres ont exprimé un point de vue similaire publiquement ou devant le Groupe 
d’experts. Le Groupe d’experts a déjà fait état d’attaques similaires dans les documents 
S/2020/840 et S/2020/840/Corr.l, par. 117. 
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126. Le Groupe d’experts a cherché à en savoir plus sur les cyberattaques menées 
contre le secteur israélien de la défense en s’appuyant sur des sources en accès libre. 
Une société de cybersécurité considérait qu’il s’agissait de « la principale campagne 
offensive menée par Lazarus » en 2020, ajoutant que le groupe s’appuie sur un réseau 
probablement composé de « dizaines de chercheurs et d’agents des services de 
renseignement pour conduire la campagne à l’échelle mondiale »!°7. Selon le rapport 
présenté par la société, les pirates ont non seulement tenté d’obtenir illégalement 
accès à des technologies militaires! %, mais encore cherché à exfiltrer des informations 
dont ils pourraient tirer des gains financiers. Ils ont d’abord créé de faux comptes sur 
un site de médias sociaux très fréquenté par les entreprises !® afin d’approcher les 
employés ciblés en se faisant passer pour des spécialistes des ressources humaines 
d’importantes entreprises du secteur de la défense et de l’aérospatiale, puis ont 
cherché à accroître leur crédibilité en s’entretenant avec ces employés par téléphone 
ou par message texte avant de leur envoyer des courriels dont les pièces jointes 
contenaient des logiciels malveillants. D’après la société de cybersécurité, les pirates 
ont ainsi réussi à infecter « plusieurs dizaines d’entreprises et organisations » et à 
accéder illégalement à des données classifiées, mais l’étendue précise des dommages 
n’a pas été rendue publique. Le Groupe d’experts a demandé à Israël des précisions 
sur la question! ! et les enquêtes se poursuivent. 


127. En août 2020, les États-Unis ont identifié un nouveau groupe de cybermenaces, 
BeagleBoyz, relevant du Bureau général de reconnaissance et probablement actif 
depuis 2014, auquel ils ont attribué dans un bulletin d’alerte publique !!! le 
cyberbraquage dont la Banque du Bangladesh avait été victime en 2016. Selon le 
document, BeagleBoyz a tenté de voler près de 2 milliards de dollars depuis au moins 
2015 en recourant à un système de « FASTCash » permettant de faire des retraits 
d’espèces à des guichets automatiques bancaires et en ciblant des plateformes de la 
Société de télécommunications interbancaires mondiales (SWIFT) et des serveurs 
hébergeant les systèmes de paiement d'institutions financières. BeagleBoyz a 
également attaqué des plateformes d’échange de cybermonnaies dont il a piraté 
l’accès en utilisant des courriels d’hameçonnage ciblé qui paraissaient être liés à des 
demandes d’emploi. Le Groupe d’experts note que les cyberattaques ciblant des 
institutions financières et des plateformes d’échange de cybermonnaies sur lesquelles 
il a enquêté et qui sont décrites dans le document S/2019/691 (par. 57 à 68 et 
annexe 21) correspondent aux activités de BeagleBoyz. Il note en outre que 
l’instigateur présumé d’un stratagème consistant à effectuer des retraits illégaux à des 
guichets automatiques bancaires en utilisant des données d’identité piratées provenant 
d’une banque sud-africaine a fui le Japon pour se réfugier en République populaire 
démocratique de Corée immédiatement après l’opération. Les faits se sont déroulés 
en 2016. La réponse du Japon figure à l’annexe 66. 
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Voir www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf. Le Groupe 
d’experts note que les médias ont fait état de cyberattaques similaires contre des entreprises 
européennes de défense. 

Les États-Unis ont également analysé les logiciels malveillants utilisés par des cyberacteurs de la 
République populaire démocratique de Corée et souligné que les informations ciblées 
concernaient « des technologies militaires et énergétiques clés ». Voir https://us- 
cert.cisa.gov/ncas/analysis-reports/ar20-232a. 

D’autres sociétés spécialisées dans la cybersécurité ont fait état d’activités similaires menées par 
des cyberacteurs de la République populaire démocratique de Corée tout au long de 2020. Voir 
www.mcafee.com/blogs/other-blogs/mcafee-labs/operation-north-star-a-job-offer-thats-too-good- 
to-be-true. 

Le Gouvernement a déclaré publiquement qu’il avait déjoué les attaques de Lazarus. Voir 
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack- 
targeting-defense-industries-12-August-2020.aspx. 

Voir https://us-cert.cisa.gov/ncas/alerts/aa20-239à. 
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128. Les membres du Groupe d’experts et du Comité ont de nouveau été la cible de 
cyberattaques!!?, En octobre 2020, un membre du Groupe d’experts a reçu un courriel 
d’hameçonnage qui semblait provenir d’un employé des Nations Unies et contenait 
un lien malveillant (voir fig. 27). En l’occurrence, l’expert a indépendamment 
identifié l’adresse de protocole Internet d’où provenait le courriel comme ayant été 
utilisée auparavant par Kimsuky (alias Thallium) et Konni, un autre groupe de 
cybercriminels largement associé à la République populaire démocratique de 
Corée!!, 


Figure 27 
Courriel d’hameçonnage envoyé à un membre du Groupe d’experts en octobre 
2020 


SC forecast for October 


OL, “ti 


Dear 
Please find below link for the UNSC forecast for October 


http://un.securitycouncilreport.org/atf/cf/forecast? 
pdf 


United Nations 





Source : Groupe d’experts 


129. Le Groupe d’experts réaffirme que compte tenu de leur caractère persistant et 
extrêmement perturbateur, les cyberattaques, passées et actuelles, visant des organes 
de l'ONU comme le Comité et le Groupe d’experts, lesquels ont pour mandat de 
contrôler la bonne application des sanctions de l'ONU, équivalent à un 
contournement des sanctions. 
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Le Groupe d’experts a confirmé qu’un représentant d’un État membre du Conseil de sécurité 
avait reçu le même courriel d’hameçonnage que celui reçu en 2020 par des membres du Groupe 
d’experts (voir S/2020/840 et S/2020/840/Corr.l, par. 120). 

De nombreuses sociétés de cybersécurité soulignent qu’il existe des similitudes importantes entre 
Konni et d’autres groupes de cybermenaces de la République populaire démocratique de Corée 
comme Kimsuky et APT37. Un État Membre a également communiqué au Groupe d’experts des 
informations sur les activités de Konni en tant qu’auteur de menaces de la République populaire 
démocratique de Corée. Pour des informations provenant de sources en accès libre, voir 
https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html ; 
https://blog.alyac.co.kr/3390 ; https://unit42.paloaltonetworks.com/unit42-new-konni-malware- 
attacking-eurasia-southeast-asia ; https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties- 
the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat. 
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Ressortissants de la République populaire démocratique de Corée percevant 
des revenus à l’étranger 


130. Le Groupe d’experts a continué d’enquêter sur des ressortissants de la 
République populaire démocratique de Corée percevant un revenu à l’étranger. 
Plusieurs États Membres l’ont informé que de nombreux ressortissants du pays étaient 
toujours employés dans les secteurs de la construction, de l’art, de la santé, du sport, 
de la restauration et des technologies de l’information, et que ces travailleurs 
utilisaient notamment des visas de touriste ou d’étudiant pour entrer sur le territoire 
des pays concernés. Un État Membre a déclaré au Groupe d’experts qu'avec la 
pandémie de COVID-19 et les fermetures de frontière qui en ont découlé, il avait été 
plus facile pour les ressortissants de la République populaire démocratique de Corée 
de rester dans des pays tiers. Le Groupe d’experts note que, dans plusieurs pays, la 
législation nationale permet aux ressortissants de la République populaire 
démocratique de Corée de percevoir des revenus dans certaines circonstances. Le 
Groupe d’experts a enquêté à la fois sur les nouvelles données recueillies et sur les 
cas déjà signalés! !#, 


Joueurs de football 


131. Le Qatar a informé le Groupe d’experts de la résiliation du contrat de 
Han Kwang Son et de son départ du Qatar en janvier 2021 !%, Depuis 2017, plusieurs 
joueurs ont rejoint des équipes de la République populaire démocratique de Corée 
alors qu’ils étaient affiliés à des équipes japonaises. L’un de ces joueurs a été transféré 
dans une équipe de la République de Corée en 2019. Les réponses des États Membres 
figurent à l’annexe 67. 


Travailleurs médicaux 


132. Le Nigéria a fourni des informations sur un accord bilatéral dans les domaines 
de la santé et de la médecine, ainsi que sur les travailleurs originaires de la République 
populaire démocratique de Corée qu’il prévoit d’expulser, qui travaillent 
principalement dans des installations médicales (voir annexe 68). 


Ouvriers du bâtiment 
République démocratique du Congo 


133. D’après les documents obtenus par le Groupe d’experts, Pak Hwa Song, Hwang 
Kil Su et les travailleurs de Congo Aconde SARL pourraient devoir être rapatriés, car 
ils perçoivent des revenus à l’étranger (voir par. 104, 147 et 149). 


Sénégal 


134. Le Groupe d’experts a continué d’enquêter sur les ouvriers du bâtiment affiliés 
à la société Corman Construction and Commerce SUARL !!f. Les documents 
comptables internes montrent que la société envoyait des recettes à l’ambassade de la 
République populaire démocratique de Corée (voir annexe 69 ; voir également 
par. 143 à 146). 





114 $/2020/840 et S/2020/840/Corr.1, par. 126 à 138. 
NS Ibid., par. 126. 
16 Voir S/2020/151, par. 144. 
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Travailleurs de la restauration et de l'hôtellerie 


135. Un État Membre a déclaré que des ressortissants de la République populaire 
démocratique de Corée travaillaient dans des restaurants et des hôtels à l’étranger en 
202017. 


Sortie vers un pays tiers 


136. La Géorgie a répondu au Groupe d’experts qu’il n’y avait pas de ressortissants 
de la République populaire démocratique de Corée sur le territoire qui est sous son 
contrôle et qu’elle ne disposait pas d’informations sur l’enquête que mène ce dernier 
sur les travailleurs de la République populaire démocratique de Corée ayant quitté la 
Fédération de Russie pour gagner l’Abkhazie (voir annexe 71)!18. 


Recommandation 


137. Le Groupe d’experts recommande que les États Membres continuent à faire 
preuve de vigilance dans l’examen des preuves de statut de résident et des visas 
soumis par des ressortissants de la République populaire démocratique de Corée 
afin d’empêcher que les obligations figurant dans les résolutions ne soient 
contournées. 


Financement 


138. Sur la base d’informations communiquées par les États Membres, 
d’informations qu’il a obtenues et d’informations de sources ouvertes, le Groupe 
d’experts estime que la République populaire démocratique de Corée continue 
d’accéder aux systèmes financiers internationaux par l’intermédiaire de coentreprises, 
de comptes offshore, de sociétés écrans, de prestataires de services d’actifs virtuels 
(tels que les cybermonnaies) et de représentants de banques à l’étranger. Les recettes 
illicites tirées des activités de contournement des sanctions et blanchies par ces 
réseaux contribuent directement et indirectement à l’avancée des programmes 
d’armes de destruction massive et de missiles balistiques du pays. Ces réseaux ont 
continué d’utiliser des méthodes et techniques de dissimulation pour tirer profit du 
manque de rigueur ou de l’insuffisance des règles et des règlements financiers de 
certains États Membres et des contrôles effectués par ces derniers. 


139. Comme dans ses précédents rapports, le Groupe d’experts continue d’observer 
des personnes et des entreprises liées à la République populaire démocratique de 
Corée qui ciblent et utilisent principalement des institutions financières basées en 
Chine pour faciliter les activités de contournement des sanctions maritimes et des 
sanctions concernant l’importation d’articles de luxe, le travail illicite et le 
blanchiment des produits du vol d’actifs virtuels, et d’enquêter sur elles!!?. En outre, 
des sociétés prestataires de services continuent de faciliter, sciemment ou 
involontairement, les activités de contournement des sanctions auxquelles se livre la 
République populaire démocratique de Corée. 
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Le Groupe d’experts a enquêté sur des travailleurs de la République populaire démocratique de 
Corée dans le restaurant de l’hôtel Magnolias Pattaya Boutique (4/6 M.9 Maprachan Reservoir, 
Tambon Pong, Amphoe Banglamung, Chonburi, Thaïlande). La réponse de la Thaïlande figure à 
l’annexe 70. 

Voir S/2020/151. 

Deux experts sont d’avis que cette information peut être étayée davantage. 
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Représentants de banques à l’étranger 


140. Le Groupe d’experts a continué d’enquêter sur des représentants de banques à 
l'étranger. Il ressort d’un examen de procédures judiciaires engagées par un État 
Membre en février 2020 que Han Jang Su? a continué de contrôler des comptes 
bancaires en Fédération de Russie après que ce pays a informé le Groupe d’experts 
qu’il « a[vait] pris toutes les mesures prévues par sa législation pour appliquer les 
résolutions pertinentes du Conseil de sécurité » à l’égard de M. Han (voir annexe 72): 
Il ressort également de ces mêmes procédures judiciaires que des représentants de la 
Foreign Trade Bank de la République populaire démocratique de Corée ont continué 
de gérer ou de contrôler des comptes basés en Chine après que ce pays a indiqué avoir 
informé le Groupe d’experts qu’il avait « pris des mesures à ce sujet conformément 
aux obligations énoncées dans les résolutions [et] fermé tous les bureaux chinois 
d'institutions financières de la République populaire démocratique de Corée en 2016, 
et que tous les représentants concernés qui étaient présents sur son territoire avaient 
quitté celui-ci » (voir annexe 72). Le Groupe d’experts continue d’enquêter sur ces 
différences. 


141. Par ailleurs, selon un État Membre, la Foreign Trade Bank facilite depuis 2017, 
par l’intermédiaire d’une société écran, la vente et l’exportation d’instruments de 
musique au profit d’une entreprise de la Fédération de Russie 2!. Le même État 
Membre a fait savoir au Groupe d’experts qu’en août 2019, la Korea Ungum 
Corporation!??, la société écran qu’utiliserait la banque, et la Unha Daesong Trading 
Company, l’entreprise affiliée à la banque, avaient passé des contrats d’une valeur de 
2 millions de dollars concernant des instruments de musique et des pièces connexes 
par l’intermédiaire du représentant de la société écran présumée être utilisée par la 
banque, qui a également fait office de représentant de la banque à Khabarovsk, en 
Fédération de Russie. (La liste des banques et des numéros de compte liés à Ungum et 
à Unha Daesong figure à l’annexe 73)!%#, 


Génération de recettes et activités bancaires illicites en Afrique subsaharienne 


142. Le Groupe d’experts a constaté une activité financière importante et continue 
liée à des réseaux de travail illicite opérant en Afrique subsaharienne. Il continue 
d’enquêter sur ces affaires, mais des éléments de preuve indiquent que des entités 
liées au Mansudae Overseas Project Group of Companies (KPe.050)!%#, ainsi qu’une 
autre entité de la République populaire démocratique de Corée, la Korea Paekho 
Trading Corporation, ont facilité le travail illicite et l’accès aux systèmes financiers 
internationaux. Dans plusieurs cas, ces entreprises ont ciblé particulièrement des 
subventions et des prêts en faveur du développement, ainsi que des investissements 
étrangers directs destinés à des projets municipaux. 





120 Voir S/2020/151, par. 177, et S/2019/171, par. 125. 
11 Le Groupe d’experts ne pense pas que l’exportation d’instruments de musique constitue une 


violation probable des sanctions, mais il enquête sur l’affaire en tant que violation potentielle des 
dispositions du paragraphe 33 de la résolution 2270 (2016) du Conseil de sécurité, et peut-être 
d’autres résolutions du Conseil. 


12 Selon l’État Membre, la Korea Ungum Corporation est également connue sous les noms de 


TS Ungum Corporation, de Korea Yngum Corporation et de Korea Ungum Company. 


13 Deux experts ont estimé qu’aucun élément de preuve ou document d’enquête disponible 


n’indiquait que ces deux entreprises servaient de sociétés écrans à la Foreign Trade Bank. 


14 Le 5 août 2017, le Conseil de sécurité a désigné le Mansudae Overseas Project Group of 


Companies (KPe.050) (voir résolution 2371 (2017), annexe Il). 
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Sénégal 


143. En septembre 2019, le Groupe d’experts a ouvert une enquête sur des 
informations parues dans la presse selon lesquelles des entités soupçonnées 
d’entretenir des liens avec le Mansudae Overseas Project Group of Companies 
continuaient de mener des activités au Sénégal. Il estime que la société Corman 
Construction est une société écran utilisée par le Mansudae Overseas Project Group 
of Companies et qu’elle continue de générer des recettes pour la République populaire 
démocratique de Corée, en violation des dispositions du paragraphe 18 de la 
résolution 2375 (2017), du paragraphe 8 de la résolution 2397 (2017) et de l’alinéa d) 
du paragraphe 8 de la résolution 1718 (2006). 


144. En outre, le Groupe d’experts note que, bien que le Sénégal ait soumis au Comité 
un rapport national de mise en œuvre le 21 décembre 2017 (S/AC.49/2018/1), dans 
lequel il a indiqué que ses autorités avaient pris des mesures appropriées contre le 
Mansudae Overseas Project Architectural Group, qui était basé sur son territoire, et 
qu’elles avaient refusé de délivrer des visas d’entrée et de court séjour aux travailleurs 
de la société originaires de la République populaire démocratique de Corée ou de 
renouveler des visas préalablement délivrés à ceux-ci, les directeurs, administrateurs 
et employés de la société ont en fait continué d’exercer leurs activités au Sénégal. Le 
Groupe d’experts souligne également qu’il avait communiqué au Sénégal, dans sa 
lettre en date du 29 octobre 2019, les informations dont il disposait sur le changement 
de nom de la société, qui était devenue la « Corman Construction Commerce »1#, 
Enfin, il estime que plusieurs entreprises sénégalaises qui ont signé des contrats avec 
Corman Construction l’ont fait alors qu’elles étaient au courant de la relation entre 
cette société et le Mansudae Overseas Project Architectural Group. 


145. Le 21 décembre 2017, la Mission permanente du Sénégal a informé le Président 
du Comité que « les autorités sénégalaises compétentes [avaient] pris des mesures à 
l’encontre de l’entreprise nord-coréenne Mansudae Overseas Project Architectural 
Group » et que «le Gouvernement sénégalais avait systématiquement refusé de 
délivrer des visas d’entrée et de court séjour aux employés nord-coréens de 
l’entreprise, et de renouveler des visas préalablement délivrés. Du fait de ces mesures, 
la compagnie se trouve dans l’impossibilité de poursuivre la réalisation de ses 
chantiers !?7. » 


146. D’après les documents obtenus par le Groupe d’experts, la société Corman 
Construction a été immatriculée comme société sénégalaise le 22 juin 2017 (voir 
annexe 74), environ six mois avant que le Sénégal n’informe le Groupe d’experts 
qu’il avait pris des mesures contre le Mansudae Overseas Project Architectural Group. 
L’analyse de contrats et de documents comptables obtenus par le Groupe d’experts 
montre que Choe Song Chol et Im Song Sun, ressortissants connus de la République 
populaire démocratique de Corée liés à la société, ont continué de gérer plusieurs 
projets de construction à Dakar et de recevoir une rémunération au titre de contrats 
attribués à cette société et à Corman Construction. Il s’agissait notamment de projets 
de construction exécutés pour le compte de SCI Adja Seneba (voir annexe 75), de 
Patisen (voir annexe 76) et de l’entreprise en charge du projet d’aménagement à 
Diamniadio Lake City (voir annexe 77). Le Groupe d’experts note également que 
Corman Construction a détenu et continue peut-être de détenir des comptes à la 
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Voir Ham Ji-ha et Kim Seon-myung « Despite UN sanctions, North Koreans at work in Senegal », 
Voice of America, 24 septembre 2019, disponible à l’adresse suivante :www.voanews.com/africa/ 
despite-un-sanctions-north-koreans-work-senegal. 

Dans son rapport final de mars 2020, le Groupe d’experts a appelé l’attention sur une enquête 
qu’il menait sur le Mansudae Overseas Project Group of Companies in Senegal-SUARL et 
identifié plusieurs personnes associées à cette société (voir S/2020/151, par. 144). 

Voir S/AC.49/2018/1, annexe. 
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Banque Atlantique et à la Banque Sahélo-Saharienne (voir annexe 78). Il attend 
toujours une réponse du Sénégal. 


République démocratique du Congo 


147. Vers février 2018, Pak Hwa Song et Hwang Kil Su, tous deux ressortissants de 
la République populaire démocratique de Corée (voir annexes 79 et 80), ont fait 
immatriculer à Lubumbashi la société Congo Aconde SARL (voir annexe 81), dont 
l’objet est de faciliter des projets de construction dans les provinces du Lualaba, du 
Haut-Lomami et du Haut-Katanga. Certains de ces projets constituent sans doute des 
violations des sanctions imposées par l'ONU, notamment des dispositions du 
paragraphe 29 de la résolution 2321 (2016)/8, 


148. Peu après avoir créé Congo Aconde SARL, MM. Pak et Hwang ont ouvert des 
comptes libellés en dollars des États-Unis dans l’agence de Lubumbashi d’une banque 
dont le siège se trouve au Cameroun (voir annexe 82)!?. Trois autres personnes 
associées à Congo Aconde SARL ont également ouvert des comptes dans la même 
banque : Han Kyong Ho, Ri Yong Gwang et Rim Chol (voir annexe 83)!%. Selon les 
documents comptables obtenus par le Groupe d’experts, entre février 2018 et 
septembre 2020, les comptes appartenant à Congo Aconde SARL et à ses associés 
affichaient des dépôts d’un montant d’environ 407 800 dollars de dépôts et des retraits 
d’un montant d’environ 408 145 dollars!#!. 


149. Selon des documents obtenus par le Groupe d’experts, en février 2019, la ville 
de Lubumbashi a attribué à Congo Aconde SARL un contrat de services de 
construction (voir annexe 85). Le 18 avril 2019, M. Pak a demandé la levée d’une 
garantie bancaire liée à l’attribution de ce contrat du compte de Congo Aconde SARL 
à Afriland First Bank (voir annexe 86). 


150. Le Groupe d’experts note que M. Hwang Kil Su est connu pour avoir participé 
à des projets de construction au Cameroun, sur lesquels il enquête actuellement. Il 
enquête également sur des activités similaires liées à la Korea Paekho Trading 
Corporation et à ses filiales au Rwanda, au Nigéria et au Ghana. 
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Les médias locaux indiquent que Congo Aconde SARL a construit des monuments à Haut- 
Lomami, qui ont été inaugurés en janvier 2019 (voir annexe 84). Un article de presse décrit 
également Congo Aconde SARL comme une entreprise « sud-coréenne », ce qui est inexact. Voir 
« Overt affairs: how North Korean businessmen busted sanctions in the Democratic Republic of 
Congo » (The Sentry, août 2020), disponible à l’adresse suivante : https://thesentry.org/reports/ 
overt-affairs. Voir aussi « Artful dodgers: new findings on North Korean sanctions-busting in the 
Democratic Republic of Congo » (The Sentry, janvier 2021), disponible à l’adresse suivante : 
https://cdn.thesentry.org/wp-content/uploads/2021/01/ArtfulDodgers-TheSentry- 
January2021.pdf. 

En réponse à une demande d’informations du Groupe d’experts au sujet des activités financières 
de Congo Aconde SARL, une institution financière a décrit ses procédures de diligence 
raisonnable, qui comprennent un système de recoupement des noms et des numéros de passeport 
avec les renseignements figurant sur les listes relatives aux sanctions de l'ONU. L'institution 
financière a indiqué que MM. Pak Hwa Song et Hwang Kil Su n’étaient pas des entités désignées. 
Elle a également remis au Groupe d’experts des documents attestant que les deux hommes avaient 
signé une déclaration selon laquelle les comptes ne seraient pas utilisés à des fins d’activités 
interdites, notamment de contournement des sanctions. 

Après la publication des informations susmentionnées (voir note 129), l’institution financière a 
fermé tous les comptes associés à Congo Aconde SARL en septembre 2020, selon un de ses 
représentants. 

L'institution financière a affirmé ce qui suit : « Nous n’avons effectué aucun virement à l’étranger 
depuis les comptes de CONGO ACONDE SARL et nous n’avons reçu de l’étranger aucun 
virement vers ces comptes ». 
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Coentreprises et entités de coopération 
Korea Narae Trading Corporation 


151. Dans son rapport de mi-mandat de 2020, le Groupe d’experts a souligné les 
tentatives faites par la Korea Narae Trading Corporation et ses représentants, dont 
Alejandro Cao de Benos, pour établir une coentreprise, en violation des résolutions 
pertinentes des organes de l’Organisation des Nations Unies ?. The Mole: 
Undercover in North Korea retrace l’histoire de membres affiliés à la Korea 
Friendship Association et à la Korea Narae Trading Corporation qui tentent de 
participer à des activités de contournement des sanctions, notamment à la possible 
vente d’armes et à la possible vente illicite de pétrole (voir annexe 88). Le Groupe 
d’experts continue d’enquêter sur les allégations faites dans ce film et souhaiterait la 
coopération de son réalisateur et de ses producteurs. 


Hanne Ulaan LLC 


152. En décembre 2020, la Mongolie a communiqué au Groupe d’experts des 
informations détaillées concernant une enquête interne sur des activités de 
contournement des sanctions. Selon elle, Choi Chon Gon, résident et citoyen de la 
Fédération de Russie, s’est rendu en Mongolie en janvier 2019 dans le but de créer la 
société Hanne Ulaan LLC et d’ouvrir des comptes bancaires. Les documents 
d’immatriculation de cette société ont également été envoyés à une adresse à Moscou 
qui correspond à celle de l’ambassade de la République populaire démocratique de 
Corée. Selon la Mongolie, ces documents comprenaient un « rapport sur les salaires 
de la société et le reçu de paiement des frais d’adhésion à la Chambre de commerce 
et d’industrie de Mongolie ». Sur la base de ces activités financières, les autorités 
mongoles ont tout d’abord estimé que Hanne Ulaan LLC était une société écran que 
la République populaire démocratique de Corée utilisait pour contourner les 
sanctions. En outre, elles ont pris des mesures décisives pour geler environ 13 800 
dollars se trouvant dans des comptes bancaires liés à Hanne Ulaan LLC et à M. Choi 
(voir annexe 89). 


Korea Surim Trading Corporation 


153. Selon un État Membre, la République populaire démocratique de Corée continue 
de créer des coentreprises et des entités de coopération avec des sociétés chinoises 
dans le but de contourner les sanctions. L’une de ces sociétés, la Korea Surim Trading 
Corporation, aurait, d’après cet État Membre, établi une coentreprise avec la China 
Zhejiang Province Qianwan Ecological Environment Co. Ltd. aux fins de l’élevage 
de porcs et de l’extraction de sable et de gravier à Sinuiju, le long du fleuve Yalu. 
Selon le même État Membre, la Korea Myohyang General Corporation s’emploie à 
faciliter les activités de cette coentreprise. Le Groupe d’experts a demandé des 
informations aux entités ayant participé aux transactions correspondantes [voir 
par. 55 et annexe 32 b)], mais il n’a toujours pas reçu de réponse. 


Korea Puhung Trading Company 


154. Dans son rapport de mi-mandat de 2020, le Groupe d’experts a décrit les 
activités de Kim Su Il, agent du Département de l’industrie des munitions qui 
continuerait de travailler au Viet Nam (voir annexe 90)!#. En réponse à la demande 
d’informations du Groupe d’experts, le Viet Nam a indiqué que M. Kim, qui n’a plus 
de permis de travail et a mis fin à ses activités, avait ouvert un compte dans une 





132 Voir S/2020/840 et S/2020/840/Corr.l, par. 151 et annexe 57. 
18 Ibid., par. 115. Le Viet Nam a indiqué au Groupe d’experts qu’il n’avait pas établi de liens entre 


M. Kim et le Département de l’industrie des munitions, ni de violations des sanctions. 
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banque établie sur son territoire en 2017 avant de le fermer le 8 janvier 2018. Trois 
transactions ont eu lieu entre 2017 et 2018. La première était un virement 
télégraphique d’un montant de 5 000 dollars émanant de la Korea Puhung Trading 
Company. Les deuxième et troisième transactions étaient des retraits en espèces d’un 
montant total de 5 000 dollars effectués, respectivement, le 4 août 2017 et le 8 janvier 
2018. Le Viet Nam a également informé le Groupe d’experts que la Korea Puhung 
General Trading Corporation avait ouvert, le 10 avril 2017, des comptes libellés en 
dong et en dollars des États-Unis dans une banque établie sur son territoire. Il a 
affirmé que ces comptes avaient été fermés le 21 juillet 2020. 


MCM International Trading Company Limited 


155. En enquêtant sur des activités présumées de contournement des sanctions, le 
Groupe d’experts a démasqué une coentreprise ou une entité de coopération qui 
opérait en Thaïlande. Selon les dossiers d’immatriculation de la société, la MCM 
International Trading Company Limited a été enregistrée en novembre 2015 et reste 
active (voir annexe 91)! Ces dossiers indiquent que le directeur de la société est un 
certain Min Myong Chol. Le Groupe d’experts a demandé des précisions à la 
Thaïlande sur cette question. 


Cyberactivités visant les institutions financières 
Actifs virtuels et prestataires de services d'actifs virtuels 


156. Le Groupe d’experts a poursuivi ses enquêtes sur les cyberactivités de la 
République populaire démocratique de Corée qui visent des institutions financières, 
des actifs virtuels et des fournisseurs de services y relatifs. Sur la base d’un examen 
d’informations publiques et d’informations communiquées par des États Membres, il 
reste d’avis que des cyberacteurs associés à la République populaire démocratique de 
Corée ont continué de mener des activités contre des institutions financières !% et des 
plateformes d’échange de cybermonnaies en 2020, dans le but de générer des recettes 
à l’appui des programmes d’armes de destruction massive et de missiles balistiques 
du pays. Selon un État Membre, la République populaire démocratique de Corée a 
volé des actifs virtuels d’une valeur totale d’environ 316,4 millions de dollars entre 
2019 et novembre 2020. 


157. Dans son rapport de mi-mandat, le Groupe d’experts a pris note des efforts que 
la République populaire démocratique de Corée déployait pour blanchir des actifs 
virtuels (c’est-à-dire des cybermonnaies) volés par l’intermédiaire de courtiers 
chinois, dans le but d’acquérir de la monnaie fiduciaire !%. L’analyse des transactions 
en cybermonnaies montre que le pays continue de cibler les courtiers en actifs virtuels 
échangés sur le marché libre, en particulier ceux qui sont basés en Chine. Le Groupe 
d’experts note également que les cyberacteurs de la République populaire 
démocratique de Corée ciblent de plus en plus les services « pair à pair » et les 
services pour lesquels il n’est pas recueilli d’informations sur l’identité des clients, 
y compris les services d’échange sur le marché libre. 
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Les documents obtenus par le Groupe d’experts portent à croire que les locaux de MCM 
International ne se trouvent pas à l’adresse indiquée sur le registre de la société. 

Sur la base d’informations de sources ouvertes, le Groupe d’experts enquête sur les tentatives 
qu’aurait faites la République populaire démocratique de Corée pour pirater une institution 
financière du Chili. En réponse à la demande d’informations du Groupe d’experts, les autorités 
chiliennes ont déclaré que « L’Unité du Bureau du Procureur général du Chili chargée de la lutte 
contre le blanchiment d’argent [et] les crimes économiques et organisés, a[vait] indiqué que 
l’enquête pénale ouverte en relation avec la cyberattaque contre [la banque] [restait] une enquête 
non officielle. » Le Groupe d’experts poursuit son enquête. 


136 Voir S/2020/840 et S/2020/840/Corr.1, annexe 56. 
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158. D’autres activités entreprises par les mêmes personnes basées en Chine ont été 
décrites dans le cadre d’une procédure judiciaire engagée par un État Membre en août 
2020! ; ces activités visaient à blanchir les produits d’actes de piratage informatique 
commis en juillet et en septembre 2019, à l’issue desquels 272 000 dollars et 
2,5 millions de dollars, respectivement, avaient été volés !%#, Il s’agissait notamment 
du vol de cybermonnaies alternatives, telles que les jetons Proton, les jetons 
PlayGame et les jetons IHT Real Estate Protocol. Selon un État Membre, la 
République populaire démocratique de Corée écoulerait à un taux réduit les bitcoins 
volés par l’intermédiaire de courtiers intervenant sur le marché libre et basés en 
Chine. Ces derniers convertiraient alors les actifs virtuels en cybermonnaies plus 
stables, telles que l’ethereum ou le bitcoin, une technique de dissimulation appelée 
« chain-hopping ». 


159. Le Groupe d’experts enquête sur le piratage d’une plateforme d’échange de 
cybermonnaies qui a eu lieu en septembre 2020. Ce piratage a permis de voler des 
cybermonnaies d’une valeur de 281 millions de dollars sur cette plateforme. Il semble 
clairement ressortir d’une première analyse fondée sur les moyens utilisés lors de 
l’attaque et des tentatives faites par la suite pour en blanchir les produits illicites que 
la République populaire démocratique de Corée est liée à l’attaque. Il semble 
également y avoir un lien entre les transactions fondées sur la technologie de la chaîne 
de blocs effectuées dans le cadre du piratage et un second acte de piratage qui a été 
commis en octobre 2020 et au cours duquel environ 23 millions de dollars ont été 
volés. Selon des sources bien au fait des deux actes, les cybercriminels ont exploité 
des protocoles « DeFi », c’est-à-dire des contrats intelligents qui permettent d’opérer 
des transactions automatisées. 


Plateformes indépendantes de services informatiques 


160. Selon un État Membre, la République populaire démocratique de Corée continue 
de générer des recettes illicites en exploitant des plateformes indépendantes de 
services informatiques. Les informaticiens du pays peuvent contourner les procédures 
de diligence raisonnable et de vérification de l’identité des clients en employant 
essentiellement les mêmes techniques de dissimulation que celles appliquées pour 
accéder au système financier mondial, c’est-à-dire en utilisant de fausses identités, en 
recourant à des services de réseaux privés virtuels et en créant des sociétés écrans 
basées à Hong Kong. Selon une enquête interne menée par une entreprise sur la base 
d’une enquête du Groupe d’experts, la plupart des comptes liés à la République 
populaire démocratique de Corée sont basés en Chine *. Pour éviter tout contrôle, les 
utilisateurs des comptes « désactivent » souvent ceux-ci après avoir établi un contact 
avec des clients potentiels, c’est-à-dire des personnes qui cherchent à louer des 
services informatiques. L’entreprise a également observé une tendance selon laquelle 
les utilisateurs liés à la République populaire démocratique de Corée ciblent les 
plateformes indépendantes de services informatiques dont le niveau de sécurité est 
faible ou dont les procédures de diligence raisonnable sont peu rigoureuses. 





137 Selon les dossiers judiciaires, les autorités américaines ont pu relier les adresses de protocole 


Internet des courtiers aux mêmes adresses de protocole Internet qu'avait utilisées la République 
populaire démocratique de Corée pour faciliter deux actes précédents de piratage de plateformes 
d’échange de cybermonnaies. Voir www.justice.gov/opa/pr/united-states-files-complaint-forfeit- 
280-cryptocurrency-accounts-tied-hacks-two-exchanges. 

Selon le même État Membre et d’après les informations obtenues par le Groupe d’experts, l’une des 
personnes basées en Chine accusées de blanchir les cybermonnaies volées par la République 
populaire démocratique de Corée avait créé un compte sur une plateforme d’échange de 
cybermonnaies quelques heures seulement avant que ce pays ne commette l’attaque de juillet 2019. 
139 Voir S/2020/840 et S/2020/840/Corr.l, annexe 47. 
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VI. 


161. Dans le cadre de l’enquête qu’il mène actuellement sur des coentreprises, le 
Groupe d’experts a démasqué l’un de ces réseaux de travail informatique, qui opère 
à Jilin (Chine). Selon les informations obtenues par le Groupe d’experts, l’utilisateur 
en question était lié, via un numéro de téléphone et des adresses de protocole Internet 
chinois, à quatre autres comptes “. Il a également fourni un numéro national 
d’identification chinois et une photographie, deux éléments qui sont 
vraisemblablement frauduleux. En une année, le compte en question a généré environ 
1 050 dollars (avec une moyenne de 200 dollars par opération). Le Groupe continue 
d’enquêter sur ce réseau, entre autres, mais il note en particulier que les plateformes 
indépendantes de services informatiques ont du mal à respecter les obligations 
relatives aux sanctions, et qu’elles s’exposent à des risques en facilitant 
involontairement l’accès de la République populaire démocratique de Corée aux 
systèmes de paiement internationaux. 


Recommandations 


162. Le Groupe d’experts note que la République populaire démocratique de 
Corée recourt à des sociétés prestataires de services pour faciliter ses activités de 
contournement des sanctions et il encourage les États Membres à continuer de 
s’attaquer au problème des règles et de la réglementation opaques en matière 
d’enregistrement de sociétés qui peuvent conférer l’anonymat aux personnes et 
entités menant ces activités. 


163. Le Groupe d’experts recommande que les États Membres prennent 
davantage de précaution à l’égard des maîtres-d’œuvre et des sous-traitants qui 
participent à l’exécution de projets de développement, en particulier à des 
projets de développement en Afrique subsaharienne faisant appel à des prêts 
municipaux, à des subventions ou à des investissements étrangers directs. 


164. Le Groupe d’experts recommande que les États Membres travaillent avec 
les sociétés informatiques indépendantes pour promouvoir l’application des 
sanctions et renforcer les moyens et les capacités nécessaires à cette fin. 


165. Le Groupe d’experts recommande que le Comité inscrive Choe Song Chol 
et Im Song Sun sur sa liste relative aux sanctions. 


166. Le Groupe d’experts recommande que le Comité inscrive Pak Hwa Song et 
Hwang Kil Su sur sa liste relative aux sanctions. 


Effets involontaires des sanctions 


167. Au paragraphe 25 de sa résolution 2397 (2017), le Conseil de sécurité a 
réaffirmé que les sanctions imposées par l'ONU «[étaient] censées être sans 
conséquences humanitaires négatives pour la population civile de la République 
populaire démocratique de Corée et ne pas nuire ni faire obstacle aux activités, 
y compris aux activités économiques et à la coopération, à l’aide alimentaire et à 
l’assistance humanitaire, qui [n’étaient] pas interdites par [ses] résolutions », et 
souligné que la « responsabilité première de la République populaire démocratique 
de Corée [était] de pourvoir pleinement aux besoins de subsistance de son peuple et 
qu’elle [devait] le faire ». 


168. Les organismes des Nations Unies, les Etats Membres et les organisations non 
gouvernementales décrivent la situation humanitaire en République populaire 
démocratique de Corée, qui ne cesse d’évoluer, comme catastrophique et en voie de 
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Le Groupe d’experts a établi un lien entre au moins deux de ces noms d’utilisateur et adresses 
électroniques et deux plateformes indépendantes de services informatiques différentes. 
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détérioration rapide. Les effets conjugués de la pandémie de COVID-19, des 
catastrophes écologiques, des sanctions et de la mauvaise gestion des politiques 
sociales et économiques ont aggravé les pénuries alimentaires “!, donné lieu à une 
flambée des prix et à des achats effectués sous l’emprise de la panique, et contribué 
à limiter encore plus la disponibilité des fournitures et des services médicaux 2. 


169. Compte tenu de ces facteurs et du manque de données précises, le Groupe 
d’experts n’est pas en mesure de faire une évaluation quantitative des effets 
involontaires des sanctions imposées par l'ONU! mais il note que, durant la période 
considérée, les sanctions ont vraisemblablement eu des effets involontaires sur la 
population civile. 


170. Selon deux États Membres, les sanctions imposées par l'ONU ont eu les effets 
involontaires ci-après : 


-* Les restrictions imposées aux importations de carburant ont eu une incidence 
négative sur la sécurité énergétique !#, la production d’électricité!#, le transport 
civil et l’agriculture, et causé des problèmes écologiques tels que le 
déboisement. 


Le manque de ressources agricoles, notamment en ce qui concerne les services 
de transport, les importations de machines et la production d’engrais, ont 
entraîné une réduction des « disponibilités » alimentaires #6. 


Les secteurs de la santé, de l’assainissement et de l’hygiène ont été touchés par 
les restrictions à l’importation de fournitures et d'équipements médicaux #7. 


Les sanctions sectorielles ont entraîné la perte d’au moins 200 000 emplois, 
entraînant la disparition de sources de revenus et une montée du chômage latent. 


Le rapatriement de travailleurs a entraîné une perte de revenus et créé des 
conditions socioéconomiques défavorables. Ces travailleurs ont été 
principalement envoyés effectuer, quasiment sans rémunération, des travaux de 
construction dans des régions montagneuses reculées, et certains d’entre eux ont 
connu une crise d’endettement en raison de la cessation soudaine de leurs 
activités génératrices de revenus. 


171. Deux autres États Membres ont indiqué au Groupe d’experts que, d’après leurs 
analyses, c’est la mauvaise gestion économique de la République populaire 
démocratique de Corée, y compris les projets coûteux et inutiles et le détournement 
de ressources, et non les sanctions, qui est le principal facteur à l’origine du déclin de 
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Un État Membre a fait savoir au Groupe d’experts que la ration fournie par le système public de 
distribution de denrées alimentaires avait été réduite à 545 grammes en octobre 2020. 

La déclaration du Rapporteur spécial sur la situation des droits de l’homme en République 
populaire démocratique de Corée sur la crise humanitaire qui règne dans ce pays figure à 
l’annexe 98. 

Deux experts ont un avis différent sur cette question. 

Selon des documents de recherche (http://nautilus.org/wp-content/uploads/2020/08/Refined- 
Products-Balance-Thru-July-22-2020-SR-PDF.pdf), le carburant importé est principalement 
utilisé dans le secteur civil (voir annexe 97). 

Selon les États Membres, « de nombreuses centrales thermoélectriques ont suspendu leurs 
activités en raison de la pénurie croissante d’hydrocarbures dans le pays ». 

Selon les États Membres, « les agriculteurs de la République populaire démocratique de Corée 
sont contraints de revenir à des méthodes moins efficaces (y compris l’utilisation de bêtes de 
trait et le recours au travail manuel), faute de pouvoir utiliser du matériel agricole qui fonctionne 
au carburant ». 

Un des États Membres note que « des problèmes de santé résultent des restrictions à 
l’importation de fournitures et d’équipements médicaux liées aux mesures de coercition, et d’un 
manque de devises étrangères dû aux restrictions à l’exportation ». 
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l’agriculture, de l’insécurité alimentaire et de la mauvaise qualité des services 
sanitaires et médicaux. Les Etats Membres ont en outre noté ce qui suit : 


+ La République populaire démocratique de Corée continue de faire passer la 
stabilité et la continuité du régime de la famille Kim avant toute autre priorité 
nationale, notamment la fourniture de services sanitaires et médicaux et la 
sécurité alimentaire. 


La grande majorité des revenus que les ressortissants de la République populaire 
démocratique de Corée perçoivent à l’étranger est conservée par les entreprises 
publiques qui emploient ceux-ci, de sorte que le régime est le principal 
bénéficiaire de leur travail. En outre, la dureté des conditions de vie, qui sont 
contrôlées et surveillées, est telle qu’il est difficile de tirer un quelconque 
«avantage social » des travailleurs à l’étranger. 


Des réformes de l’agriculture et des entreprises ont été lancées publiquement 
quelques mois après l’arrivée au pouvoir de Kim Jong Un, en 2012, mais elles 
ont été annulées presque immédiatement après, soit près de cinq ans avant que 
le Conseil de sécurité n’impose à l’unanimité des sanctions sectorielles et des 
interdictions contre les travailleurs à l’étranger, en 2017. 


La République populaire démocratique de Corée politise l’aide humanitaire. 
Elle n’accepte cette aide que dans les domaines jugés prioritaires par le Parti du 
travail de Corée et seulement de la part de pays qui ne posent pas de problème 
idéologique au régime ou qui n’exigent pas la mise en place de procédures visant 
à réduire au minimum le risque de détournement. En outre, il est « presque 
certain » que l’aide a été détournée pour répondre aux besoins des dirigeants, ce 
qui a fini par réduire l’intérêt pour la mise en œuvre d’une véritable réforme 
économique. 


x 


Le régime a consacré toute son énergie à construire à la hâte un hôpital de 
prestige au cœur de la capitale. Les travaux auraient été lancés sans même que 
soit défini un plan global d’achèvement et ont été bâclés pour tenir un délai 
politique artificiel, qui, au final, n’a même pas été respecté. 


172. Afin d’évaluer les conséquences de la pandémie de COVID-19 sur les 
opérations humanitaires en République populaire démocratique de Corée, le Groupe 
d’experts a mené une enquête auprès de 38 organisations en mai 2020 et a relancé 
chacune d’entre elles en octobre 2020. Il s’agit d’organismes des Nations Unies et 
d’organisations non gouvernementales qui ont soumis des demandes de dérogation au 
Comité, soit directement, soit par l’intermédiaire d’un État Membre ou du 
Coordonnateur résident des Nations Unies en République populaire démocratique de 
Corée. En janvier 2021, le Groupe d’experts avait reçu 11 réponses“, dont un résumé 
figure à l’annexe 99 à). 


173. Des organismes des Nations Unies et des organisations non gouvernementales 
ont informé le Groupe d’experts que le personnel et les capacités opérationnelles 
avaient été considérablement réduits en raison de la fermeture des frontières et des 
restrictions imposées aux voyages intérieurs et internationaux l*. Plusieurs entités ont 
dû suspendre leurs activités de mise en œuvre et de suivi. Dans beaucoup de cas, 
l’aide humanitaire ne parvient plus aux populations cibles. 





148 


149 


La réponse à l’enquête du Groupe d’experts était facultative et ne préjuge en rien de l’obtention 
d’une dérogation. [Les propositions reçues des organisations non gouvernementales figurent à 
l’annexe 99 b)]. 

En décembre 2020, seuls deux fonctionnaires internationaux de l’Organisation des Nations Unies 
chargés d’activités humanitaires et neuf ambassadeurs se trouvaient encore à Pyongyang. 
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174. Plusieurs entités ont souligné dans leurs réponses la charge que représentaient 
les coûts supplémentaires engendrés par le stockage à la frontière d’articles 
nécessitant des dispositifs de contrôle de la température, tels que les médicaments, et 
d’autres fournitures !%, Certaines ont relevé des effets secondaires dus au fait que la 
chaîne d’approvisionnement et les dispositifs logistiques étaient moins fiables, ce qui 
contribuait à allonger les délais. Une entité a indiqué que ses délais 
d’approvisionnement s’étaient considérablement accrus, pour atteindre plus de huit 
mois !*!, Des entités ont également fait face à une concurrence accrue lorsqu'il s’est 
agi de trouver des expéditeurs et des transitaires disponibles, ce qui a aggravé le 
problème. Enfin, plusieurs répondants ont fait remarquer que l’absence continue d’un 
réseau bancaire stable, conjuguée à la fermeture des frontières et au manque de vols 
internationaux, avait créé de graves problèmes de trésorerie, qui entraîneraient 
vraisemblablement une réduction des efforts humanitaires et, éventuellement, une 
reprogrammation du budget pour l’année suivante. 


Recommandations 


175. Le Groupe d’experts recommande que le Comité examine les réponses des 
organisations non gouvernementales à son enquête afin de contribuer à éclairer 
les décisions futures et d’améliorer l’évaluation des besoins d’aide humanitaire 
et de l’efficacité de cette aide (voir annexe 99). 


176. Le Groupe d’experts note l’importance que revêtent les dispositions visant 
à rétablir le réseau bancaire. 


177. Le Groupe d’experts note l’utilité des exposés que les organismes 
compétents des Nations Unies présentent deux fois par an sur les effets 
involontaires des sanctions et recommande que le Comité poursuive cette 
pratique. 


178. Le Groupe d’experts recommande que le Conseil de sécurité continue 
d’examiner les questions et les procédures relatives à l’atténuation des effets 
involontaires des sanctions sur la population civile de la République populaire 
démocratique de Corée et sur les opérations d’aide humanitaire, pour aider la 
population vulnérable et surmonter les conséquences de la pandémie de 
COVID-19. 


179. Le Comité devrait continuer de rationaliser les mécanismes et les 
procédures de demande de dérogation pour raisons humanitaires. 


VIL Rapports nationaux de mise en œuvre 
État de la situation concernant les rapports des États Membres sur 
l'application des résolutions pertinentes 


180. Au 5 février 2021, 66 États Membres avaient présenté des rapports sur 
l'application des dispositions du paragraphe 8 de la résolution 2397 (2017) et 81 États 





150 La Chine a noté que « les autorités douanières chinoises [avaient] établi une règle de base et une 


méthode de travail unifiée, qui leur [avaient] permis de régler activement les problèmes rencontrés 
lors du dédouanement des articles humanitaires destinés à la République populaire démocratique 
de Corée », malgré les affirmations contraires des organisations non gouvernementales (voir 
annexe 93). 

Le Comité accélère la procédure de dérogation au titre de l’aide humanitaire en mettant en place 
un dispositif de prises de décisions en deux jours, dans le cadre de la riposte à la COVID-19 
(voir la Notice n° 7 d’aide à l’application, disponible à l’adresse suivante : https://www.un.org/ 
securitycouncil/sites/www.un.org.securitycouncil/files/implementation notice assistance _ 

no. 7 - french 0.pdf). 


15 
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Membres sur l’application des dispositions de son paragraphe 17, 95 États Membres 
sur l’application de la résolution 2375 (2017), 90 États Membres sur l’application de 
la résolution 2371 (2017), 107 États Membres sur l’application de la résolution 
2321 (2016) et 115 États Membres sur l’application de la résolution 2270 (2016). 
Malgré l’augmentation du nombre des rapports présentés, le Groupe d’experts note 
que de nombreux États Membres (127, dont 1 ayant siégé au Conseil de sécurité en 
2020 en qualité de membre non permanent) n’ont toujours pas présenté de rapport sur 
l’application de la résolution 2397 (2017). 


Recommandations 


181. Le Groupe d’experts recommande que les États Membres présentent leurs 
rapports dans le plein respect des résolutions 2371 (2017), 2375 (2017) et 
2397 (2017). 


Recommandations 


182. Voir l’annexe 100 pour une liste récapitulative des recommandations. 
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures 


The Democratic People’s Republic of Korea responded rapidly to the emergence of the COVID-19 
pandemic with border closures, internal controls and quarantine measures (see S/840/2020, Annex 
1). AI international flights remained suspended throughout the current reporting period. Passenger 
rail services also remained suspended. Occasional and limited cross-border deliveries of goods and 
cargo by road and rail were recorded. Maritime deliveries to the refined petroleum facility at Nampo 
continued. Maritime container shipments were occurring at the start of the reporting period but were 
largely suspended shortly afterwards. Outward coal shipments continued at reduced levels. There 
was almost no movement of people into or out of the country. Diplomatic missions, UN agencies 
and non-government organisations were permitted to repatriate staff but were unable to bring staff 
into the DPRK. 


Source: The Panel. 
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Annex 2: Yongbyon nuclear complex 
(1) Plumes of steam observed in uranium enrichment plant complex on 14 July, 18 
September, and 22 September 2020. 


Source: Planet Labs Inc. 14 Jul. 2020, 02:17 UTC 


Source: Planet Labs Inc. 18 Sep. 2020, 02:12 UTC 


21-01647 71/427 





S/2021/211 








Source: Planet Labs Inc. 22 Sep. 2020, 02:54 UTC 


(2) A cooling device at the uranium enrichment facility remained removed (see para. 3, S/2020/840) 


—— 


. 0, me-gum G : 
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Source: Planet Labs Inc. 12 Dec. 2019, 02:47 UTC, and 20 Dec. 2020, 02:45 UTC 
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Annex 3: Uranium mine and processing plant in Pyongsan 


Pyongsan uranium mine and plant were damaged by typhoons in the summer of 2020. However, 
satellite imagery suggests its operation was continuing as of late 2020. Furthermore, satellite 
imagery suggests the leakage of a waste pipeline over the Ryesong River. The waste tailings contain 
heavy metal and acid and are highly toxic, which could cause local adverse environmental impact. 


(1) Construction and modernization of the building 


PAR eo)" = 11e: 0740720) 


EP \e)s710710 





Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC and 14 Apr. 2020, 02:21 UTC 
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(2) Leak of waste pipeline 


Pyongsan 
uranium 
concentrate 
plant 


Accumulation of waste 


Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC; 14 Nov. 2020, 01:59 UTC; 30 Oct. 2020, 05:05 UTC; 
20 Sep. 2020, 02:19 UTC; Google Earth: 23 Mar. 2019. 
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Annex 4: Impact of typhoons at the dam of Kuryong River in 
Yongbyon 


5 September 2020 
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3 Octobec2029 





76/427 21-01647 


S/2021/211 





23 October 2020 
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Source: Planet Labs Inc. 8 Jul. 2020, 02:47 UTC; 5 Sep. 2020, 05:10 UTC; 18 Sep. 2020, 02:12 UTC; 
9 Oct. 2020, 02:15 UTC; 17 Oct. 2020, 02:18 UTC; 23 Oct. 2020, 02:15 UTC; 20 Dec. 2020, 02:45 UTC 
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Annex 5: Suspected uranium enrichment facility in Kangson 


The Panel is continuing monitoring the facility for its possible connection with the nuclear program 
in Kangson (figure). Several assessments have been stated. The IAEA has stated that “if the Kangson 
complex is a centrifuge enrichment facility, this would be consistent with the Agency’s assessed 
chronology of the development of the DPRK’s reported uranium enrichment program”! An analysis 
was published concerning one possibility that the facility is not a uranium enrichment facility but 
could be another type of facility related to the uranium enrichment programme, such as a workshop 
for production and testing of centrifuge components? 


Figure: Suspected uranium enrichment facility in Kangson 





Source: Planet Labs Inc. (Skysat Collect, 4 Dec. 2020, 02:57 UTC) 





lIAEA, 1 September 2020, GOV2020/42-GC(64)/18. 
238 North, https://www.38north.org/2020/12/kangson201217/ 
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Annex 6: Statement by Chairman Kim Jong Un concerning DPRK’s nuclear weapon 
program 


On 11 October DPRK’Ss state media reported “Congratulatory note to Supreme Leader of Party, 
Nation and Armed Forces, Kim Jong Un” by several committees of Workers Party of Korea, State 
Affairs Commission, Presidium of the Supreme People's Assembly and Cabinet of the Democratic 
People’s Republic of Korea dated on 10 October 2020. In the note they expressed the commitment 
to “building strong military power by strengthening the political ideological and military technical 
power of the revolutionary force in all directions, and brighten the country as a world class military 
power, by massively strengthening defence capability centred around nuclear force in both quality 
and quantity.” 


On 9 January 2021, DPRK’Ss state media reported in Mr. Kim Jong Un’s report on the work of the 
Central Committee of the Party presented at Eighth Congress of the Workers Party of Korea in 
January 2021, Mr. Kim Jong Un stated the Central Committee “carried out the great cause of 
building a state nuclear force”, and a plan to develop tactical nuclear weapons are presented. It was 
also reported that in the closing remarks of this Eighth Congress, Mr. Kim Jong Un stated that “[the 
country] must further strengthen the nuclear war deterrent while doing our best to build up the most 
powerful military strength.” 
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Annex 7: À Member State”s information on dual use choke-point items used for nuclear 
fuel cycle which are not listed as items to which measures imposed in paragraph 8(a), 
8(b) and 8(c) of resolution 1718 (2006) should apply 


(1) Insulated gate bipolar transistors (IGBTSs) 


Fast-switching electrical components are necessary in several power applications, including 
frequency changers. Four or more IGBTs are critical components in modern multi-phase 
frequency changers (inverters, converters, motor drives). 


(2) Programmable logic controllers (PLSSs) 


Modern process control systems incorporate industrial computer technology for control 
rooms. PLCSs contain the programmed software that operates instrumentation such as 
frequency changers and valves. 


(3) Roots vacuum pumps, rotary vane vacuum pumps 


Vacuum equipment is required in many nuclear fuel cycle facilities. Roots pumps are 
commonly employed as a booster pump for several types of forepumps (such as rotary vane 


pumps). 
(4) Pressure transducers, micromanometers 


Many nuclear fuel cycle processes require precise pressure measurement. Corrosion resistant 
pressure transducers are used for centrifuge enrichment cascade instrumentation. 
Micromanometers are also used as ancillary instruments to monitor operations. 


(5) Epoxy resin and associated hardeners, monel welding rods 


Epoxy resins and associated hardeners are used to form composite structures and protect 
centrifuge rotors from exposure to corrosive uranium components. Monel welding rods are 
used to weld corrosion resistant nickel-alloy materials. 


Source: Member State and the Panel 
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Annex 8: Examples of research topics on two DPRK university websites 


1. Kim Il Sung University academic journal Vol. 66, No. 2, 2020 
(1) Study on Neutron Detector with Lithium-6 Sensor 
Pak Su Il ,Ko Myong Son and Kim Song Jin 
(abstract) 


In this paper we manufactured a thermal neutron sensor with compound contained  Lithium- 
6, constructed a thermal neutron detector with this sensor and ZnS(Ag) scintillator, and 
evaluated its detection efficiency. The thermal neutron detection efficiency of Lithium-6 sensor 
is 14%. 


Keywords: neutron detector, scintillator, radiation detector 


(2) Improvement of Some Characteristics in Nuclear Reactor Internal Vibration Measuring 
Instrument 


Ri Kum San, Ro Kwang Chol 
(abstract) 


In order to realize normalization of analysis results for various type of accelerators sensors 
with sensitivity 10 + 1000mV within acceleration range of 1 - 50g, we have enabled gain of 
the charge amplifier to be regulated 0 - 60dB. 


Applying on-line USB communication and microprocessor PIC18F4550 and converting 
measuring device into NI-VISA device, we have increased communication rate up to 12Mbps 
and normalized nuclear reactor internal vibration measuring. 


In addition, by using powerful digital signal processing function of LabVIEW, we have 
improved reliability and realized multifunction and on-line in measuring and analyzing of 
nuclear reactor internal vibration. 


Keywords: vibration measuring, nuclear reactor internal vibration 
(3) A Method of Discriminating Seismic Wave and Explosive Wave in a Digital Seismic Analysis 
Pak Chi Bong, Jong Kyong Su and Kim Yong Il 
(abstract) 


We suggested a method to determinate seismic wave and explosive wave, which were based 
on the power spectra mean frequency ratio and the linear discriminant analyze. 


Keywords: seismic wave, explosive wave 


Source: Kim Il Sung University website, www.ryongnamsan.edu.kp/univ/ko/research/journals 
(accessed 4 January 2021) 
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2. Publication by experts affiliated with Kim Chaek University of Technology 


(1) Determination of geological strength index of jointed rock mass based on image processing 


Kunui Hong (Faculty of Mining Engineering, Kim Chaek University of Technology), 
Eunchol Han (School of Engineering and Science, Kim Chaek University of Technology), 
Kwangsong Kang (Faculty of Mining Engineering, Kim Chaek University of Technology) 


(abstract) 


The geological strength index (GSI) system, widely used for the design and practice of mining 
process, is a unique rock mass classification system related to the rock mass strength and 
deformation parameters based on the generalized Hoek-Brown and Mohr-Coulomb failure cri- 
teria. The GSI can be estimated using standard chart and field observations of rock mass block- 
iness and discontinuity surface conditions. The GSI value gives a numerical representation of 
the overall geotechnical quality of the rock mass. In this study, we propose a method to deter- 
mine the GSI quantitatively using photographic images of in situ jointed rock mass with image 
processing technology, fractal theory and artificial neural network (ANN). We employ the GSI 
system to characterize the jointed rock mass around the working in a coal mine. The relative 
error between the proposed value and the given value in the GSI chart is less than 3.6%. 


Keywords: Jointed rock mass, Geological strength index (GST), Image processing Fractal 
dimension, Artificial neural network (ANN) 


Source: Kim Chaek University of Technology website, 
http://www.kut.edu.kp/index.php/page/index?si=25http (accessed 4 January 2021) 





(2 


nr 


Papers published in KUT International Conference for the 70th foundation anniversary 

1) The Stability Estimation of Rock Mass Surrounding Tunnel by Strength Reduction FEM 
Jong Tok Yong, Jang Ui Jun 

2) 3D Numerical Modeling for Tunnel in Anisotropic Rock by FEM 
Hwang Ryong Hyonl, Ri Yong Il 


3) Intelligent Back Analysis of Geotechnical Parameters for Soft Rock Mass Surrounding 
Tunnel using Grey Verhulst Model 


Han Un Chol, Hong Kun Ui 


Source: Kim Chaek University of Technology website, 
http://www.kut.edu.kp/index.php/page/index?si=54 (accessed 4 January 2021) 





21-01647 83/427 


S/2021/211 





Annex 9: “Sister University” listed on the website of Kim Il Sung University 


1) Kim Il Sung University website 


PL CAS Æ Vi 7 1j 


KIM IL SUNG UNIVERSITY 


About Education Research 





Education 


Undergraduate Education 


Graduate Education 


Distance Education 


In-service Training 


International Education 


Sister University 


Guest Lectures 


Sister University 


#iome / Education 


Kim Il Sung University has many sister universities of the world such as Beijing University of China, with which it is conducting 


academic exchanges. 


The universities which were in the past and are at present sister universities of Kim 11 Sung University are as follows. 


Asia 


Beïjing University (China) Yanbian University (China) Nanjing University (China) 


Jilin University (China) Haerbin Industrial University (China) Liaoning University (China) 


Qingdao University of Science and Technology (China) Renmin University (China) 


Fudan University (China) Shanghai University (China) Hunan University of Education (China) 


Tianjin University (Chinz) Damascus University (Syr2) Hanoi State University (Vietnam) 


State University of Mongolia (Mongolia) State University of Indonesia (Indonesia) 


Europe 


Moscow State University (Russia) Far Eastern Federal University (Russia) 


Novosibirsk State University (Russia) Sakhalin State University (Russia) 


Far Eastern State University of Marine Technology (Russia) Tirana University (Albania) 


Humboldt-University Berlin (Germany) Free University of Berlin (Germany) 


Sofia University (Bulgaria) National University of Oriental Language and Culture (France) 


Belgrade University (the then Yugoslavia) Komenskiy University (the then Czechoslovakia) 


Karel University (the then Czechoslovakia) 


America 


Havana University (Cuba) San Marco University (Peru) Panama University (Panama) 


Honduras State Autonomous University (Honduras) Santo Domingo Autonomous University (Dominica) 


Africa 
Somalia National University (Somalia) 


Cairo University (Egypt) Algiers First University (Algeria) 


Source: Kim Il Sung University website, “Sister University” 
wWww.ryongnamsan.edu.kp/univ/en/education/sister_ university. (accessed 11 December 2020) 
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2) Panel’s enquiry (a letter sent to a university) 


21-01647 


United Nations fé} Nations Unies 


HEADQUARTERS + SIEGE NEW YORK, NY 10017 
TEL. : +1 212 963% 1055 » FAX: +1 212 963 2013 


UNITED NATIONS SECURITY COUNCIL PANEL < TABLISHED 
PURSUANT TO RESOLUTION 187 


REFERENCE: 


YOUR REFERENCE 


Dear Sir/Madanr 


I am writing to you with regard to ongoing efforts of the Panel of Experts established 
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examune and 
analyse information regarding the implementation of the measures imposed on the Democratic 
People” s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009). 
2087 (2013). 2094 (2013), 2270 (2016). 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017) 
and 2397 (2017), in particular incidents of non-compliance. 


The Panel would like to request information on academuic exchanges beree ll 


RE iversity and the DPRK°'s Kim Il Suns University. The website of Kim Il Sung University, 
as of 11 December 2020, lists Iniversity as a sister umiversity with wluch Kim Il 
Sung University had previously conducted academic exchanges or 1s currently doing so (Annex). 


The Panel makes enquiries concemmng scientific and techmcal partnerships with DPRK 
scientists in the acadenuc fields covered by the relevant provisions of United Nations Security 
Council Resolutions (below). The Panel seeks information to assess whether these partnerships 
have involved joint studies which may have contributed, or continue to contribute, to the 
development by the DPRK of technologies related to its WMD programme. 


Paragraph 17 of resolution 2270 (2016). wluich reinforces paragraph 28 of resolution 1874 
(2009) which called for Member State vigilance, states that “all Member States shall prevent 
specialized teaching or training of DPRK nationals within their territories or by their nationals of 
disciplines which could contribute to the DPRK's proliferation sensitive nuclear activities or the 
development of nuclear weapon delivery systems, including teaching or traiming in advanced 
physics. advanced computer simulation and related computer sciences. geospatial navigation. 
nuclear engineering. aerospace engineering. aeronautical engineering and related disciplines”. 
Furthermore, paragraph 10 of resolution 2321 (2016) clanifies that for the purposes of 
implementinsg paragraph 17 of resolution 2270 (2016) specialized teaching and training which 
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could coetribute to the DPRK's proliferation sensitive mmclear activites or the development of 
auclear wespons delivery systems mcludes, but :5 not lmuted to, advanced matenals science, 
sdvanced chenucal engmeenng advanced mechaucal engineenng advanced electncal 


engmeenng and advanced industnal engineenng 


Moreover, paragraph 11 of resolution 2321 (2016) decides that all Member States shall 
suspend scientific and techascal cooperation mvoling persons or groups ofSc1ally sponsored by 
or representing the DPRK except for medical exchanges ualess 11 specified cases exempted by the 
1718 Comauttee or 1n all other cases notifed 10 advance to the Comauttee 


Furthermore, the Panel bas concerns that 1f DPRK scholars have access to the internet, 
Bbranes, and exchange with other scholars, they may use fus to collect prokferation sensitive 
mformanon wiuch could contnibute to the DPRK's WMD and ballistic mussile development or the 
enhancement of its muktary operational capatubty. The Panel also bas concerns that networks 
developed durmg overseas exchange programs may be used 10 facilstate the transfer of intangible 
technology applicable to the DPRK's WMD program. 


In addition. paragraph 8 of resolution 2397 (2017) requires all Member States to repatniate 
to the DPRK all DPRK nationals earmng icone 10 theur punsdiction and all DPRK government 
safery oversght attachés witlun 24 months fom 22 December 2017 and to subaut mudterm and 
final reports où repatnation The Panel notes that paragraph $ of resolution 2397 (2017) covers all 
DPRK citizens who are earmng mcome. regardes of work afbonzaton. 1152 category. and how 
the payment 13 labelled 


In connection with the above, and an 1t5 effort to gather reliable and venifable formation. 
the Panel would be gratefal for your asssstance 10 providing the follommng 


1. Information 0e the current status Of SRE es veruty : acadenuc exchange 
with Kum I Sung Umsversuty 


2 The total oumber of DPRK students who have stadied at Umverssty 
mince 2017, as well as the cumber of current DPRK students specify Cher 
degree programs (whether Masters, PhD, post-doctorate researchers etc), Selds of 
study and subject of the scientific collaborations, 1f applicable Please provide 
mformation où amy scholarshaps or sponsorshap they have recerved / are recerving 


3 Confimation if any DPRK scholars have been affikated with SSSR 
Unsversty since 2017. If 50, please provide the Panel with the followmng information: 


3-1) À last of the DPRK scholars (name, af£lation. ares of research, period of 
affiliation) as well as copses of documents showing fheu sousce(s) of mcome 
wtule inchudang sponsorshaps (1f applicable). 
32 on whether any Snancial 
DPRK scholars are pronded by 
3-3) Information regarding any noe- 

, inchuding the use of facilities and access to databases and IT 
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Paragraph 5 of Security Council resolution 2515 (2020) urges all Member States and other 
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any 
information at their disposal The Panel would welcome any other information that you might 
consider relevant to thus issue 


Given the importance the Panel attaches to this investigation, we would be grateful for any 
information to be supplied within four weeks of the date of tlus letter. As the Panel intends to 
report on these matters in its next report to the Secunity Council, we would be grateful to receive 


a tumely _ to ensure that your reply can be taken into consideration. Please reply to the 


Panel at 









Coordinator of the Panel of Expert: established 
pursuant to Security Council Resolution 1874 (2009) 


Annex: Website of Kim Il Sung Umiversity 


Source: The Panel 
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(3) Replies from universities received by by 4 February 2021 


University of Belgrade 


UNIVERSITY OF BELGRADE 


Address: Siudentsk tre 1, 11000 Beigrade, Republic of Serbes 
381-111 3207401; Fax: <381-11 2638818 E-mail officchu direct by ac rs 


Coordinator of the Panel of Experts 
established pursuant to Security Council Resolution 1874 (2009) 


Belgrade, January 13, 2021 


‘ 


Lam addressing vou with reference 10 the letter sent 10 the University of Belgrade on 
January 04, 2021, on behalf of United Nations Security Council Panel of Experts 
(Reference SAC 49/2021/PE/OC 12), with a request that the University of Belgrade 
provide information on academic exchanges between University of Belgrade and the 
DPRK's Kim 1 Sung University 


\s mentioned in the letter, the DPRK's Kim 1 Sung University's website lists à 
Belgrade University from the then Yugoslavia as a partner university 


Please note that the University of Belgrade is a university from the Republic of Serbia 
and that since 2017, the vear of reference mentioned in the letter, the Rector, as the 
University"s only legal representative as defined by the Statute of the University of 
Belgrade, has not signed any agreements on cooperation or scademic exchange with the 
DPRK's Kim 1 Sung University. Consequentiy, there could not have been any student 
or staff exchanges subject 10 such agreements. Therefore, with respect to questions | 
through 3 of the Letter, the University of Belgrade has no information or records 10 
provide in this regard 


In addition, please let us stress that the University of Belgrade has not had any type of 
cooperation, scientific, research or other with the DPRK's Kim 1l Sung University since 
2017 umtil the present date 


Please do not hesitate to contact us if the University of Belgrade may be of additional 
assistance 


Sincerely Yours, 


Rector 
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Freie Universität Berlin 


Free Laser Bern, Ab DA - frere ira lez 
Eoeensrther Sins LE-10 14365 Esolir 


Cocrdinater of the Panel of Experts established pursuant 
te Seority Council Resolution 1874 CHI} 


United ation 
Mes York, MY 10017 


in re: SfAC.49/ 2021) PE/OC.4 


Ds Perben 
Een Peusgg Dre En Per C6 ais es. 


Fur Fésrart Fa & 
Ééitéietéar Sir. LÉ-16 
LéIUE Bérlis 


Tel à Per 
Fax 
Et 


bec ret amme fu-Buslise di 


r En cher 
Béérb-Zashén ME 
Badrbeer ES 


Aimer 


Éarbn, 41.123541 


Thank you ven much for your better from 4 Jsnusry 2021. Please find the answers 
to vour questions below: 


1. 


3. 


The listing of EUR as a sister university on the website of the Kim I Sung 
University & misleading, since no formal agreement between both univer- 
aties has been signed. 50 far, only Letters of Intent regarding cooperation 
in the ñekds of humanities and social sciences have been exchanged. 
From 3 to 24 January 2020, a group of 12 students from Kimi Il Sung Uni- 
versity attended a German language course withhn the framework of the 
Ecsie Universität Bedn International Summer and inter University (EU 
Eis) program at EU, They were accompanied by tac professors from 
their home wnrversity (please see the attached list for detailsk The visit 
Was prepared in close cooperation sith the German Foreign Office after 
detailed consultationawith the German Aambasssdor to the DPRK, His Ex- 
cellency EP All costs were borne by institutions from the Re- 
public of Kores. Quring the whole times, the soudents had no access to 
ENS LAN or intranet, no electronic devices were provided. Homework 
and other assignments were all hand-written. 

No DPRK scholars have been affliated with FUE since 3017. 


“ours sincerely, 


21-01647 
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Institut national des langues et civilisations orientales (Inalco) 


90/427 


tar HauMoHaner 


inal 


Dear Madam/Dear Sir 


In response 10 your letter regarding collaboration between Inalco and North Korean Kim 11 
Sung University, we inform you that our collaboration ended in 2017. Since then, we did not 
have ony type of academic exchange or collaboration concerning rescarch, tcchnical 
partnership or éducation matter. We suspect à lack of updating in the Kim I Sung website and 
we will ask them 10 delete incorrect information 

We assure the Panel of Experts that we respect the measures imposed on the Democratic 
People's Republic of Korea (DPRK) by the Security Council resolutions and we do not intend 
Wü sesctivate coullobunation will North Kores universities in the future 


Yours Faithfully 





21-01647 


S/2021/211 





Comenius University in Bratislava 


From: 
Sent: Thursday, 21 January, 2021 5:04 AM 


Subject: Kim 1! Sung University 


Dear, 


Lam writing you regarding the letter demanding information about students and scientists from Kim Il Sung 


University who were or are at Comenius University in Bratislava. However, Comenius University in Bratislava 
has no bilateral agreement with any North Korean University. Neither there exist faculty agreements. 

So, the information about bilateral agreement with Comenius University in Bratislava published at the website 
of Kim 1! Sung University IS FALSE. We do not have any cooperation with them and do not host any of their 
students or scholars 


Sincerely Yours, 
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University of Tirana 


92/427 


. 


REPUBLIC OF ALBANIA 
UNIVERSITY ON TIRANA 
DIRECTORATE OF INTERNATIONAL RELATIONS AND STUDENTS 


No do Prot Tirana, on,2/ _01.2021 


4 


nator © anel of Experts established pursuant to Security Council 


Resolution 1574 (2009) 


Following the request send by the “Panel”, where Kim 11 Sung University has listed University 
Of Tirans as à sister university and bus conducted scndemic exchanges since 2017, | wouki 


kindiy infom vou diet 


1-University of Tirans does not have any institutional agreement with Kim 11 Sung University; 


2- University of Tirana has not done any academie exchange with Kim [1 Sung University 


3- No student from DPRK has studied at University of Tirans including current period 


4. No DPRK student scholers has boen afliliated with University of Tirana since 2017 and 
current period, 


Yours Fasthfulty 


Address: “Mother Teresa" Square, Rectorate UT. Tirana Tet +255 4 2290066) Fax: +355 4 22 81 
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Sofia University St. Kliment Ohridski 











COPMMCKM YHMBEPCHMTET SOFIA UNIVERSITY 
CB. KAMMEHT OXPFHMACKM" ST KLIMENT OMRIDSKI 
PEKTOPr RECTOR 
Sofa, 27 January 2021 


COORDINATOR OF THE PANEL OF EXPERTS 


Subject our reference SAC 492021PE0C 11 


in reference to your letter dated from 4% January 2021 and based on the internal 
investigation conducted on the issues you raised, we would like 10 provide vou with the 
following clari ficatioes. 

L. Information on the current status of Sofia University's academie exchange with 

Kim 11 Sung University: 

During the period considered (since 2017 until now) Sofia University St Kliment Otridaki 
has not maintained any bilateral relations with Kim [1 Sung University. There is no evidence 
in our archives for cither existing cooperation agreements or similar documents, or for any 
form of academic exchange between both institutions. 


2 The total number of DPRK students who have studied at Sofis University since 

2017, as well as the number of current DPRK students 
Information regarding students, citirens of the Democratic People's Republic of Kores 
(DPRK) that have been enrolled in bachelor programmes st Sofia University St Kliment 
Ohridaki. Since 2017 until now Sofia University has provided education to 11 students under 


consideration in your letter 
SRAIAPIS CONDILS Lie MA, LA CC MOCHE TEA C4 MAGARLA 1h DORA, 18 TRAR CAMOIMONMTEL Mi WE 
VAR. «09 D O2 De te, D A2 O2 @AAL -E9 2 Sénat N PROC «<D0N 2 ON De tn MD ND ON RAM - MW 2 Bas ai 2 
we LMI SOMIARE AAC TORMEUNT SON LA DC we Dit SONLARC REC TOMEUNE SON LA BC 
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ur pue == 


COPHACKM YHMBEPCHMTET SOFIA UNIVERSITY 
CB. KAMMEHT OXPHACKM" ST. KLIMENT OHRIDSKI 


PEKTOP RECTOR 














BRAS API CODYUS 1304 EVA LLAZ OC BOOM TLA 13 vu vo 
TEA 99 27 te AIDE OR GAL -AMT 2 Bée ei 7 FRONT DITES COR 00 FAX . 299 2 6e où 
WP UNE SIONIARC REC TORGUNT SONIA BC A UNE SOPABC REC TORGUNT SOFIA BC 





94/427 21-01647 


S/2021/211 





21-01647 


SOFIA UNIVERSIT 
31 ALIMENT OMRIDSK 


the field of Oxtober 2019 

education and 
culture 

between the 
Government of 
the Republi of 

Bulgaria and 

the 
Government of 
1 L __the DPRK 


AIT bachelor students listed above have not received funding in the form of wholarships, 


grants or other financial aid provided by Sofia University SL Kliment Ohridski. Master or 
doctoral students, citizens of DPRK. have not been enrolled at Sofia 1 niversity since 2017 
3. Confirmation if any scholars have been affilisted with Sofia University since 
2017 
We confirm that during the period under review there is no evidence of any scholars, citizens 
of the Democratic People's Republic of Korea who have been aflilisted with Sofis 


University 


SOFIA UN VERS TY | 
MENT OHRIOSKI |! 
Yours faithfulty Osvoboditel Bivd 


4 
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Universidad Auténoma de Santo Domingo (UASD) 


à 4 


» Cliniversibab Autonoma be 


La Santo Domingo Rertoria 
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Cairo University (Egypt) 


[Translation from Arabic] 
3 February 2021 
Sir, 


I write in reference to your letter dated 5 January 2021 (S/AC.49/2021/PE/OC.14). I have the honour to note 
that the relevant Egyptian agencies have reported the following: 


I. With regard to the cooperation agreement between Cairo University and Kim Il Sung University: 


1. The agreement in question was signed in July 2011. It has not been implemented since it was signed. No 
student or research exchange has been carried out under it (please find annexed the text of the agreement in 
the three languages). 


2. Article 8 of the agreement states that it shall be valid for three years and automatically renewable for an- 
other three years only. The agreement would therefore have expired in July 2017. 


IL. With regard to faculty members or academic researchers from the Democratic People’s Republic of Ko- 
rea affiliated with Cairo University since 2017: 


There are no faculty members or academic researchers who are nationals of the Democratic People’s Re- 
public of Korea currently affiliated with Cairo University, nor have there been any affiliated since 2017. 


Accept, Sir, the assurances of my highest consideration. 


Mohamed Edrees 


Ambassador 


Permanent Representative of Egypt to the United Nations 
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(Original) 


Permanent Mission of the Arab Republic IX }| All jus du) sganl dañall dal 
Of Egypt to the United Nations Baaiall neÿ} (sal 


304 East 44% Street / New York, NY 10017 
Tel: (212) 503-0300 / Fax: (212) 949-5999 


(Ye A)NAVE il Liali cal ere ETES Qui 


cts s Lil das 
Ci pédl «T4 Y1/4 1/0 fu à S/AC.49/2021/PE/OC.14 pË) ais SI 5 LAYL 
«url Las Cdlf 36 mal) À, padll Gilgall Gb la ÿts 
sg pu Oil 238 Amal 3 5 AU date dou Cola SL Slaïy Lauë :Ÿ gl 
Abel Je pô pla Aa si Ale Alu où als Y+ 11 Dal os gb A Jéall GUN) Gi a5 
(ADN SUR, GUN ani (88 ja) ins 9) dl JA cel #18 
pi ag (Jah if plus NET Sig g Lil plus AE Saad 4e peus AGE «HUTNI ya AA Sal Uës - + 
Ve VV gags dia Ligiia se SUIVI CH 


CHAN/2021/068/BH 
TR A] it jui Ÿ 


+. \V ple ia 5 D Lee DA Le 98 Li 
4bl aull Uss diusgas Les Da Ouanléi Cfa gi cuil Lugs sel ci ang Ÿ 
Ye V ple ia 5 jaUAl) Anales Lislus sgélal 35 9) Lila cyâate Ami 

cal ia Yi Ji 5 Joss | gai 9 


Diaiall pa Ÿ) (54 nilall jus ou ais 
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EN EL LL, RE, Nr, LE, OS ER, ET A, EE, 


Sc ue À me pe € cn nm 6 et a ce Sn en EE tt ous À 00e À QE NÉ oe  6 Ÿ  *# cm en om 


21-01647 


(annex: English text only) 


EDS, em de, 


Agreement on Friendship, Exchange and 
Cooperation in Fields of 
Education and Scientific Research Between 
Kim II Sung University of the Democratic People s Republic of 
Korea and 
Cairo University of the Arab Republic of Egypt 


RARAMÉRÉR HU 


Kim II Sung University of the Democratic People s Republic 
of Korea and Cairo University of the Arab Republic of Egypt 
(hereinafter referred to as both Parties) desirous to develop friendly 
relations and promote exchange and cooperation in the fields of 
education, scientific research and training of mutual concern 
between the two Parties in accordance with the " Agreement on 
Cultural cooperation between the Government of the Democratic 
People s Republic of Korea and the Government of the Arab 
Republic of Egypt" have agreed as follows: 


Article 1 :- 


Both Parties, in order to strengthen friendship and cooperation 
between the two universities, shall establish friendly relations. 


Article 2 :- 


Both Parties shall exchange congratulatory letters and organize 
various activities according to their given situations on the occasion 
of the other s national holidays, and other commemoeative days of 
the universitiés. 


Article 3 :- 
Both Parties shall exchange achievements and experiences gained in 
the fields of education and scientific research. 

Article 4 :- 


Both Parties shall undertake joint research relative to the 
issues of mutual concern and, if necessary, jointly organize 
workshops and training course and exchange visits of experts. 


Pa mn Va ue Mn Vo > Vo om om gr 2 a Dm mn ons 20 0 ai, a, in) 


ms qu 


] 
| 
Il 


se mn Po = Ve ne VV 2 8m me om mm 0 
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Article 5 :- 


Both Parties shall encourage the students pas Il Sung 
University to study in Cairo University upon mutual agreeme 


Article 6:- 


Both Parties shall exchange delegations for the Purpose of sharing 


experiences and joint research, and the sending Party shall be 
responsible for round-trip expenses and the receiving Party shall be 
esponsible for boarding and lodging, local transport and first aid 


Article 7 :- 


This Agreement may be altered by mutual written consent 
of both Parties 


Article 8 :- 
The Present Agreement shall enter into force for a period of three 
years on the day of signature by both Parties. It sat be renewed 
for another three years unless written notice is given six months 
before the termination by one of the Partie 


Done in two copies each in Korean, Arabic and English 
languages, . all the texts being equally authentic 


= 


President of President of 


Cairo University Kim II Sung University 
y ] 





21-01647 


S/2021/211 





The University of Algiers I (Algeria) 


Asaill Ab asall À ji jt du pan 
REPUBLIQUE ALGERIENNE DEMOCRATIQUE ET POPULAIRE 


INFORMATION PROVIDED BY THE GOVERNMENT OF ALGERIA ON 
ACADEMIC EXCHANGES BETWEEN UNIVERSITY OF ALGIERS AND THE 
DPRK'S KIM II SUNG UNIVERSITY 


Further to the request of the Panel of Experts established pursuant to the 
United Nations Security Council Resolution 1874 (2009) to gather and 
analyse information regarding the implementation of the measures imposed 
on the Democratic People's Republic of Korea (DPRK) by the Security Council 
resolution 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 


(2016), 2321 (2016), 2356 (2017, 2356 (2017), 2371 (2017), 2375 (2017) 
and 2397 (2017), with regard to academic exchanges between University of 
Algiers and the DPRK's Kim II Sung University, the Government of Algeria 
would like to convey the following: 


1- The University of “Algiers I” does not conduct any action of cooperation 
or exchange with DPRK's Kim II Sung University. 


2- The information reported on the website of DPRK's Kim II University are 
unfounded and seems to refer to the minutes (PV) of the meetings held 
between the delegations of the two countries, signed in Pyongyang on 
August 6, 2014, under which it was envisaged to encourage cooperation 
between the two countries through inter-university twinning operations, in 
particular between the University of Algiers II and DPRK's Kim II Sung 
University. 


3- Itis worth mentioning that this proposal remained a simple declaration 
of intent and the twining operation was not implemented. 





Source: The Panel 
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Annex 10: À new ICBM system* was revealed in the military parade of 10 October 
2020 in Pyongyansg, televised by KCTV 


In the wake of the Hwasong-15 ICBM (KN-22)*, the four new ICBMSs" presented on their new Transporter 
Erector Launcher (TEL) were probably genuine missiles not mockups according to a Member State, though 
the new ICBM has never been tested in flight. They are longer and have a larger diameter® than the Hwa- 
song-15, which is 20.5m in length and 2.5m in diameter, and is theoretically capable of flying over 13,000 
km (see S/2018/171 para.10). AI of the new ICBMSs were transported on eleven axle TELSs (see figure 10- 


LD 


According to several Member States, the new ICBM’s warhead capacity appears to have increased, either 
for accommodating a larger payload or for deploying multiple reentry vehicles (MRV or MIRV)?, although 
this remains to be confirmed. 


The new ICBM has two liquid fuel propulsion stages. According to a Member State, its mass at takeoff will 
be around 105 tons. It 1s likely to be able to deliver a 1,700 kg payload mass (estim.) at a range of approx- 
imately 14,000 kilometers eastward and 10,500 km westward. Following the example of Hwasong-15, this 
new missile can reach the whole of Europe and the United States, but with a more threatening payload. 


Concerning the 1st stage motorization, four nozzles under protection cover are recognizable, against two 
mobile nozzles of the Hwasong-15. These four nozzles may indicate the use of two DPRK versions of the 
twin-combustion chamber RD-250 engine, which would imply the use of two turbo pumps. (see S/2018/171 
para.14-15) 


According to a Member State’s assessment, the TEL with 11 axles (the greatest number of axles for a 
transporter of this kind) is manufactured in the DPRK, providing greater carrying capacity than the 9 axle 
TEL for the Hwasong-15, which was derived from the six WS51200 off-road trucks imported by DPRK 
in 2011 as vehicles for transporting timber (see S/2013/337 paras. 52-58). 





3 Using the term "system", the Panel describes the system consisting of the missile and its TEL; 


# Regarding the exact number of the entities one spare or more systems may have been kept out of the parade to be available to replace 
a possible breakdown of a vehicle. This practice is common in military parades. According to a rigorous photo-analysis by NK- 
NEWS/NK-PRO website on the 26 November 2020, there was a fifth Hwasong-15 intercontinental ballistic missile (ICBM) that was 
not seen in initial state media coverage of the parade. This practice of bringing an extra vehicle for each group, meant to fall in line 
in case of a problem, is common at North Korean military parades (https://www.nknews.org/pro/new -photo-reveals-extra-standby- 
icbm-at-north-koreas-military-parade/?t-1610062338850) 

$ The new super large ICBM (so far unnamed by the DPRK) is temporarily dubbed “Hwasong-16” by observers. 

$ The measurement assessment of the ICBM-TEL system was calculated from the KCTV pictures by various experts: 

L see “North Korea showcases world’s largest mobile ICBM” Jane’s Intelligence Review, 03 Dec 2020 available from 
https://customer.janes.com/Janes/Display/FG 3805327-JIRThe measurements of the new ICBM are a length of 25.2 m 
and a diameter of 2.73m within plus or minus 5% 

= The measurements of the eleven axle TEL are a length of around 29.5m and a width of around 4m. 

- see “Does Size Matter? North Korea’s Newest ICBM”,38 North, 21 October 2020, available from 
https://www.38north.org/2020/10/melleman102120/The measurements of the new ICBM are a length between 24 and 
25m and a diameter between 2.4 and 2.5m. 

: Its mass, fully fueled, is somewhere between 80,000 and 110,000 kg. 

7 MRV: multiple reentry vehicle; MIRV: multiple independent reentry vehicle, 
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Figure 10-1: The new ICBM revealed in the military parade of 10 October 2020 in Pyongyang 


a D 





Source: KCTV 
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Annex 11: a new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 
October 2020 in Pyongyang broadcast by KCTV as well as a new SLBM Pukguksong-5 in the 
military parade of the 14 January 2021 


The four Pukguksong-4 were introduced as “underwater strategic ballistic missiles” and thus probably a 
new type of SLBMË. It is assumed to be a modified type of which the size has been enlarged (diameter 
close to 2m) compared to the Pukguksong-1 and Pukguksong-3 (diameter between 1.5m and 1.7m) (see 
S/2020/151 para.197 annex 58.7; S/2017/742 annex 4). 


Due to the shroud dimension, the Pukguksong-4 may contain several reentry vehicles such as MIRV though 
this remains to be confirmed. According to a Member State, its maximal range is estimated to be between 
3,500 and 5,400 km for payloads of 1,300 kg and 650 kg respectively. This is an improvement in 
comparison with the Pukguksong-3 (max. range close to 2,500km). Moreover, to reduce the weight of the 
casing from the first Pukguksong missiles, composite fibre may have been used in the structure of the outer 
coating as the filament patterns are visible on the black cylinder surface shown by KCTV images. (see 
figure 11-1 and S/2019/171 para. 5) 


Currently, no operational North-Korean submarine appears to be able to launch the Pukguksong-4 although, 
on 23 July 2019, the Democratic People’s Republic of Korea presented a submarine under construction in 
the building of the Sinpo south shipyard potentially capable of carrying ballistic missiles (see S/2020/151 
para. 196, annex 60) 


The four Pukguksong-5 in the 14 January 2021 military parade were introduced by KCNA as “The world's 
most powerful weapon, submarine-launch ballistic missile...” The design of the Pukguksong-5 seems 
longer than the Pukguksong-4. The cone of its shroud seems more elongated. This new SLBM is expected 
to have a greater range and warhead carrying capacity than the Pukguksong-4 (See figure 11-2) 





$ DPRK printed “PKS-4 A” and “PKS-5 À” 
° KCNA: “The submarine strategic ballistie missile, the world’s strongest weapon, entered the square in succession powerfully 
demonstrating the might of the strong revolutionary army with military and technological upperhand of the world,” 


104/427 21-01647 


S/2021/211 





Figure 11-1: A new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 Octo- 
ber 2020 in Pyongyang 


Filament-wound patterns are visible 
on the black cylinder surface 





Source: KCTV (Image), The Panel (Text) 
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Figure 11-2: New MRBM/SLBM Pukguksong-5, larger than Pukguksong-4, was revealed in the 
military parade of the 14 January 2021 in Pyongyang (yellow dotted line marks the shroud of 


Pukguksong-4) 


Pukkuksong-4 (10 Oct 2020) 


M 
£ | 


| 
1 





Source: KCTV (Image), The Panel (Text) 
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Annex 12: Three types of SRBM missile were exhibited during the military parade of 10 
October 2020 in Pyongyang broadcast by KCTV 


These missiles were identified as the short-range ballistic missiles KN-23, KN-24 and KN-25 (see 
S/2020/151, annex 59) which are solid fuel propelled, that the DPRK test-launched on numerous occa- 
sions from 2019. Moreover, with their solid fuel propulsion, a distinctive feature of these new missiles 1s 
their use of depressed trajectory and irregular trajectory, which is the result of terminal phase manoeu- 
vring, according to a Member State. (see S/2020/151, para 194; S/2020/840 para.11, annex 7). 


According to a Member State, all these missiles will eventually replace the liquid fuel Scud family ballis- 
tic missiles such as so-called Rodong, Scud, Musudan types that appeared in past DPRK military parades 
but not in this last one on 10 October 2020 (see Parade of April 2017, S/2017/742 Para.8). They symbol- 

1Ze the renewal of the DPRK ballistic threat through the ongoing modernization of its BM capability. (see 
S/2019/171 annex 84) 


Except for the new super large ICBM, all BMSs presented in this parade have been test-launched including 
“Pukguksong-2”, “Hwasong-12” and “Hwasong-15” in 2017 ( see S/2018/171 para.7, 9) as well as three 
different types of SRBM after May 2019. 


The military parade showed that, as previously reported by the Panel, the SRBM could be launched from 
wheeled and or caterpillar track TELs. 


e Nine KN-25 Super large multiple rocket launcher wheeled and 4 rounds!° systems 

e Nine KN-25 Super large multiple rocket launcher caterpillar track and 6 rounds systems 
e Nine KN-25 Super large multiple rocket launcher wheeled and 5 rounds systems 

e Eight SRBM KN-23 wheeled and 2 rounds systems 

e Eight SRBM KN-23 caterpillar track and 2 rounds systems 

e __ Nine SRBM KN-24 caterpillar track and 4 rounds systems 


According to a Member State, the DPRK appears to be enhancing operational employment efficiency by 
diversifying types of TEL and the number of rounds of the super-large multiple rocket launcher such as 4, 
5 (new) and 6 rounds (see figure xx3-1) following a trend confirmed in 2019 (see S/2020/151 para.194 
and S/2020/840 annex 7) 


Six new SRBM sytems (2 missiles mounted on 5 axle wheeled TEL) in the second military parade on 14 
January 2021 have a design close to the KN-23 (see above). But the SRBM seems to be longer and possi- 
bly wider. If it is confirmed, this new SRBM is expected to have a greater range and warhead carrying 
capacity than the KN-23 (See figure xx3-2) 





10 Using the term ‘rounds' the Panel describes how many missiles are mounted on one TEL for launch from that TEL 
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Figure 12-1: Three types SRBM KN-25, KN-23, KN-24 were exhibited during the military parade of 
10 October 2020 in Pyongyang, broadcast by KCTV 


4 F.. Fol cadet 2 
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9 SRBM systems 
caterpillar track TEL 
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KN-25 

Super-large multiple 
rocket launcher 

9 SRBM systems 
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5 rounds system 


KN-23 

8 SRBM systems 
wheeled TEL 

2 rounds system 


KN-23 

8 SRBM systems 
caterpillar track TEL 
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KN-24 

9 SRBM systems 
caterpillar track TEL 
2 rounds system 





Source: KCTV (Image), Member States and Panel (Text) 
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Figure 12-2: À new SRBM (resembles KN-23) was revealed in the military parade of 14 January 2021 in Pyong- 
yang, broadcast by KCTV (new SRBM seems to be larger than KN-23 and its TEL has 5 axles) 





Source: KCTV (Image), Member States and the Panel (Text) 
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Annex 13: The overall modernization of the Kusong factory handling BM TEL 
production demonstrates the development trend of BM programme infrastructure 


The “Kusong Tank Factory” (aka “Kusong-Taegwan”, “Tank Plant - 95 Factory”, “No 95 Factory” in North 
Pyongan), whose main facilities are located in the northeast oriented valley (from the location 40° 03" 13” 
N 125° 1308" E)1s currently undergoing overall modernization. This factory is involved in the production 
of TELSs such as the Pukguksong-2 TEL and could potentially produce other TELs for BM (see figure 13- 
1) the area delimited by dotted red lines). Through this overall improvement, DPRK could increase its 
production of caterpillar tracked TELSs. 


A massive plan of building demolition and new construction has been underway since August 2020: at the 
southwest of the complex (40° 03’ 23" N 125° 13' 20" E) and at the northeast (40° 03' 50" N 125° 13' 57” 
E) (see figure 13-1 the two areas delimited by dotted yellow lines). 
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Figure 13-1: The “Kusong tank factory” (North Pyongan) huge renovation 





“Kusong Factory No 112" (possible) 
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(40° 03" 57" N 125° 12° 34° E) 





Source: Planet Labs Inc. 5 Dec. 2020, 02 58 UTC; 4 Dec. 2020, 02 56 UTC 
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Demolition and new construction in the south-west zone (SW) of the factory: 





Two parallel large buildings and three smaller ones, oriented SW-NE were demolished between 6 August 
and October 2020, as well as two groups of factory buildings located at the southern part of the area (see 
Figure 13-2 dotted yellow lines) in the Kusong-Taegwan / Tank factory or Plant - 95 Factory (south-west 
corner 40° 03’ 12" N 125° 13' 06" E; north-east corner limit 40° 04’ 17" N 125° 1437" E). Subsequently, 
new constructions have started in this area. In particular, construction of a new factory building with a 
trapezoidal shape surface (see SWI1 at 40° 03'27" N 125° 13'22"E, see Figure 13-2,3) (longest base 85m, 
smallest base 55m, depth 60m) was well advanced in September. 


The demolition of the five buildings at the north section was in progress during August 2020. À new 
factory building (SW1) whose surface shape is like a parallelogram was roofed. 


On 18 Sept 2020, the demolition of the five buildings at the north section was almost finished. The 
demolition of the two groups at the south section was in progress and a large, new factory building, 
rectangular in shape, is under construction(150x140m). (see SW2 at 40° 03' 23" N 125° 13'21"E, see 
Figure 13-2,3). 


On Oct 13, the demolition of the five buildings was completed as was that of the two groups in the south 
section. The new factory building (SW1 parallelogram shape) is still in progress as is the large new rectan- 
gular structure (SW2, see Figure 13-2) (150x140m) 


On Nov 2, all demolitions were finished. Construction of the new factory building (SWI1 parallelogram 
shape) is still in progress as well as the new structures SW2. The construction of two new buildings (SW3 
at 40° 03 20" N 125° 13’ 19" E and SW4 at 40° 03’ 18” N 125° 13’ 18" E) is in progress (see Figure 13- 
2,3). 


In early December the construction of the three new building was in progress (SW2, SW3, SW4) and SW1 
appears almost finished. (see Figure 13-3). 
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Figure 13-2: Demolition and new construction in the south-west zone of the Factory 
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Figure 13-3: Focus on the demolition of several buildings and new constructions on the site SW 
(Southwest corner: 40° 03’ 17” N 125° 13’ 16” E; Northeast corner: 40° 03’ 26” N 125° 13’ 29" EE) 
from Aug 2020 
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Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Demolition and new construction in the north-east (NE) zone of the Factory: 





Several buildings oriented southwest-northeast have been demolished from August 6th to October 2020 
along the valley (see figure 13-4 dotted yellow lines) in the Kusong-Taegwan - Tank factory or Plant - 95 
Factory. (south-western corner 40° 03’ 45" N 125° 13' 45" E; north-eastern corner limit 40° 03" 57" N 125° 
14' 09" E) Subsequently new constructions have started in this area (figure 13-5). 


Figure 13-4: Demolition of several buildings and new construction on the site NE (southwest corner: 
40° 03’ 47” N 125° 13’ 47”; northeast corner: 40° 03’ 56” N 125° 14’ 08" E) from Aug 2020 
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Source: Google Earth, 23 May 2019; Planet Labs. Inc. 30 Aug. 2020, 02 08 UTC; 19 Sep. 2020, 02 38 UTC; Google 
Earth, 18 Oct. 2020; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Figure 13-5: Focus on Demolition of several buildings and new construction on the site NE (southwest 
corner: 40° 03’ 47" N 125° 13 47"; northeast corner: 40° 03’ 56” N 125° 14’ 08” E) from Aus. 2020 
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NE1: 40° 03° 56" N 125° 14° 07" E ; NE2: 40° 03° 53" N 125° 14 O4" E ; NE3: 40° 03' 54" 
N 125° 13° 58" E ; NE4: 40° 03 51" N 125° 13 57 E ; NES: 40° 03° 47" N125° 13° 47° E; 
NE6: 40° 03° 47" N 125° 13° 52" E; NE7:40° 03° 47" N125°13'47'"E 


Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Annex 14: Developments at the Pyongsong March 16 factory automotive plant (South 
Pyongan) 


The transformation of the site continues with a new track dug through the southwest hill located at the edge 
of the factory site, treatment of the concrete slab surface and general cleaning of the factory. Various activ- 
ities have been detected in front of the building where the Hwasong-15 was assembled in 2017 before the 
ICBM test launch on 29 November 2017 that could be related to TEL preparation. 
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Figure 14-1: The surroundings of the new adjacent building (39°16'52.08'"'N 125°52'12.76''E) are 
clean (see area 1); the renovation of the western building (39° 16’ 52” N 125° 51’ 57" E) seems to be 
finished (see area 2). À new track (a possible future road or a wider track for TEL testing) that has been 
dug through the southwest hill located at the edge of the factory site is under construction from the south- 
east point 39° 16 49" N 125° 51’ 54" E to a northwest point 39° 16’ 53" N 125° 51' 48" E (sea are 4). (see 
S/2020/840 para. 15, Annex.l1) 
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Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC; 26 Jun. 2020, 05 16 UTC; Google Earth, 2 May 2020 


118/427 21-01647 


S/2021/211 





Figure 14-2: The activity of large vehicles continued to be detected between July and 8 October 2020 
with tracks from tires possibly left by wheels mounted on around 4 m long axles in front of the building 
(area 3). This new larger tire tracks could correspond to tracks left by a larger TEL than the Hwasong-15’s 
TEL movements up to October 2020 because the measurement of the width is in range from 3 m to 4 m. 
They could be related to the new ICBM revealed during the 10 October Military Parade in Pyongyang 
whose TEL width is around 4 m. On 8 October workers seemed to be gathered in front of the building along 
an ellipse resembling the pattern of possible tracks let by the tires of the large axels. They appeared to be 
cleaning the tire tracks from the surface. 
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Source: Google Earth, 8 Oct. 2020; 24 Jul. 2020 
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Figure 14-3: Activity related to several vehicles and containers (up to 18 m) was detected from 13 
November 2020 to 20 November 2020 in front of the building (see area 3) where the Hwasong-15 was 
assembled in 2017 before the ICBM test launch on 29 November 2017. At the same time, the concrete slab 
surface appeared to have been treated in some way. 


13 Nov 2020 





Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC 
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Annex 15: Activity observed at the Sinpo south shipyard since July 2020 (see Figure 
15-1) and at the Nampo naval shipyard 


At the Sinpo south shipyard, activity observed at the secure boat basin (40° 01’ 31" N 128° 09’ 
55" E) since July 2020 could be related to the handling of submarine-launched ballistic missiles or 
preparations for a further submarine-launched ballistic missile launch test. 


- The midget submarine which looks like a narrow container was removed after 15 September 
from its position on the dock. However, 3 to 4 new containers were positioned on Nov 4 at 
the south west corner of the dock of the secure basin (40° 01’ 31” N 128° 09’ 55" E) (See 
Figure 15-2)and on 7 November a white container (length around 12m) appeared on the 
dock ten meters from the North-eastern corner of the canopy (See Figure 15-4). 


- The support vessel and submersible test barge had moved from their positions inside the 
basin as of Nov 5 and Nov 29 (See Figure 15-3), while a side of the Sinpo-class SSB 
presumably berthed under the canopy was more visible from 3 December. (See Figure 15-4) 


An activity probably related to the reparation or to the upgrading of the dock was detected on Nov 
4 in front of the entrance of the construction hall (40° 1'20.76"N 128° 9'46.55"E) where presumably 
the Romeo-class submarine, potentially to be equipped with SLBM, is currently being built (see 
S/2020/151 annex. 60). (See Figure 15-5) 


At the Nampo naval shipyard, a new twin-building for the construction or maintenance of vessels 
(125m length, 38° 43' 14" N 125° 23' 52" E) has been under construction since 2018, replacing a 
shorter old twin-building (90 m). The launch dock (38° 43' 12" N 125° 23' 52" E) in front of the 
twin-building was renovated and its length was extended up to around 40 m from building doors. 
Because of the comparison with the Sinpo construction Hall (see Figure 15-5) this building could 
be used for the support or construction of the submarines. 


Since December 2020, logistics activities appeared between this site and the secure basin boat 
where the submersible test stand barge is located. During the observed period between April and 
December 2020, the submersible test stand barge moved within the basin (see S/2020/151 annex 
58-7.3). A possible support vessel related to the submersible test barge moved from the basin in 
November 2020. After 22 November 2020, the submersible barge did not clearly appear but a new 
larger drydock or barge (around 30m x 15m) appeared in December 2020 (see Figure 15-6). 
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Figure 15-1: Sinpo south shipyard and Mayang-do island shipyard and submarine base overview. 
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Activity in Mayang-do submarine shipyard: 
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Figure 15-2: Secure boat basin: The possible midget submarine or narrow container which was on 
the dock since May 2020 was removed from 15 September. 3-4 containers (length around 11-12 m) 
were visible until Nov 4 on the dock (40° 0131" N 128° 09'55"E) 
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Figure 15-3: A support vessel (length around 50m) moved from the north corner of the secure boat 
basin to the south west corner between Nov 5 and Nov 29. The submersible test barge moved from 


the dock side to berth along the north East side of the basin. 
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Figure 15-4: On 7 November a white container (length around 12m) appears on the dock. The side 
of the Sinpo-class SSB presumably berthed under the canopy is visible on the Dec 3 
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Figure 15-5: On the dock in front of the entrance of new Hall (40° 1'20.76"N 128° 9'46.55"E) where 
presumably the Romeo-class submarine equipped with SLBM is currently under construction (see 
S/2020/151 annex. 60), a high crane (visible from apparent long shadow or that of the lifted load,at 14h00 
local time) has been used on Nov 4 and Dec 20, on a site probably devoted to change or repair the railway 
or the concrete surface which are used by the cradle for the launch of the new submarine. 


The hall and berth in Sinpo 
south shipyards related to 
construction site of the new 
submarine 


Shadow of the crane 


Rails of the dock 
4 Nov 2020 


Crane and other equipment 
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Figure 15-6: Nampo naval shipyard: renovation of the construction/maintenance hall (, 38° 
43' 14" N 125° 23' 52" E) and activity inside secure boat basin (38° 43' 06" N 125° 23' 40"E) 
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Source: Planet Labs Inc. 19 Dec. 2020, 02 12 UTC; 12 Dec. 2020, 04 28 UTC; Planet Labs Inc. 7 Jun. 2020, 
02 21 UTC; Planet Labs Inc. 10 Apr. 2020, 05 04 UTC; Google Earth, 8 Nov. 2019; Google Earth, 7 Oct. 
2018; Google Earth, 13 Mar. 2018 
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Annex 16: Ballistic missile bases activity 


The Panel continued to monitor the activity of various ballistic missile bases such as the “Yusang-ri missile 
operating base” (aka “Milchon-ri”, 39° 27’ 01" N 126° 15’ 35" E; South Pyongan), the “Kal-gol missile 
operating base” (38° 40° 09" N 126° 44’ 14" E; North Hwanghae) and among those cited in S/2020/840 


Para.13 Annex 9 the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E; Chagang) where various 
construction sites and logistic activities were observed since summer 2020. 


“Yusang-ri missile operating base” (Figure 16-1) 


- Two new typical main buildings (50 m length, a wide central roof flanked by two symmetrical side 
roofs) located in the HQ area of the base at 39° 26' 58" N 126° 15’ 37" E and 39°27' 02" N 126° 
1539" E, were built from 2018 to 2020 as well as another support facility at 39° 27' 08" N 126° 
1523" E. (see Figure 16-2) 


- Since the beginning of the excavation of the tunnel in 2014 usable by heavy TEL, site-evolution 
and upgrading has been continuous. The site is oriented SE-NW from southeast entrance 
39°27"27.66"N 126°15'6.01"E to northwest entrance 39°27"29.70"N 126°15"2.56"E (see Figure 16- 
3) 


- From 8 October to 15 October 2020, a dozen white containers with non-standard size of around 
m x 1.5m were placed and removed from a location between the south underground gallery 
entrance (39° 26' 33" N 126° 1541” E) and the west side of the series of drive-through and possibly 
UGF entrances (red dotted lines, west : 39°26'29.,39"N 126°15'48.91"E, centre: 39°26'29.28"N 
126°15'50.36"E, East: 39°26'29,37"N 126°15'53.50"E). As they were located close to the drive- 
through and UGFSs entrances, they were possibly related either to BM systems, or to agricultural 
equipment (see Figure 16-4). 
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Figure 16-1: Yusang-ri missile operating base 
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Figure 16-2: “Yusang-ri missile operating base” new building and facility constructions 
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Figure 16-3: “Yusang-ri missile operating base” the site-evolution of the excavation of the tunnel 
usable by heavy TEL (NW tunnel entrance 39°27'29.70"N 126°15'2.56"E — SE entrance : 39°27'27.66"N 
126°15'6.01"E) 
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Figure 16-4: “Yusang-ri missile operating base”: movement of containers in the area of several un- 
derground gallery entrances. 


From 8 October to 15 October 2020, a dozen white containers of a non-standard size around 7m x 1.5m 
were placed and removed from a location between the south underground gallery entrance (B1-39° 26' 33" 
N 126° 15’ 41" E) and the west side of the series of drive through and possibly UGF entrances (red dots, 
B2 west : 39°2629.39"N 126°15'48.91"E, B3 centre: 39°2629.28"N 126°15'50.36"E, B4 East: 
39°26'29.37"N 126°15'53.50"E). As they were located close to the driving-through and UGFSs entrances, 
they were  possibly related either to BM system, or to agricultural equipment. 
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Annex 17: Kal-col Missile Operating Base 


The undeclared “Kal-gol missile operating base”, located around 100 km southeast of Pyongyang and 13 
km south of Koksan (see figure 17-1), was precisely described by a CSIS report on 24 December 2020!! as 
a base operating SRBM and MRBM. 


Through recent Planet Labs satellite imagery analysis, the panel has confirmed that this base located in an 
area delimited at the NW 38° 41" 07" N 126° 43' 10" E and at the SE 38° 40’ 26" N 126° 45° 59"E, is well- 


maintained and regularly improved (see figure 17-1). It resembles other BM operating bases (see 
S/2020/840 para.13). In addition to numerous underground gallery entrances protected by berms (see figure 
17-2), a specific building used for TEL handling and training has been identified. Its roof incorporates a 
superstructure whose shape is a semi-arc to allow the erection of the TEL launching table for maintenance 
or training. (see figure 17-3) This kind of superstructure is visible in Jonchon-Mupyong-ni No 65 factory 
(see S/2020/840 annex 12, figure 12-9). 


Figure 17-1: Kal-gol missile operating base overview, the new building typical of a BM base in the 
HQ area since 2019. (38°40'8.30"N 126°44'13.09"E) 
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Source: Planet Labs Inc. 16 Nov. 2020, 05 13 UTC ; Google Earth, 9 May 2019 and 6 May 2019 





l'A Center for Strategic and International Studies-Beyond Parallel report on 24 December 2020 provided analysis that characterized 
the site of the “Kal-gol Missile Operating Base” as an SRBM and MRBM missiles base (see “Undeclared North Korea: The Kal-gol 
Missile Operating Base”, 24 December 2020, available at https://beyondparallel.csis.org/undeclared-north-korea-the-kal-gol- 
missile-operating-base/) 
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Figure 17-2: Kal-gol missile operating base two underground gallery entrances and their protective 
berms (location 38°40'10.93"N 126°4523.57"E and 38°40'11.43"N 126°45'28.65"E). 
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Figure 17-3: Kal-gol missile operating base, building of the type used for TEL handling and train- 
ing (location: 38°41'4.39"N 126°43'14.38"E) 
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Annex 18: Activity at the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E) 
and the construction of a massive underground facility (41°21'56.37"N 126°55'41.91"E) 
(see S/2020/840, para.13 and Annex 9) 


Figure 18-1: the access way to the underground entrance, oriented Southewest-northeast, was con- 
solidated from 31 Aug 2020 
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Source: Planet Labs Inc. 29 May 2020, 02 12 UTC; 25 Jul. 2020, 01 59 UTC; 31 Aug. 2020, 01 37 UTC; 27 Sep. 
2020, 02 04 UTC; 11 Nov. 2020, 02 01 UTC 
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Annex 19: DPRK-Iran ballistic missile cooperation 


The Panel requested information from Iran concerning information received by the Panel that the 
SHIG’s Shahid Haj Ali Movahed Research Center received support and assistance from DPRK mis- 
sile specialists for a space launch vehicle (SLV) (see annex 19-1), and that KOMID and SHIG were 
involved in shipments to Iran, using vessels belonging to the Islamic Republic of Iran Shipping 
Lines (IRISL). (see annex 19-1) 


In an interim reply of 21 December 2020 (see annex 19-2) Iran stated that “widespread national 
restrictions imposed to contain the COVID-19 pandemic continue to pose serious challenges for a 
timely and proper investigation of such sensitive cases. Preliminary review of the information pro- 
vided to us by the Panel indicates that false information and fabricated data may have been used in 
mvestigations and analyses of the Panel...” 
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Annex 19-1: Regarding technical and logictics cooperation 


According to a Member State, within the past several years, Iranian missile technicians from SHIG 
traveled to North Korea regarding an 80-ton rocket booster under development by the North Korean 
government. 


According to the Member State, 13 DPRK specialists may have travelled to Iran to support KOMID's 
work there, based on their experience with liquid propellant ballistic missiles systems (see table 
19-1). 


The partnership between KOMID and SHIG is also alleged by the Member State to have developed 
in the area of logistics through shipments to Iran, using vessels belonging to the Islamic Republic 
of Iran Shipping Lines (IRISL), and routinely operating non-stop voyages from one third country 
ports to Iran. According to the Member State, these shipments included valves, electronics, and 
measuring equipment suitable for use in ground testing of liquid propellant ballistic missiles and 
space launch vehicles. 


Table 19-1: According to the Member State, thirteen DPRK specialists who are suspected of 
travelling to Iran to support KOMID's work: 















































Name (last name Date of Birth Passport Number 
given first) 

Kim Chang Rok 27 September 1962 N/A 

Ri Song Chol 22 August 1968 654431555 
Chae Hyok Mu 30 January 1985 654431556 
Cho Myong Ho 8 May 1961 654431552 
Choe Song Hyok 25 September 1968 654431553 
Ryu Yon Chol 5 May 1965 654431554 
Pak Chae Song 1 January 1966 654431551 
Choe Pyong Wan 22 December 1960 N/A 

Ha Chong Kuk 15 February 1970 381320313 
Hong Hak Chol 21 January 1968 N/A 

Kim Ho Chol 12 May 1962 290120514 
Kim Won Il 19 January 1973 381134942 
Ma Chol Won 28 March 1964 290120507 














According to the Member State, the following Iranian SHIG officials are alleged to be involved 
in the KOMID-SHIG cooperation. 


Asghar Esma’ilpur and Mohammad Gholami, who participated in Iran and supported the launch of an SLV 
that was launched with support and assistance from North Korean missile specialists. 
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-  Asghar Esma’ilpur has served as the Director of the SHIG Shahid Haj Ali Movahed Re- 
search Center, also known as SHIG Department 7500, and is currently a senior official in 
Iran’s Aerospace Industries Organization (AIO). 


- Mohammad Gholami was a long-time SHIG Haj Ali Movahed Research Center 
senior official until his recent promotion to a role within the AIO. 


-  Seid Mir Ahmad Nooshin has been a key player in negotiations with the DPRK on long-range 
missile development projects. He was previously the Director of SHIG and now serves as the 
Director of AIO. 
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Annex 19-2: Irans’s reply to the Panel 


(D) Permanent Mission of the Islamic Republic of Iran to the United Nations 


622 Third Ave New York, NY 10017 ny.mfagovir Telk+1(212)687-2020 Fax:+1(212)867-7086 E-mail: Iran@un.int 


In the name of God, the most Compassionate, the most Merciful 


No. 120588 21 December 2020 
Dear Sir, 


Î am writing in response to your letter dated 16 November 2020 
(S/AC.49/2020/PE/OC.322) with regard to Security Council resolutions 1718 (2006), 
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 
(2017), 2375 (2017) and 2397 (2017) on the situation in the Democratic People's 
Republic of Korea (DPRK). 


Your request for specific information contained in the above-mentioned letter has 
been sent to the relevant Iranian authorities. Meanwhile, widespread national restrictions 
imposed to contain the COVID-19 pandemic continue to pose serious challenges for a 
timely and proper investigation of such sensitive cases. 


Preliminary review of the information provided to us by the Panel indicates that 
false information and fabricated data may have been used in investigations and analyses 
of the Panel. The relevant authorities of the Islamic Republic of Iran would review any 
viable “evidence” with regard to alleged actions in violation of the relevant Security 
Council sanctions. Meanwhile, the Panel is expected to exercise maximum caution with 
regard to unsubstantiated claims received from countries with a clear political agenda 
towards Iran. 


We respect our international commitments including under relevant Security 
Council resolutions on DPRK and wish to continue constructive engagement and 
cooperation with the Panel of Experts established pursuant to United Nations Security 
Council resolution 1874 (2009). 


Please accept, Sir, the assurances of my highest consideration. 


MD.7.: EE - 5 
Majid Takht Ravanchi 
Ambassador 
Permanent Representative 


Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 





Source: The Panel 
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Annex 20: Key items, including materials and equipment, used in the DPRK ballistic 
missile program. 


According to a Member State, among the items identified in the annex of “North Korea Ballistic 
Missile Procurement Advisory”, 1 September 2020 (available from 
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20200901), that DPRK 
has sought for its ballistic missile development efforts were items such as multi-axle heavy 
vehicles, specialty steel and aluminum, filament winding equipment, carbon fiber for 
composite motor cases; and aluminum powder and ammonium perchlorate. 


The Member State reaffirmed that DPRK’Ss ability to procure the types of technologies identified 


in the advisory from foreign suppliers is critical to its ongoing efforts to advance and expand its 
missile capabilities. 
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Annex 21: Tanker arrivals to the DPRK, January to September 2020 





Last Known 


Dead Weight 


mber 2020 


Delivery Metric 


Delivery Metric 


Delivery Metric 
















































































Port Ship Name Arrival Date ronnage if 21% tonnage if 50% Tonnage à 90% 
Flag ELLES 
Laden Lader Laden 
Wonsan Kum Un San 1-13n-20 6720436 1035 0 1863 0 
Les 
Kwang Chon [Yu 
8603020 383.0 1709 4 
Nampo Fhyong 5) 1-jan-20 
+ 
[An San 1 4-Jan-20 7303803 15015 2702,7 
|Hokong 5-Jan-20 5006758 19975 3595 5 
Unica 8-lan-20 6514306 24325 43785 
[Now Konk | 10-Jän-20 9030387 40285 7251.23 
Sen Lin 01 (Kwang IEEE cé : 
= 8910378 579.5 1043,1 
|Chon 2} | 10-jan-20 
Subblic 10-1an-20 5126082 23545 5390 1 
Kwang Chon [Yu 
003026 383.0 1709 4 
Phyong 5} 13-Jän-20 
Ta . = 
Sam Jong 2 17-Jan-20 7408873 12535 2256,3 
jUnica 21-Jan-20 8514306 24325 43785 
Hokong_ 22-lan-20 5006758 19975 355,5 
Kum jm Gang 3 23-Jan-20 6791667 24915 44547 
|Myo ne Ryu 1 23-Jan-20 8532413 408,9 735,3 
|Sm Jong 1 29-Jan-20 6405311 832.5 1498 5 
|Subblic 30-Jan-20 8126082 2994 5 5390 1 
ChilBo San 31-lan-20 6711021 999,5 17591 
|Chon Ma San 4-Fcb-20 8000313 17823 3208 5 
Sin Pyong 2 4-Feb-20 6617007 10525 18545 
New Konk 7-Feb-20 9036387 40285 72513 
Hokong 9-Feb-20 9006758 19975 3535,5 
Unica 3-Feb-20 6514306 24325 43765 
Sim Ma 2 13-Fob. 20 8100496 265.5 1557,9 
pu Jong 2 15-Feb-20 6604917 590.0 1062 0 
IPu Ryong 20-Fab- 20 8705539 16395 2951 1 
Suoblic 23-Feb- 20 6126082 160 5989 19764 2394,5 5390,1 
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Delivery Metri Delveny Metri Delivery Metrit 


Last Knowm  Doad Woight 


Coast Port Ship Name Arrival Dato [LE le] Tonnago if 23% Tonnago if 50% Tonnago if 00% 
FhE tonnage 









Laden Laden Laden 





















| 27]West [Nampo _ [CniiBo Son | 26-Feb20 | 8711021 PARK 1999 17991 
[| 28/west |Nampo  |Dismonds 26-Feb-20 | 9132612 SLE 9273 | 30601 | 46365 | 8345.7 






































































































































































|_29/west |Songnim __ |Hokong | 27-Feb-20 | 5006758 | Sie 3995 3593-3 
[_30/west |Nampo [unies | amar2o | 3514306 | Sur 4865 4378.5 
[_31]West [Nampo __ |Bonvoy3 | 5-Mar20 | 3714085 | SLE 3518 | 11609 | 17590 | 3166.2 
|_32]West |Nampo  ]NewKkonk | 15-Mar20 | 036387 | sue | 8057 | 26584 40285 7251-3 
QE — NS — 2610.0 
|_34]west |Nampo  |Dismonds | 22-Mar20 | 5132612 SLE 9273 | 30601 | 4635 | 8345.7 
L_35/West [Nampo __[Hokong | 22-Mar20 | 9006758 | sie | 2995 | 12184 1997.5 2595.5 
|_36]west [Nampo  [subblic | 22-Mar20 | 8126082 | Too | 5989 | 19764 | 29545 | 5330.1 
É ——  —— — 16055 24225 43785 
| ss#lwect INampo  |Borwoy3 31-Mar-20 | 714085 SLE | 3518 1160.5 1759 0 3166.2 | 
| 39lwest INempo  [Newkonk | 8-Apr-20 | 9036387 SLE 6057 2658.8 40285 7251.3 
|_+0/west |Nampo _ [subolir | 12-Apr-20 | 8126082 TGO | 5989 19764 5390.1 | 
L aslwest [Songnim [Uma | 20-Apr-20 | 5514306 SLE 4865 1605.5 2432 5 43785 
Cazfwest [nampo — [nokons | 210720 | 500675 EXTE 
[ 43]west [Nampo |NewKonk | 2036387 72513 | 
| 44]West INampa [Run Da 8511172 44991 
L_a5/west |Nampo  |5am jong2 : 2256. 
[_a6/west [Namps  ]Myong Ryu 1 7353 
[_47/Esæ |chongjin  |Namsans 28350 | 
| 48/East |Chongjin  |Sin Pyong2 | 7-May-20 | 8817007 18945 | 
asfeas [Hungnem —_{Puryong | 7Mev20 | s703535 251 
[_Solwest |Nampo  |Hokong | 10-May-20 | 9006758 | 3595 5 
| 51Esst [chongin [sin Pyong2 | 10-May-20 | 5817007 | pnk | 2105 | 654,7 | 10525 | 184.5 

st 1798.2 
[_53/west [Nampo  JKumimGane2 | 15-May-20 | 0 | PrK 2114 1902.65 
LSalwest [Namps — [Newkonk | 15-Moy20 | 9036387 | sie 8057 7513 
[_55/west [Nampo [Rich United | 15-ma2,-20 | 9129213 | UNK 7439 67131 
 séleas [Najn ___ Jsongwon | 18-May-20 | 8613260 | prk | 2102 | 692.3 | 10505 | 1890.9 
[_57]west [Nampo [sam one 2 | 24-May-20 | 7408873 | PAK 2507 2256.3 








TIT/ITOT/S 


LTVIVYT 


LyOTO-IT 


Coast Port Ship Name TEE T IRC IE mo 


56Eas [Mons  [unPyongz | 24May20 | 6817007 
hong 
oifwest{songum —_{isons | 2>May20 | 5258720 | 
GsfEst [hong Musen | 16May20 | 2651702 | 
Es _[kmenes 
(West [Nampo Sam iong1 | 26-May-20 | 6405311 | 


Last Knowvn 
FRg 


Delivery Metric 


Dead Weight 


Tonnage |f 33% 
Tonnago 
8 Laden 





PAK 
TGO 


2105 634,7 
5589 15704 





PRK 
PRK 


Delivery Metric 
tommage if 50% 
Laden 
10525 
2354. 
1375,0 





2750 907,5 
1250 412.7 


1180 | 3894 | 5900 | 


3398 
3150 10395 





1-hn-20 


[west |Nampo [song 6 25-May20 | 6658740 | px | 1250 | 4125 | 


67|West |Nampo ____|Chon Ma san 


Sen Lin 01 [Kiwang 
Chon 2} 


68 |West 


8060213 |  prk | 2365 11765 


69]west [song [uokong 1un20 | 9008758 TETE 


70 Songnèmn 
1]west |Songnim ___|Pu Rayons 


King Ming Yang 
72|Wvest gs 888 


Saebyol 


74 Run Da 5-jun-20 | 8511172 
75 BON Oy 3 B-lun-20 | 714085 


songnm _[wmsans | 
aofwest [nempo _{chonmasen | 
a1]west [ampo __{üumin Garz | 
U2lcet [Women  [inFyng2 | 
a3{west [Nampo {um In Gags | 
West [Nompo [mors 


Hokong 


H song 6 TAn20 | 2698740 | PRk | 1250 | 4125 | 


+aun-20 | 8705539 | prx | 3279 | 0821 


[ 150 | 3733 | 
3518 1100.98 
11-Jun-20 | 9129213 
15-Jun-20 | 6122347 |  prk | 3150 | 10395 | 

[ 1SJun20 | 6405311 | PRK | 1665 | 5495 | 

[_icun-20 | s660313 | prk | 23505 | 1763 | 

[_184un-20 | 0 | pk |] 2114 |  esz6 | 
18-Jun-20 | 8817007 | PRK | 2105 | 6947 | 
19-Jun-20 | 6791667 | PRx | 4583 | 16444 | 


3-Jun-20 


4-lin-20 8910293 











625.0 


15330 
15750 
832.5 
625.0 
1782. 


573,5 


1997,5 
625.0 
16395 


36515 


373.0 
2459,5 
17390 
40285 
37295 
1575 0 
832,5 
17825 
10570 
10525 
24915 
2475 0 


20-Jun-20 | 6514306 16055 2432.5 
Zi-lun-20 | 9006758 [SE [3995 [13184 | 19975 1595 5 





Delivery Metric 
lonnage if 90% 
Ladon 
18%45 
5390.1 
24750 
11250 
10620 
3058.2 
26550 
14985 
11250 
3208.35 
1045.1 


35955 
11259 


2951.1 
6572.7 


10350 
44991 
31062 
72513 
6713.1 
2835 0 
14985 
32083 
19025 
18945 
4464,7 
44550 
45765 
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Coast Port Ship Narne Arrival Date IMO UNE TCREEE onnage if 50% lonnage if 90% 
FRg Tonmnage 
Laden Laden Laden 
es veus Sin Pyong 2 24-jun-20 = 2105 694,7 10525 18945 
(East | 13750 2475.0 
|_ 83) Yu Jong 2 25-Jun-20 590.0 1062.9 
West 28-Jun-20 | 
Citer les] Sant | | 7408973 |  PRK 2507 827.3 12525 22563 
L32]West [Nomps — Janseni | ui20 | 7230302! pat | 200 | ssio | isuis 27027 
EE 
|_34]West |Songnim __|Newkonk 2--20 40285 72513 
Saebyol 5-Ml-20 575.0 10359 
| s6/ West [Songnèm [Diamond £ 3-Jul-20 SE |___ 9273 46365 8345.7 
[_37/West |[Nampo ____[anping | s-uiao | 7503306 | ÈS — — #5 — 2475 0 44550 
_98/West |songnèm  [subble | s-ui20 | s126082 | Treo | 5580 | 197604 | 25545 5390.1 
Chon Ma San 26-Jul-20 LE 17825 22085 
Saebyol 26-Jul-20 | 8916291 1150 575.0 10350 
[101]West |Nampo _ |PuRyong | 28-4ur20 | 8705539 | prk | 3279 | 10824 | 16395 29514 
ee tunes — nent | Su TNT M | HN | 5 | 15015 27027 
[103] West |Nampo ___ [MuBong1 | 26-ut-20 | 8610461 | pr | 1998 | 659.3 | 5550 17982 
[104 West [Nampo [Pack Ma 6-Au-20 | 9000378 prk___ | 2250 11250 20250 
103]west |[Nampo ___ [ruminGangz | 64-20 | 0 | Prx 2114 637.6 1037.0 19025 
106/west |Nampo __ |Chong Myong1_ | 8-aug-20 1373.0 24750 
Hengrong | 10-Aug20 za4s 0 2401. 
0 est Jhampo_— fans 1aug20 | 7200808 | PCT 3008 | 510 15015 2702.7 
[109[West [Nampo__ [ChitBo San | 11-Aug-20 | 8711021 | prk | 1999 | 659.7 | 999.5 179.1 
Hits (om une — téAugse |aeustr | — me | ue | né 550.0 10629 
[111] West [Nampo  [MuBongi | 27-Aug20 | 8610461 | 993.0 17982 
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Coast Port 


Ship Name 


SA 


LUEUR G 


IMO 






Last Known 


Fag 


PRK 


Dead Weight 
Tonnage 


Delivery Metric 


LL HE ET 
Laden 


Delivery Metric 
Tonnage if 50% 


Laden 
1057.0 


Delivery Mebric 
Tonnage it 90% 
Laden 











30-Aug-20 






s 
8711021 








PRK 









993,5 


























































































| 8848276 17690 31H42 
1 30-Aug20 | : ee: 
30-Aug-20 | 0 14500 25100 
LSep-20 | 7636638 EE 44721 
&Sep20 | 8122347 15750 1 
Vu Phyong 5 &Sep20 | 8605026 983.0 164 | 
Paek Ma 3-50p-20 | 5066978 11250 20250 
Nam San 8 14-Sep-20 | 8122347 15750 28350 





























Source: Member State 
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Annex 22 (a): Vessel Identity Swap 


The Panel investigated the then Panama-flagged Mouson 328 (IMO: 9021198) in light of numerous 
indicators of suspect activity that included: a suspicious May / June 2019 voyage to DPRK waters 
(see figure 1); four months of unexplained dark activity from November 2019 to March 2020 at a 
shipyard in Fujian Province, and the vessel changing out its identifiers after re-appearing in March 
2020 and sailing as the MOuson in the direction of the Yellow Sea (see figure 2). Panama confirmed 
the vessel was deleted from its registry on 29 August 2020. The vessel also conducted other voyages 
with AIS transmission gaps outside of these periods. 


Figure 1: Mouson 328's voyage, May/June 2019 
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KO: 
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Shantou 
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Î Yulin ; 
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Source: Windward, annotated by the Panel 


21-01647 147/427 


S/2021/211 





Figure 2: ‘Mouson 328’ changing its identifiers, March 2020 
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se | Ë China 
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E1 Name Change 
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02200 Y Draf: Change 








Source: Windward, annotated by the Panel 


In the course of its investigations, the Panel noted an attempt in late 2019 to register the Mouson 
328 under a new IMO number as the newly built Dominica-flagged Cherry 19. After the Mouson 
328's suspicious voyages to DPRK waters between May and June 2019, the vessel sailed to a ship- 
yard in Fujian Province, China. Imagery of the Mouson 328 from July to November 2019 shows 
that the vessel was likely modified at the shipyard (see figure 3). The next AIS transmission of the 
Mouson 328 sailing as a Dominica-flagged vessel named Cherry 19 was as the vessel entered the 
waters of Bangkok port, Thailand, in late November 2019. Photographs taken of the vessel show 
the initial assigned IMO number of the Cherry 19 painted on the vessel’s bridge but the IMO 
number belonging to that of the Mouson 328 painted on its stern (see figure 4). The vessel was also 
photographed with two white containers located at the vessel’s stern, similar in location to the 
containers captured on satellite imagery at the shipyard in late 2019. Maritime authorities withdrew 
the IMO number initially assigned to the Cherry 19 following evidentiary inconsistencies. 
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Figure 3: Mouson 328 re-painted, September / October 2019 


Imagery Date: 9/16/2019 


L 
White containers on 
stem 





Source: Google Earth, annotated by the Panel. Coordinates: 26°50'28"N, 119°41'20"E 


Figure 4: IMO number inconsistencies, with the Cherry 19’s initial issued IMO number at the 
bridge (top) and the Mouson 328's IMO number at the stern (bottom) 
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Source: The Panel 


The same maritime database registered the vessel’s last AIS capture on 7 November 2020 at a port 
at Samut Songkhram, (see figure 5) transmitting under its new identity as the Thai-flagged Smooth 
Sea 29, essentially removing the historical data of the vessel as the Mouson 328. The Panel wrote 
to inform Thailand of the Smooth Sea 29°s location and the vessel’s use of fraudulent documentation 
as a likely cover for the Mouson 328. Thaïland responded that the Panel’s requests for information 
“have been duly conveyed to our relevant authorities in capital and are pending their consideration”. 


Figure 5: Smooth Sea 29 at Samut Songkhram, 7 November 2020 (EST) 






— hours, Thaïland 
| Thailand 
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Source: Windward, annotated by the Panel; Google Earth (insert image of Samut Songkhram dated 19 April 
2020), with a pinned location of 13°22'24"N,99°59'32"E where the vessel was last located on 7 November 
2020 EST, based on AIS signal transmission 
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High-resolution satellite imagery obtained by the Panel showed a vessel on 26 August 2020 
transmitting as the MOuson with a Palau-associated MMSI 511444000 matching the dimensions 
and features of the New Konk (IMO: 9036387), a vessel that had been previously proposed by the 
Panel for designation for delivering refined petroleum on multiple occasions to the DPRK and for 
conducting ship-to-ship transfers with another vessel that delivered its petroleum cargo to the 
DPRK"?. 


Current investigations suggest that the Mouson 328, in registering itself first as the Cherry 19 and 
then as the Smooth Sea 29, based on fraudulent documentation, appeared to allow another vessel, 
the New Konk, to assume the Mouson 328's identity while also creating fusion issues resulting in 
the New Konk appearing as the Mouson 328 on commercial maritime databases. 


The Panel wrote to Star Emperor Ventures Limited (hereafter “Star Emperor”), the vessel’s regis- 
tered owner since May 2019 and its management company, Pacific Expert Global Ltd (hereafter 
“Pacific Expert”). Both entities are listed as incorporated in the British Virgin Islands, with Star 
Emperor listing Pacific Expert, the vessel’s manager and operator based in Kaohsiung, Taiwan Pro- 
vince of China!}, as its care-of address. 


According to Mr. Yang, who stated he was the Director of both Star Emperor and Pacific Expert, 
Star Emperor purchased the Mouson 328 on 10 May 2019 and sold it a few months later on 26 July 
2019 to Rui He (HK) Marine Co, Limited, given various technical issues with the vessel. The vessel 
was for delivery to a buyer in Fu’an, Fujian Province, China. According to Mr Yang, the vessel was 
to be sold for scrap following delivery. Mr Yang stated he acquired the vessel “for high sea 
bunkering to Chinese fish vessel operating in east coastal of North Korea” (see annexes 22 (b) to 
(c)). During the time of his possession of the vessel, “There were no business connection with 
DPRK and also vessel never entry to any DPRK port”. The Panel notes that as AIS transmission 
was not captured between 29 May and 5 June 2019. 


According to information provided by the Panamanian authorities, the vessel was registered under 
its flag from 4 October 2018 to 20 February 2019 sailing as the Angel 126 and flagged again on 17 
May 2019 until 29 August 2020 sailing as the Mouson 328. Panama provided vessel positioning as 
well as other information to the Panel, including the periods where AIS was not transmitting. 
Panama confirmed it deleted the Mouson 328 from its ship registry on 29 August 2020, in line with 
its responsibility “to suspend or delete any document related to the ships registered in the merchant 
navy of Panama, whenever their owners have failed to meet their obligations under Panamanian 
law and the relevant international treaties ratified by Panama”. 


Source: The Panel 





? Paragraphs 27, 28 and 62, S/2020/691. 
5 While Star Emperor was no longer listed as an active company based on information from the International Maritime 
Organization, Pacific Expert was still listed as active. 
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Annex 22 (b): Letter from Pacific Expert Global Limited 


From: Me Yan the owner of Mouson 328, Pacific Expert global Limited 
To : 1718 Secretariat United Nations New York, USA DPPA 19173671525 
Sublect: outgoing communication #444 from the POE DPRK to Pacific Expert 
Date : 14° Dec 2020 


Statement of fact 


To whom it may concern 


1, Mr Yang Es] Chinese nationality, was the director of both Star Emperor 
Ventures Ltd and Pacific Expert global Ltd. Star Emperor Ventures Ltd purchased 
Mouson 328 with IMO 9021198 dated on 10° May 2019 for high sea bunkering to 
Chinese fish vessel operating in east coastal of North Korea. This is a seasonal fish 
heaven for squeezers from moth of May to September each year. To support fish 
vessel operation, | have decided to engage a tanker and delivery bunker to fish 
ground for Chinese fish vessels. 


Mouson 328 delivered to Star Emperor on 13° May 2019 at 12:00 at Kaohsiung and 
commenced the mentioned business on 25° of May 2019. 


Cbrdlgag 20c dre ia tendres problem on this 





152/427 21-01647 


S/2021/211 





After delivery to Rui He(HK) Marine Co, limited, we have no update information 
on vessel status. In our agreement, vessel was supposed to be scrapped after 
delivery to buyer. 
All shipping documentation including but not limited to customs documentation 
1). Voyage memo attached with cargo quantity discharge, name of fish vessel, 
voyage number, and date of discharge, 
As the nature of business out of territory water, there were no custom clearance 
required. 
5. Information and full contact details of counterparties involved in any shipment of 
petroleum cargo to DPRK 
We confirmed again there were no any parties involved in DPRK. 
Copy of all correspondence —-- Not applicable as no relation to DPRK 
Copy of crew list —- Attached with crew list 
Method of payment for any petroleum cargo delivery to DPRK -—- No applicable 
Pacific Expert is co-located with Gold Advance Corp 
Pacific Expert Global Limited has rented à table from Gold Advance Corp in 
Taiwan for DOC purpose. Thereof the operation office for Pacific Expert Global 
limited had same address as Gold Advance Corp. 
10. Nature of pacific Experts commercial relationship with Gold Advance 

As mentioned above, Pacific Experts rent a table from Gold Advance in Taiwan for 

DOC{document compliance) purpose. 


np sp 


List of document: 

Document of compliance for Star Emperor Venture limited 
Protocol of Delivery 

Bill of Sale 

AIS tracking printout 

Voyage memo for voy no.1 and voy no.2 

Crew List for Mouson 328 

Office rental agreement between Pacific Experts and Gold Advance 
Bill of Sale for Mouson 328 

Protocol of delivery for Mouson 328 


SRE WIN © 


Source: The Panel 
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Annex 22 (c): Documentation relating to the sale of the Mouson 328 (IMO: 9021198) 
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Annex 23 (a): Sanctioned tanker New Regent (IMO: 8312497) masquerading as the 
‘Hang Yu 11° 


On or around 29 June 2019, a vessel masquerading as ‘Hang Yu 11° sailed from the Luoyuan Bay 
area in China to meet with a ROK:-flagged tanker (“Tanker A”) in a failed attempt at ship-to-ship 
transfer of refined petroleum. A few days earlier, Tanker À had engaged in a ship-to-ship transfer 
with the Yun Hong 8 (MMSI: 413459380), a vessel which delivered refined petroleum to the DPRK. 
The following lists several indicators the Panel notes that should inform the process of due dili- 
gence in verifying the identity of the ‘Hang Yu 11°. Relevant extracts of the vessel owner’s response 
are at Annex 23 (b). 


(à) Identifier concerns and suspicious AIS track 


AÏS tracking on a specialized maritime database website shows a suspect vessel (MMST: 356393000) with 
incomplete / invalid identifiers sailing up to Tanker A on and around the date, 30 June 2019 (figure 1). 


Figure 1: A vessel with invalid identifiers sailing 


© * . 


to meet Tanker À, 29 June 2019 (EST) 








Source: Windward, annotated by the Panel 


(üi) Photographs 


Independent satellite imagery analysis indicates that the dimensions of the ‘ Hang Yu 11° match the New 
Regent. 


Various photographic comparisons of the ‘Hang Yu 11° and the New Regent indicate they are the same 
vessel!#. 





14 The Panel analyzed several images from various sources in making its determination. 
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Additional photographs subsequently obtained by the Panel show the ‘ Hang Yu 11° painted over the ves- 
sel’s embossed name, the New Kopex (figure 2). The New Kopex is the name the vessel used until 2011, 
before the vessel was re-named the New Regent. À wide variety of commercial maritime databases provide 
historical names of vessels that assist due diligence in vessel searches. Additionally, the vessel’s painted 
over IMO number is that of the New Regent. 


Figure 2: Painted over identifiers of the New Regent 





Source: Member State 


(à) Documentation checks 


Ship documents of the ‘Hang Yu 11” used as proof that it was the Panama-flagged vessel with IMO 
number 8694194 (Document 5-1-3) are clearly outdated documentation. The ‘ Hang Yu 11’ (MO: 8694194) 
has since March 2018 changed its flag and ship name as can be found on the International Maritime Organ- 
ization’s website. 


Togo-flagged Xin Sheng (formerly Hang Yu 11) 


The actual Hang Yu 11, sailing as the Togo-flagged Xin Sheng (IMO: 8694194) registered an AIS 
transmission gap between February 2018 and April 2020 on a commercial database platform. The 
Chinese manager and operator of the Xin Sheng confirmed that following a salvage incident the 
vessel was laid up for repairs between March 2018 and May 2020 at a shipyard in Zhoushan, China 
(figure 3). This confirmation is consistent with publicly available information on the vessel having 
drifted aground in February 2019 and of its subsequent auction in China in September 2020 follow- 
ing repairs. 
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Figure 3: Class Society’s Statement of the Xin Sheng (formerly Hang Yu 11)) (MO: 8694194) 


Source: The Panel 
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ClassiBS 


ISTHMUS BUREAU OF BHPPNG 


From: IBSCHINA December 16, 2020 
To: Whom maybe concemed to 
This is to certify that MV XIN SHENG flying with Togo flag, IMO No.8694194, 


keel laid on 19-Jan-2012, previous name is MV HANG YU 11 with Panama flag, 
the history of slip as follow: 


1, Registered under Panama flag and named MV HANG YU 11 from 01-Jun-2016. 
2, Entered into Zhoushan Haizhou Shipyard on 11-Mar-2018. 

3, Registered under Togo flag on 21-Mar-2018. 

4, Canceled from Panama flag on 06-Apr-2018. 

5, Slip still repaired and laid up at Zhoushan Haizhou Shipyard from 11-Mar-2018 


to 14-May-2020. 
6, ClassIBS carried out re-activate survey from 14-May-2020 to 24-May-2020, and 
issued certificates for ship on 24-May-2020. 


ISTHMUS BUREAU OF SHIPPING 


Room102, 34-2 Huale Street, Zhongshan Distnct, Dahan, 
Phone: (86) 411-52772390 Farc (86)411-82772293 
d http www bschina org hitp:lhwara c'assi 
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Annex 23 (b): Excerpts on response on due diligence measures and documentation as 


provided by the owner of the ROK-flagged vessel 


B) Notifed by the buyer that HANG YU 11 departed from Ningde port in China on 29 Jun 2019, would be 


arrived around 0100LT on 30 Jun 2019. Thus, the suspicious vessel would be Hang yu 11 


3) Confirmation of ship-to-ship transfer(s) (amount, type and description) berween BE: Hang 
yu 11 and if such transfer(s) of occurred on other occasions. 


On the 30% of June 200 SE Hang yu 11 that departed from Ningde, China. We investigated 
this vessel with all information we received beforehand through the best available sources we could access. We found 
that it appeared not listed on the sanction and not related to any suspicious activities 1s involved. We much more carefully 
looked into this vessel since the type of vessel was a tanker and the bigger amount of product it requested. When it 
approached our vessel, our captain and other responsible crews thoroughly conducted with our manual and calls to check 
with our office many times. 


The external appearance when we looked was appropriate as the information given. It has its name engraved 
on the hull. When communicated with their crews, we did not notice decent accents of related countries on the 
sanction. 


We requested other supplementary information such as seafarer’s book, ID card, certificate of registration, and 
pledge. The certificate of registration was the same as we received before. This was to make sure tlus vessel 
was equipped with all documents and we regarded this vessel to be a normal operation vessel. 


However, they spent a lot of time passing on their ID which brought attention to have our doubts. The condition 
of the sea was getting worse and possibly caused to have damages on our vessel. 


We instructed our captain to unberth and cancel the operation, ended up forcedly unberthing the vessel by 
cutting the rope while they kept denying to unberth. 


4) Copies of all documentation and information collected on board the Hang yu 11; 


A) Report by BE 
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B) Copies of all documentation 


i. Certificate of vessel’s nationality 














*Panel comment: The above documentation does not belong to the vessel in question as featured at Annex 23 


(a). 
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ül  Handwritten Letter of pledge 










Letter of Pledge 
A'WWMewG [au F AD) 
J The discharging destination of our vessel, Hang Yu 11, will 
b 4, i be in Jiangsu province and ensure that we are not providing 
u? VD PO EST A the fuel to any vessels related with North Korea 
Li DAS HN #4" ' « - i ri ” 
NALE … Will be off the coast of Jiangsu province 








2019.06.30 
Master, Jang Hwa 


*Boxed comment annotated by the Panel as reflected in the Chinese text 


iü.  Photograph of Hang Yu 11 
<Vessel’s Hull> <Vessel’s name : Hang Yu 11> 





Source: ROK-flagged tanker owner 
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Annex 24: Response from Ming-Fa Attorneys at Law on behalf of Uniform Shipping 
Co Ltd!° 


MING-FA ATTORNEYS AT LAW 





Received by the Panel 
via email on 17 Nov 16, 2020 


December 2020 


To Panel of Experts of UN Security Council Sanctions Committee on Democratic 





People's Republic of Korea (DPRK) 
Dear Panel of Experts, 


As entrusted by Panama-flagged tanker Infinite Luck (IMO : 9063811) shipowner, 
| LE also known as registered owner of Uniform Shipping Co. 
Ltd.(hereafter Uniform Shipping), we Ming Fa Law firm are here to clarify the issue 
addressed in the midterm report established by Panels of Experts pursuant to 
Security Council resolution 1874 (2009) on 28 August 2020, affirming a ship-to-ship 
oil transfer between vessel Infinite Luck owned by Uniform Shipping, and à North 
Korea vessel Myong Ryu 1 (IMO: 8532413) in the East China Sea on 10 January 2020. 
The incident of involving vessel Infinite Luck in a ship-to-ship transfer was with the 
Chinese "Mingbo No. 5" tanker. In earty Oct 2020, Uniform Shipping acquired the 
acknowledgement that DPRK-flagged tanker Myong Ryu 1 was disguised as Chinese 
Mingbo No. 5 tanker only after the midterm report of the resolution 1874 (2009) was 
published on 28 August 2020. As per our earlier discussion, Uniform Shipping 
hereby entrusted our firm to provide the following evidence in proving how Infinite 
Luck was deceived to conduct a prohibited fuel transfer for further committee 
investigation. 


Uniform Shipping is a private company registered in Hong Kong represented by 
Hong Kong Secretary Service Company - "Standard Business Ltd.” working as the 
designated agent. The owner of the corporation SEM ang, who lives in 
Taiwan. The address registered in Hong Kong belongs to the Secretary Service 
Company, not the actual operating office. The headquarter of Uniform Shipping is 
located at 11F.-5, No. 12, Fuxing 4th Rd., Qianzhen Dist., Kaohsiung City 806, Taiwan 

in Kaohsiung Software Technology Park. The above information can be 
confirmed by the company’s annual declaration form issued by Hong Kong 
Government (see annex 1). 





5 According to the legal firm, Mr Wang of Uniform Shipping, the /nfinite Luck's owner, was only made aware of the incident following 
publication of the Panel’s report in October 2020. The Panel notes that no contact details on Uniform Shipping / Mr Wang were 
easily available. The Panel sent a letter to Uniform Shipping through two email addresses obtained by the Panel that Mr Wang had 
used in his past business correspondences. Uniform Shipping’s listed address was obtained from the Uniform Shipping’s 2019 Annual 
Returns records from the Hong Kong corporate registry, which typically list the contact details of the company providing corporate 
registration services and not that of the owner. The Panel notes there was no Qianzhen District, Kaohsiung City address on the 
attached form provided by the legal firm. 
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On 2 December 2019, Uniform Shipping signed a short-term diesel freight 
forwarding service contract, stipulating that from 10 December 2019 to 10 February 
2020 (two-month period), Infinite Luck was appointed solely to transport diesel for 
Hyuen Trade Ltd. (hereafter Hyuen Trade). The total freight expense is 0.98 million 
in RMB dollars (see annex 2). Based on the agreement, Uniform Shipping started 
shipping diesel to Chinese Mingbo No. 5 tanker on 10 January 2020. Mingbo No.5 
tanker had not been designated by UNSC Sanctions Committee, and only until the 
midterm report established by Panels of Experts pursuant to Security Council 
resolution 1874 (2009) on 28 August 2020 was it identified as DPRK-flagged tanker 
Myong Ryu 1. 


Hyuen Trade assigned Infinite Luck to conduct ship-to-ship transfers to 
designated vessels, are all Chinese fishing auxiliary vessels. Before allowing each 
freight forwarding delivery to take place RE ane, the person in charge of 
Uniform Shipping, would ask for a photos of the receiving ship to be sent back to 
office (headquarter),andpassed these photos through company's operation staff to 
Hyuen Trade staff, in order to confirm the ship. Therefore, Uniform Shipping still 
kept this these photos which clearty showed that the vessel was in disguise as 
Chinese Mingbo No. 5 tanker (see annex 3). In addition, after the delivery was 
completed on 10 January 2020, Infinite Luck, in compliance with Uniform Shipping 
standard operation procedure, would require Mingbo No.5 Master to sign “Bunker 
Delivery Receipt” and verify that diesel oil entrusted by Hyuen Trade to be carried by 
Infinite Luck had been delivered to Mingbo No.S (see annex 4). This Bunker 
Delivery Receipy can also prove that Infinite Luck had no intention of engaging illicit 
shipping practices with North Korea vessels and always took appropriate due 
diligence measures. 


TT 


In 2019, Infinite Luck tanker had some maintenance and repairing at Shenyin 
Shipping Engineering Co., LTD (hereafter Shenyin Shipping) in Fujian, China, and a 
total fee of 1.05 million RMB dollars was incurred. Since Hyuen Trade had to pay 
0.98 million RMB to Uniform Shipping, Uniform Shipping instructed Hyuen Trade to 
payonits behalf, The fact that Shenyin Shipping receiving the payment from 
Hyuen Trade can be proved by the receipt (see annex 5), which also indicates the 
fact that Infinite Luck was working in accordance with Hyuen Trade’s instructions to 
transport diesel, and at that time Infinite Luck crew and Uniform Shipping shipowner 

Wang didn't know Mingbo No. 5's concealed identity as DPRK-flagged 
tanker Myong Ryu 1. 


21-01647 163/427 


S/2021/211 





Based on the above information, it is explicitly clear that Infinite Luck would not 
have known the true identity of Chinese Mingbo No. 5 tanker prior to the delivery 
taken on 10 January 2020, and the crew of Uniform Shipping and Infinite Luck had no 
subjective intention to transport diesel to North Korea vessels. lIfthere are any 
doubts that need to be clarified, please contact us anytime and we will fully assist 


Uniform Shipping to cooperate with further investigation. 


Sincerely yours, 


Ming Fa Law Firm SERIE SP 





Annex 1: Uniform Shipping Co. Ltd.'s annual declaration form 


Annex 2: The short-term diesel freight forwarding service contract signed between 
Uniform Shipping Co. Ltd. and Hyuen Trade Ltd. 

Annex 3: Myong Ryu 1 in disguise as Chinese Mingbo No.5 on 10 January 2020 
Annex 4: Shipping order signed by Mingbo No.5 shipowner 

Annex 5: Receipt from Shenyin Shipping Engineering Co., Ltd. to Hyuen Trade Ltd, 


Nov 16, 2020 
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Excerpts of Relevant Annexes of Photographs and Documentation provided relating to the com- 
pany”’s due diligence measures 








Annex 3 





Mingbo No.5 


Mingbo No.5 
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Source: The Panel, boxed comments are annotated by the Panel. 
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Annex 25: Additional non-DPRK vessels delivering refined petroleum products to the 
DPRK from May 2020 to October 2020 


Despite the majority of the vessels listed below no longer registering a flag and having no updated ownership 
information on maritime databases, the vessels continued to trade in international waters, obtaining their 
refined petroleum supplies for delivery to the DPRK. 


The An Ping, Rich United, Heng Rong, Xin Hai and Xing Ming Yang 888 were not flagged when they were 
reported delivering refined petroleum in the DPRK, with the last three tankers sailing without a flag for over 
a year while continuing to trade. 


The Heng Rong, Xin Hai and Xing Ming Yang 888 had their management companies dissolved or struck off 
on the Hong Kong company registry at least a year before these vessels engaged in sanctionable deliveries 
of unreported refined petroleum. None of these entities had updated ownership information on maritime data- 
bases. The An Ping and Run Da were sold around the time they were recorded delivering refined petroleum 
at Nampo, with the An Ping sold to an undisclosed buyer and the Run Da not reporting its sale. 


(i) An Ping (MO: 7903366) 
The An Ping, formerly Sierra Leone-flagged, delivered unreported refined petroleum to the DPRK and was 
recorded on satellite imagery berthed at Nampo on 8 July 2020 (see figure 1). The vessel also delivered 
refined petroleum on at least two other occasions in June 2020!6, The Sierra Leone Maritime Authority con- 
firmed the vessel was de-registered on 2 July 2020 on the grounds of the vessel’s sale, shortly before it 
conducted a port call at Nampo. 


Figure 1: An Ping delivering refined petroleum at Nampo, 8 July 2020 


M/V AN PING Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:07 E 


Petroleum 
delivery line 


SB693481 





Source: Member State 





16 Annex-21. 
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The An Ping was recorded on a maritime database as sold to an undisclosed buyer!? in July 2020. The vessel 
has since been sailing as flagged unknown. Over the period the An Ping was reported to have delivered 
refined petroleum to the DPRK, it recorded a month long AIS transmission gap between June and July 2020, 
with no further transmissions since August 20208. The vessel also conducted other suspect voyages with 
AIS transmission gaps outside of the above-mentioned occasions. Lack of AIS transmission while carrying 
re-stricted or banned commodities in affected waters has been recorded in the Panel’s reports as a regular 
feature in vessels that have conducted illicit activities. 


The An Ping's registered owner, ship manager and operator, Spring Gain International Ltd, incorporated in 
the British Virgin Islands, was recorded on the same maritime database as no longer active. The Panel wrote 
to the Document of Compliance (DOC) company holder, Gold Advance Corp (hereafter “Gold Advance”), 
registered in Samoa and based in Kaohsiung City, Taiwan Province of China. Gold Advance responded that 
there was a change in ownership of the company and that the present owner “On the day of cancellation ship 
management contract ... did not work as DOC holder for An Ping”. A Bill of Sale provided to the Panel 
showed the vessel was sold in May 2020 by Spring Gain International to a Ms Gong with an address at Shishi 
City, Fujian Province, China. According to the current management, “While previous management team 
planned to close the Gold Advance Corp., to avoid direct cost impact to shipowner by closing Gold Advance 
Corp., the current management was invited to take over ..…. Instead of asking owner to change to other DOC 
company … and this can save amount of expense for shipowners...”. Elsewhere in its letter, Gold Advance 
stated, “As far as we know, and the information from previous management team “... this DOC work service 
is that they provide ship’s safety management manual and procedure to ship for safety management quality 
implementation and meets ISM Code”. See Annex 5(a) for relevant attachments. 


(ii) Heng Rong (MO: 7913098) 
The Heng Rong, unknown-flagged since October 2018!°, delivered unreported refined petroleum to the 
DPRK and was recorded on satellite imagery on 6 August 2020 and on 23 August 2020 laden at Nampo Lock 
Gate (see figure 2). 


Figure 2: Satellite Imagery of the Heng Rong (IMO: 7913098) in August 2020 outside Nampo, DPRK Lock 
Gate, DPRK 


MT HENG RONG Laden 
Outside Namos Lockgate 


23 AUG 2029 
55 AZ t4N 12488 078 





Source: Member State 





17 IHS Markit. 
18 All records unless otherwise stated in the report are as on December 2020. 
1 De-registered from Sierra Leone flag registry due to outstanding dues. 
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The Heng Rong recorded an unaccounted 3-month gap in AIS transmission between July and October 2020, 
covering the above-mentioned dates when the vessel was reported to have been in the DPRK. 


A Member State reported to the Panel that during this period, and between port calls to the DPRK, the vessel 
conducted a ship-to-ship transfer on or around 15 August 2020. In September 2020, the vessel was photo- 
graphed by the Member State during its haïl and query with a changed name “Aoshen 777” displayed on its 
superstructure (see figure 3). Maritime databases have not recorded a change in the vessel’s name. 


Figure 3: Heng Rong changing out its name to Aoshen 777 while being haïled and queried, 14 September 
2020 


(U) M/T HENG RONG prior to changing displayed name 





Source: Member State 
Outside of this period, the Panel notes that the vessel had displayed a previous extended period of unac- 
counted for gap in AIS transmission , from March to June 2020 (see figure 4), suggesting the possibility of 


other illicit activities. 


Figure 4 Unaccounted AIS transmission gaps 






HENG RONG 
DARK ACTIVITY END 
Transmission were not received for 934 20h Om 
À Dar sctvity start À “Dark activity end 
06 March 2020 0230 “07 June 2020 23:32 
Speed 5 9 kn Speed 7.1 kn 
Headng 028 Heoding 208 













Garzhou 
Guilin 


Longyan 


Liännan  Shaoguan 


Source: Windward, annotated by the Panel 
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In January 2021, Sierra Leone noted in an official letter notifying that the Heng Rong was reportedly using 
fraudulent certificates supposedly issued by the Sierra Leone Maritime Administration to continue to operate 
(see Annex 5(b). 


The Heng Rong's registered owner, ship manager and operator, Bansda Shipping Co Ltd recorded on the 
International Maritime Organization’s website was dissolved on the Hong Kong company registry’s database 
on 2 February 2018, indicating a likely transfer of ownership that was not updated. 


(üii) Rich United (IMO: 9129213) 


The Rich United (MO: 9129213) was recorded on satellite imagery at Songnim on 13 June 2020 (see figure 
5). The vessel also delivered refined petroleum on at least one other occasion in May 2020. A commercial 
maritime database platform showed the Rich United with several days of unaccounted gaps in AIS transmis- 
sion during the dates of the suspected port calls at Nampo, DPRK. The vessel had also exhibited other periods 
of unaccounted AIS gaps outside of this period. 


Figure 5: Rich United delivering refined petroleum at Songnim, 13 June 2020 


MIV RICH UNITED Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





Source: Member State 


The Rich United was unknown flagged during these times of reported delivery. The vessel was recorded 
flagged under the Cook Islands for a year and de-registered on 4 May 2020. The International Maritime 
Organization listed the vessel as Mongolian-flagged on August 2020, sailing as the Xin Hai’!. In response to 
the Panel”’s enquiry, Mongolia confirmed the vessel was not registered under its ship registry during the time 
indicated by the Panel of Experts report. Mongolia registered the vessel on 5 August 2020 and “... started 
using radio-communication number MMSI 457 206 000. Before registering the vessel , the Maritime Admin- 
istration has run through all the necessary procedures and found no facts or information on violation of the 
UNSC relevant resolutions and sanctions. As the former owner (Rich United Trading Limited) of the vessel 





20 Annex 21. 
2! International Maritime Organization, December 2020. 
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“XIN HAT” has been changed and upon the request of the new owner the vessel “XIN HAT” de-registered 
from the Mongolian ship registry on 15 December 2020”. See also Annex-MS(c) and 5 (d). 


In the course of its investigations, the Panel noted several inconsistencies in AIS data transmissions on a 
maritime database platform. In December 2019, a vessel began transmitting positional information as the 
Taian under a Mongolia-associated MMSI number: 457206000. The Taian was initially transmitting without 
an IMO number. The Taian also transmitted on several occasions on the said MMSI at the same time as when 
the then Cook Islands’-flagged Rich United, was transmitting its then-issued MMSI number 518100674 (see 
figure 6), indicating these were two separate vessels. 


Figure 6: Taian and Rich United MMSPSs transmitting at the same time on various occasions 
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Source: Windward 


A vessel transmitting the Zaian’s Mongolia-associated MMSI number and call sign JVYBS sailed to 
Quanzhou port area on 25 or around August 2020 (EST), where it began transmitting the Rich United’'s IMO 
number. The vessel had changed its name from Taian to Xin Hai a week earlier prior to entering the port area 
(see figure 7). The Panel sought Mongolia and China’s assistance into the AIS transmission discrepancies. 
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Figure 7: Identifier changes to the Xin Hai, August 2020. 


18 August 2020 20:26 

[Heat sion changed: trom 185 to svmH7 
[£]Name changed: from TAIAN to XINHAI 
© ETA changed: from N/A to 160946286000 
Ÿ Draft changed: from N/A to 5.7 





Source: Windward, annotated by the Panel 


Mongolia replied that the “TAI AN? (IMO 8676324) was registered with its ship registry from 17 March to 17 Sep- 
tember 2015, using the MMSI: 457 206 000. “Upon the registry’s expiration, the same radio-communication equip- 
ment/number is being used by the newly registered vessel. Accordingly, the radio communication number formerly 
used by “TAI AN” has been transferred to the vessel “XIN HAT” registered in 2020, thus may be caused a similar 
situation for both vessels”. 


China replied that the ““Rich United” is a wrong name, which should be “Swift” according to its MMSI 
number. There is no record of this vessels entering or leaving Chinese ports.” 


The Panel’s prior investigations into the Rich United listed the vessel as registered under Mongolia’s ship 
registry before, between June 2017 and May 2019, sailing as the Swift. Panel research, also corroborated by 
Mongolia’s reply, listed the Swift with MMSI number: 457451000. It would appear, based on Chinese 
response, that the vessel was transmitting its historical MMSI number associated with the Swiff when it was 
at Quanzhou port area in late August 2020. 


The Rich United’s registered owner is the Seychelles incorporated Rich United Trading Ltd (hereafter “Rich 
United Trading”), listed under the care of address of EastAsia Shipping & Marine Service Pte Ltd (hereafter 
“ EastAsia Shipping’), a Singapore-registered company which has also served as the Rich United’s ship 
manager and operator since May 2019. Seychelles responded to the Panel. EastAsia Shipping has yet to 
respond to the Panel. Investigations continue. 


(iv) Run Da (IMO: 8511172) 


The then-Mongolia-flagged Run Da delivered unreported refined petroleum to the DPRK and was recorded 
on satellite imagery berthed at Nampo petroleum delivery pier on 29 April 2020 (see figure 8). The vessel 
also delivered refined petroleum at Songnim on 5 June 2020. The Run Da exhibited unaccounted AIS gaps 
on several occasions over a sample four month observed period (see figure 9), indicating the vessel may have 
conducted illicit activities outside of the above-mentioned dates. From 15 June to 15 August (EST), when the 
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vessel reappeared after two months without AIS signal, the vessel recorded a length change back to its orig- 
inal?? dimension, suggesting possible obfuscation of the vessel’s identity during the two months. 


Figure 8: Satellite imagery of the Run Da at Nampo port 


1 MAY 2020 


à M/V RUN DA Delivering Refined Petroleum 
. Nampo, North Korea 
38:42:54 N 125:21:59 E 





Source : Member State 





2? The Run Da's reported length change was from 114 meters to 98 meters. The vessel’s length is 98 meters. 
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Figure 9: Sample four months of the Run Da’s voyage route, April to August 2020 








Source: Windward, annotated by the Panel 


The Panel wrote to Mongolia and to the vessel’s Class Society. SingClass International Pte Ltd (hereafter 
“SingClass”)* informed the Panel that “Based on your complaint and report, our findings showed the owner had 
contravened our classification safety requirement and also breached the Mongolia Ship Registration Regulations by 
going out of the A1 trading region plus the breached of the UN Sanction Resolution. We have informed the Mongolia 
Ship Registry, which they had closed the ship registry with immediate effect. With Mongolia Registry closed, 
SingClass’s Statutory certificates for the vessel are now null and invalid and the vessel is out of our class at this point 
in time”. Mongolia reverted with additional documentation that the Panel is studying. 


Singclass subsequently informed the Panel that it obtained information the Run Da was sold on to Long River 
Shipping Limited based in Fuzhou, China, on 10 April 2020 and the month prior to the vessel”’s port call in 
the DPRK. As the transfer of ownership was not reported with the requsite de/re-registration of flag and 
certificate that typically accompany an ownership change, SingClass considered the non-reporting a 
deliberate attempt to falsely use the vessel’s old registry and its associated statutory trading certificates, 
which would be nullified with such a sale (see figure 10). 





# According to the Mongolian Ship Registry website, SingClass serves as the registry’s in-house technical arm. 
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Figure 10: Bill of Sale of the Run Da 





Source: The Panel 


Shun Fa Marine Limited (hereafter “Shun Fa Marine”), a Hong Kong incorporated company, is listed as the 
Run Da's group and registered owner, ship manger and operator since November 201924. The vessel had 
transferred ownership five months prior to its recorded delivery of refined petroleum at Nampo port in May 
2020 from Golden Sun Ocean Co Ltd to Shun Fa Marine Ltd, entities incorporated in Hong Kong, China. 
The Run Da’s Document of Compliance company holder and Technical Manager, Golden Lamp Stand 
Shipping Safety Management Consultant Co Ltd, a Kaohsiung-based company, has been with the vessel since 
2011. 


Publicly available sources list a Philippines” national (hereafter “Person P1”) is registered on the Hong Kong 
company registry as Director of Shun Fa Marine. Person P1 had also previously registered a company, 
Bayabas Shipping Co Limited, with the Hong Kong company registry and provided the same national 
identification number. In November 2019, Shun Fa Marine”’s shares were transferred to another Philippines” 
national (hereafter “Person P2”). Person P2 shares the same family name with person P1 and the Panel is in 
the process of determining the nature of commercial and / or family relationship between these individuals. 


The Philippines authorities provided the Panel with its interim investigation results. Its authorities confirmed 
there were no existing records in its national Business Name Registry and the Supply Chain database on 
Person P1 and his two companies. The Business Name Registry limits data to sole proprietors registered with 
the Department of Trade and Industry and the Supply Chain database limits data to logistics service providers. 
The Philippines Department of Justice and its National Bureau of Investigation have returned three 
derogatory records on Person P1 but have yet to ascertain whether the records pertain to the actual Person 
PI in question. Further investigations remain on-going on the subject. On 22 October 2020, a subpoena was 
issued to the subject at the listed address as contained in the Hong Kong Company Database records” 
provided by Person P1. The Philippines stated it would convey additional information it could provide to the 
Panel as they are made available. 





2% IHS Markit as on December 2020. 
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Xin Hai (MO: 7636638) 


The Xin Hai was unknown flagged during the time the vessel delivered refined petroleum to Nampo on 1 
September 2020. The vessel was flagged under Sierra Leone until November 2019. The vessel’s manager 
and operator Baili Shipping and Trading Limited was dissolved by de-registration on the Hong Kong corpo- 
rate registry in March 2018. Investigations continue. 


(v)  Xing Ming Yang 888 MO: 8410847) 


The unknown-flagged Xing Ming Yang 888 (IMO: 8410847) delivered illicit unreported refined petroleum 
products to the DPRK on at least two occasions, on 3 June 2020 (see figure 11) and 28 June 2020. The vessel, 
sailing as flagged unknown since November 2018, was recommended by the Panel for designation for having 
engaged in a ship-to-ship transfer with the Mu Bong 1 (IMO: 8610461) in 20187. 


Figure 11: Satellite imagery of the Xing Ming Yang 888 at Songnim port 





M/V XING MING YANG 888 Delivering Refined Petroleum 

Songnim, North Korea 

38:44:13 N 125:37:05 E 
— 









Source: Member State 


A commercial maritime database platform recorded the vessel as sailing under false identifiers and transmit- 
ting a Tanzanian associated MMSI: 677001712 at some point in May 2020 while in Chinese territorial waters 
near Luoyuan Bay area (see figure 12). The Panel has observed vessels conducting sanctionable and illicit 
activities often transmit false flags and other identifiers, including MMSIs, in an attempt to obscure their 
identity. While the vessel was in Chinese waters in December 2020, the Panel sought China’s assistance on 
information on the vessel including whether it entered port, whether the vessel was being detained and docu- 
mentation from the vessel including verification of the vessel’s identifiers. China responded that there was 
no record of the vessel entering or leaving Chinese ports. 





#% Paragraphs 15 to 17 and figure VII, S/2019/171. 
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Figure 12: Excerpts from a commercial maritime database platform showing the Xing Ming Yang 888's (MO: 
8410847) MMSI transmission. 





Source: Windward, annotated by the Panel 


During the time of the vessel’s reported delivery of refined petroleum to the DPRK, the Xing Ming Yang 
888's recorded registered owner, Xing Ming Yang (HK) Shipping Co. Ltd was already listed as a dissolved 
entity since June 2019 on the Hong Kong company registry, as was the vessel”’s listed operator, manager and 
Document of Compliance company holder, HK Qihang International Shipping Management Ltd. 
Investigations continue. 


Source: The Panel 
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Annex 25 (a): Letter from Gold Advance Corp, dated 10 January 2021 and extracts of 
its attachments 


21-01647 


To DPPA, United National, USA 
From Gold Advance Corp. 
Date 10 January 2021 


Subject: Reply on Outgoing Communication #443 from the POE DPRK to Gold Advance 
Corp (An Ping) 


Dear Sirs, 


We received a facsimile message from DPPA of United Nations New York, USA dated 
on 11 December 2020 stating the motor tanker An Ping suspectedly involving in DPRK 
incident. This message was received recently by forwarding from previous personnel 
ofthe company. 


First, we would like to advise that there was a management change of this company 
Gold Advance Corp. around 7 May 2020, including director position. We would like to 
express our concerns to you about this matter, and we hope to clarify by explaining 
below that the Gold Advance Corp. did not involve in DPRK operation. 


The previous Gold Advance Corp management decided to close their business and laid 
off their staffs due to bad shipping market in recent year, it is said some of shipowner 
closed their business due to the impact of COVID 19. As far as we know, and the 
information from previous management team, the company Gold Advance Corp 
provides ship management consultant for ships with Document of Compliance 
(hereunder called as DOC) issued by relevant registry flag. Basically, this DOC work 
service is that they provide ship's safety management manual and procedure to ship 
for safety management quality implementation and meets ISM Code. For the case of 
inspection in Taiwan, Gold Advance Corp also assist to rectifying 
the deficiencies in order to comply ISM requirement and port requirement. Currently 
Gold Advance Corp works as DOC company. The seafarer recruitment and technical 
repairing/supplying are done by owner or its appointed agent. Itwas understood that 
previous management team of Gold Advance Corp worked as DOC company only. 


While previous management team planned to close the Gold Advance Corp. to avoid 
direct cost impact to shipowner by closing Gold Advance Corp. the current 
management was invited to take over the Gold Advance Corp, instead of asking owner 
to change to other DOC company, so by this, DOC company won't be changed from the 
aspect of ISM Code requirement, and this can save amount of expense for shipowners 
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that already put their ships under Gold Advance Corp DOC. For information, the 
example of change DOC, the estimated cost including other certification would be 
reached to USD 10,000 to USD 16,000 for a ship to shipowner. 


While during Gold Advance Corp. change management, An Ping shipowner did not 
continue to work with us as they plan to change to other ship management (DOC) or 
sale the ship due to their various concern, however we did not know their final 
intention after that. There was a cancellation of ship management agreement made 
between Gold Advance Corp and An Ping shipowner Spring Gain to avoid future 
dispute. The Spring Gain International Limited are required to change ship 
management as earlier as possible after this cancellation letter signed. 


It was the time about in June that we heard the ship is going to delete from Sierra 
Leone. We have got Bill of Sale through owner after receiving your letter that the sale 
was made on 20 May 2020. It appeared that owner sold this ship on May 2020 after 


management cancellation. 


In addition, we did not know this company was inactive because in registry certificate, 
the shipowner still named Spring Gain International Limited, we thought this 
company does not have problem. 


As far as the reference we had in hand, we know this company director is named Gong 


We would also like to reply your question mentioned in your message as below: 


In page 2 

1) Confirmation that Gold Advance Corp served as the Document of Compliance (DOC) 
company holder for the An Ping (IMO: 7903366). Please confirm the dates and 
exact vessel services provided by your company and its associates. Please provide 
all supporting documentation; Copies of contracts and agreement between your 
company and the An Ping’s owner and / or representatives for services rendered 
to the Vessel; Please also provide information and full contact information for the 
owner 
On the day of cancellation ship management contract, Gold Advance Corp did not 
work as DOC holder of An Ping. Cancellation of ship management agreement is 
attached for reference. Owner reference available in our hand attached as well 


Page 2 


21-01647 


S/2021/211 





21-01647 


2) Information on the entity / individual the An Ping was sold to in July 2020 along 
with all documents related to this sale 
As per Bill of Sale provided from owner side, please see attached. 


3) Information and documentation of your company's involvement in the ship's 
sailing operation in 2020 and on any other occasion where the An Ping visited the 
DPRK 
Gold Advance Corp does not involve in DPRK operation as this company work on 
professional ship management for providing service of marine industry shipping 
standard. 


4) Copy of all communications (including through messaging platforms such as 
WeChat related to the instruction on the voyage routes and any port calls or visits 
to the DPRK? 

We did not have such communications as there is no involvement of DPRK operation 


5) Any other information that you might consider relevant to the Panel's work as 
mandated by the Security Council in connection with the above or other similar 
trade and / or facilitation activities in potential violation of the applicable 
resolutions? 

No. 


With regard to assisting your investigation on below questions: 


1. Nature of Gold Advance's relationship with Pacific Expert? 
We do not know this company or any relevant to our ship management. This is our 
first time hearing this company. 


2. Nature of Gold Advance’s relation with Winson Shipping Taiwan Co. Ltd. the 
vessel’s previous DOC company holder? 
As per the reference we had in hand while took over Gold Advance Corp. this company 
has no relationship with Winson Shipping Taiwan Co. Ltd. 


3. Information on whether Gold Advance Corp has in common with Pacific Expert 


any beneficial owner, office bearer, shareholder or employee, with full details if so? 
Gold Advance Corp has no relation with Pacific Expert of above. 


Page 3 


181/427 


S/2021/211 





4. Any other information that you might consider relevant to the Panel's work as 
mandated by the Security Council in connection with the above or other similar 
trade and / or facilitation in potential violation of the applying resolutions. 

No, however, if you have any further question, we would like to cooperate to answer. 


In final, we would like to stress that Gold Advance Corp. does not get involve in DPRK 
or participate anything related to DPRK. We provide this letter to you to support our 
statement with attachment. 


Attachment 

1. Change of director/shareholder of Gold Advance Corp 
2. Termination of contract with An Ping shipowner 

3. Gold Advance Corp DOC 

4. Owner reference (Spring Gain) 

5. Bill of Sale 

6. An Ping Deletion Certificate 


Gold Advance Corp. 
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Attachment No.1 change of director/shareholder of Gold Advance Corp 


21-01647 













Gold Advance Corp. SIRET APR2 TI 
Director's Resolutions Entered où the 7% day Of May 2020 
Consert is given by the amdersigned to the adoption of the folloning rocolutions 
Appoiniment ef IT WAS RESOLVED 
Déreetor: That Ms. Lis, appointed a6 Director of the Company 
with effect l following the signing of dress resoiutions 
sd head note that Mr. EU to resign 
immediately following the appointment of the now Director 
Resigration of RESOLVED 
Dieector That tbe resigmation of Mr, Chang, ph Director of 
the Company be accepted with effect immedimely following 
prsing Of he resobations 
Agpoiteect ef RESOLVED 
Secretary Thu Ms. Lis appoineed as Secsetary of the Company 
with effect i following tbe sigaiag 0 Cxse rosolutions 
end it had noted that Mr, Chang, resigned 
immediately follomiung the apposntiment 0 34 ery. 
Resigration af RESOLVED 
Secretary That dhe reshgnation of Mr. Chu M: Sccrctury of 


Transfer of Sharen 


Inmac of Share 
Certifcate(sr 


the Company be accepted with effect immedimtely following 
passng of Me rosolutions 

NOTED 

That che Coenpaery ad received aclvice of tbe following prupased 
transfer Of hors bn Ce capital Of Une Company - 


Ne, of Shares 
Mr. cos. ii OR 1.090 060 


RESOLVED 

That the afcresaid sure trendfer be approved had Ou upon récelqu 
by de Director of the duly executed intrumnents Of tram fer, details 
Ole new mondes be entered ln the Register of Mermbers md thumt 
Share Cerdficmte No. 1 be cancelled 


RESOLVED 
Jhat Shure Certificate be iswved signed by à Director of Uhe 
Company and uader de commen seal 21 falkrws 

Cent. No, 


Ac. of Shues 
» Ms. L 00,600 Ordinsry Shares 


FURTHER RESOLVED 
That the Director be authorised to witness the aflixing of the 
corames seal Lo Le now Sharo Carthfione 


Dsrectoe 
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Attachment No.2 Termination of contract with An Ping shipowner 


Mrs his A 2E 6 FI à HS TA 


AT" TT | Got Advance Corp 
CHA AS) | Spring Gain International Limited 





Ce t%e 2020 15 3 8 8 PME ET NUMT. An Ping)he ti #7 
1800 * EH M Re T + HF Ho * dE # f XE Ninit 
RTE: 


LE SE NUTE A BE ASS € ALAN ELA + 

2. CA RAF NAEM 4 M AEMAR ACIER * 6, Ad fe AE A4: fp 
HAS A 4462 MM LR KA + &,# à 9 4 6 M (DOC) - 

3. AR AIM NS EM : L'AEMI ENT — Mt: MMEUX 
#t-MeMEMAA « 

4 CHRRRAMERTISN : AR BMAAAMN : FHHYERR 
HA ÆAOBQUANESMNALCUHS Éd LYh ANA, 


PAC \ 
li €) | 
2 CASMG PRE AA À 9) LH RM RUE) 2 


Gold Advance Corp Spring Gain International Limited 
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Attachment number 5: Bill of sale 





Pasta Fr” tent Ma Li ma 
co Thon BILL OF SALE (Body Corporate) 





desc should be stmod) 








— 
| And as described in mare detail in fe Register Book. 
——— ne 
| 

We, (a) SPRING GAIN INTERNATIONAL LIMITED (hercinafter called “the Trmsferons”) having our principal place of business mt PO. BOX 957, 
OFFSHORE INCORPORATIONS CENTRE, ROAD TOWN, TORTOLA, BRITISH VIRGIN ISLANDS in consi ,000 (Renminbi Tec 
| Millioe Only } paid to us by (+) MS ven me La drateteme SHISHI CITY, FUJIAN ! 
PROVINCE, CHINA (hereinafier called “te 5)" Ge roceipt wherof is hereby [73 " particularty described, 
and in bouts and appurtenances, to tbe said Transforoe(s) 


Further, we, ie said Traasferors fer cursebres and our mxccessues covenant with the said Truasferco(s) and (e) its assigas, dat we bave parer t transfer is 
runs Lors be promses herembefore cupessed lo be tramsferred. and that he same are fre froe 4) il charters, mcumbeances, mertgages, uxes and martine liens 
an any other debes or claims whatwcever. 
| La mime abervof we have exscuded on Bu cé Sale ce) May 2020 

Sigrot, Sealed and Deliverod by Mr NG GAIN INTERNATIONAL LIMITED. 





0e Ne Lini ef Copa OÙ NA cure né aide) d'rnsdend vi fut deerqtes o be cne dhévden, né ins pate demo ea 
00 er, Oo” of. AO 0e big mcnabrmen md “one où ippes be Me rapey of end dy (0) Sages and description of witmennes, Le Donc, fonters, et dus de comes ous be 

NOFT - A pudeur d veagtund Dreub venet des men cttus à carpe vf ent De D of Soi es D rame a De Pos of Lans de digg 1 Gen poor ay mi res meer 

MIT: dates num © Momgagen ve nm à de engage De age c' Dm Sen dde dd er) Derge à rende en Oers per 


CPL ELR LILI), RUE UD.) 


m1 


Source: The Panel 
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Annex 25 (b): Letter from Sierra Leone Maritime Administration on the Heng Rong 
(MO: 7913098) on its reported use of fraudulent certificates 





Te Messrs. Tokyo Memorandum of Understanding - Tokyo Mou 
Messrs. Paris Memorandum of Understanding - Paris Mo 
Messrs. Mediterranean Memorandum of Understanding — Met MoU 
Mossrs. Indian Ocean Memorandum of Understanding — Indian Ocean Mot 
Messrs. Riyadh Momorandum of Understanding - Riyadh Mou 
Messrs. Black Sen Momorandum of Understanding - Black Sos Mol 
Messrs. Caribboan Momorandum of Undorstanding - Caribbean Mol 
Messrs. Abuja Memorandum of Understanding - Abuja Moy 


CC: SIERRA LEONE MARITIME ADMINISTRATION 


Dole: 29% of January 2021 
Transmitial No: SL-0218-21 


Official Letter 


Dear Sirs 
Ref MYV HENG RONG {IMO: 7913098) 
We would like to hereby communicale and inéorm that the above - menoned vossol is not rogistorod under Mis Administration 


due lo suspicions on violation of sanclions. Wo have been informed that the sbove-mentioned vessel ts using fraudulenty 
Codficates supposodiy lssund by Slorra Leone Mariärne Administration in ccder bo caf Ports and move froely, 





Ve would appreciate any assistance in combating suc) loyal actirities 


We direct all pertes to verity amy Certificate sssued by Sierra Leone Flag through our website: ww.slrrarad.corn and 
donniont view De verilication copy of he Certificate, In case the Certéicate cannot be verified, please contact SLMARAD 
rovait Imofhelnarad corn 


Yours Fañhfuiy 
The Undorsignect 


Place ordi Date où meurs SOON Y ET) 


Freetown, Sierra Leone, 29/01/2021 








RECER-& sorre Lecne Martire Acmnatraton - SLMARAD ss Qt 
22012021 iréofismoni com sw Smanaxt con Paye 1 of 1 


Source: The Panel 
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Annex 25 (c): Note verbale and unofficial translation from the Permanent Mission of 
Mongolia to the United Nations in New York 


MONGOLIA 


PERMANENT MISSION TO THE UNITED NATIONS 


6 East 77th Street, New York, N.Y. 10075 
Tel: (212) 861-9460, Fax: (212) 861-9464 


El 
(QK@S= 


NUB//2021 


The Permanent Mission of Mongolia to the United Nations presents its 
compliments to the Panel of Experts established pursuant to Security Council 
Resolution 1874 (2009) and has the honour to transmit information requested by 
the respective Panel via Note Verbale S/AC.49/2020/PE/OC.420. 


Taking this opportunity, the Permanent Mission of Mongolia to the United 
Nations would like to inform that the Note Verbale NUB/32/2020 regarding the 
vessel Subblic (IMO:8126082) and registration documents have been transmitted 
to the respective Panel on 27 May 2020. 


The information and documentation on the Rich United aka Xin Hai 
(IMO:9129213) are attached herewith. 


The Permanent Mission of Mongolia avails itself of this opportunity to renew 
to the Panel of Experts established pursuant to Security Council Resolution 1874 
(2009) the assurances of its highest consideration. 


P | 
? 26 Jahuary 2021 
‘4 New Y L 


méme 


Le 4, | 
Ho n E + 
: f 8.4; - 

| a HE | 


| 4. 


eme ser + ERP 


United Nations Security Council 
Panel of Experts established pursuant to the resolution 1874 (2009) 


New York 
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Non official translation 


Additional information 


The vessel "TAI AN" (IMO 8676324) has been registered to the Mongolian 
ship registry from 17 March 2015 to 17 September 2015. The vessel “TAI AN" de- 
registered from the registry as the vessel agent did not communicate to extend the 
registry. During its activities under the Mongolian ship registry, the vessel “TAI AN" 
was using radio-communication (MMSI 457 206 000) provided by the Mongolian 
Maritime Administration. Upon the registrys expiration, the same radio- 
communication equipment/number is being used by the newly registered vessel. 
Accordingly, the radio-communication number formerly used by “TAI AN" has been 
transferred to the vessel “XIN HA/” registered in 2020, thus may be caused a 
similar situation for both vessels. 


The vessel "XIN HAÏ" (IMO 9129213) have registered to the Mongolian ship 
registry on 5 August 2020 and started using radio-communication number MMSI 
457 206 000. Before registering the vessel, the Maritime Administration has run 
through all the necessary procedures and found no facts or information on 
violation of the UNSC relevant resolutions and sanctions. As the former owner 
(Rich United Trading Limited) of the vessel “XIN HA" has been changed and upon 
the request of the new owner the vessel "XIN HAÏ" de-registered from the 
Mongolian ship registry on 15 December 2020. 


Also, the vessel “XIN HAÏ" under the name “SWIFT” owned by “Frontlines 
Trading Co.Ltd” has been registered to the Mongolian ship registry on 3 August 
2017. Upon the request for the change of its affiliation the vessel has been de- 
registered on 24 May 2019. During that time the vessel “SWIFT” was using radio- 
communication number MMSI 457 451 000. 


Mongolian Maritime Administration has registered vessel “XIN HAÏ" on 2020 
as there were no records on vessel “XIN HA!" violating the UNSC relevant 
resolutions and sunctions during its registration period of the 2017 under Mongolia 


ship registry. 


The vessel “XIN HAI" was not in the Mongolian ship registry during the time 
indicated by the Panel of Experts report. 


Source: Member State 


The Panel notes the following: 


* Due to transmission issues, the Note of 27 May 2020 referenced on the Subblic was not received. 


** Documentation referenced in the Note Verbale on the Xin Haï are retained by the Panel. 
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Annex 25 (d): Deletion certificate of the Xin Hai (IMO: 9129213), 15 December 2020 


( ( 
MONGOLIA MARITIME ADMINISTRATION 


DELETION CERTIFICATE 


la8u6d under Mo provesons of 
Chapter 3 of ne Regutaons for Ragstration of Shps 2003 


48572096 


& ] 


RICH UNITED TRADING LIMITED 
306 Victoria House, Victoria, Mahe, Seychelles 


Description of V 
Huil mater 


ype © Vess: Year © P O Rogist: 
ON Tanker 1996 Cook Islands / RICH UNITED 


Let: FT 


l'aners 





issued at Singapore on 15 December 2020, 


The of the Mongolia Ship Registry, by the powers vasted therupon by the 
Dee es RS ES DS NSP ATEN EVE Ps Parpue br Cor ts 
Mongolia Ship Registry as on the date of dlogure 





Source: Member State 
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Annex 26: Letter from the Sierra Leone Maritime Administration on the de-registered 
status of vessels previously registered under Sierra Leone’s ship registry and of their 
reported fraudulent use of documentation 





- #, REPUBLIC OF SIERRA LEONE 





To: Messrs. Tokyo Mernorandum of Understanding - Tokyo MoU 
Mossrs. Paris Memoranchim of Understanding - Paris Mo 
Messrs. Mediterranean Momorandum of Understanding - Med Mol 
Messrs. Indian Ocean Memorandum of Understanding — Indian Ocean MoU 
Messrs. Riyadh Memorandum of Understanding - Riyadh Mol 
Messrs. Black Sea Memorandum of Understanding - Black Sea Mol 
Mossrs. Caribboan Momorandum of Understanding - Caribboan MoU 
Mossrs, Abuja Momorandum of Understanding - Abuja MoU 


CC: SIERRA LEONE MARITIME ADMINISTRATION 


Date: 26" of January 2021 
Transmittal No.: SL-0154.21 


Official Letter 


Dear Sks, 


Ref: M/V AN PING (MO: 7903366) ; MIV BONVOY 3 (IMO: 8714085) ! MYV DIAMOND 8 (IMO: 9132612) / 
MIV HOKONG (IMO: 9006758) / MIV NEW KONK (IMO: 9036387) / MIV UNICA {IMO: 8514306) 


We would like to hereby communicate and infor that the above - mentioned vessels are not registered under this 
Administration due to suspicions on violation of sanctions. We have been infoemed {hat the above-mentioned vessels are using 
fraudulentiy Cerlificates supposedly issued by Sierra Loone Maritime Administration m order to call Forts and move feoty 


We wouki approciaie any assistance in Combating such legal activities 
Ve direct all parties to verify any Certificate issued by Sierra Leone Flag through our website: waresimarad con ar 


donnioaŸ view the verification copy of the Certificate. in case the Certificals cannot be vesified, please contact SLMARAD 
through: infofèsbmarad.com 


Yours Falthäully, 
The Undersigned 


Place and Date of issuence (DOMMMIYYYY) 
Freetown, Slerra Leone, 26/01/2021 





RE.CER 2% Steres Leone Martins Adreinistration — SLIMARAL Issue ON 
22010071 nfedtstrmared con va Sfr. con Page tof 1 


Source: The Panel 
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Annex 27: Satellite imagery samples of unknown flagged non-DPRK vessels delivering 
refined petroleum at DPRK ports 


Bonvoy 3 (MO: 8714085) 





The unknown flagged Bonvoy 3 was captured on satellite imagery at a petroleum delivery pier in 
Nampo, DPRK, on 10 April 2020. The vessel was also reported by a Member State to have delivered 
refined petroleum on two other occasions during the period from January to September 2020. The 
Sierra Leone Maritime Authority confirmed that the vessel was cancelled from its registry on 12 
November 2019 (see also Annex 6). The Bonvoy 3 has the capacity to offload up to 22,557 barrels 
of refined petroleum products per delivery. The vessel was registered in November 2020 sailing 
under a new flag, a new name Fu Shun 3 and under new ownership and management with an address 
in Hong Kong, China. The flag state, Mongolia, under which the Fun Shun 3 was sailing, cancelled 
the vessel’s registration and all related certification issued to the vessel on 24 December 2020, with 
the stated reason as due to illegal activities involving the DPRK (see figure 1). 


M/V BONVOY 3 Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:02 E 


” = 
Petroleum 
Delivery Line 





Source: Member State 
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Figure 1: Cancellation form issue by the Mongolian Maritime Administration for the Fu Shun 3 
(formerly known as Bonvoy 3), IMO: 8714085 


MONGOLIA DS Gomme Dale 


SHIP REGISTRY ne 
MONGOLIA MARITIME ADMINISTRATION PRET 15141 
let: 976-11310642 
MONGOL LA MARITIME Fax: 976-11310642 
ADMRSTRATION Cancellation Form Email: info@ monmarad gov.mn 


Website- raw monmar2t go man 


By this means we inform that all certificates from MONGOLIA SHIP REGISTRY related to 





Name of Ship 








FU SHUN 3 


Have been cancelled by Administration ; due: illegal activities involving DPRK. 


[other reasons: 
INVALIDATED CERTIFICATES: 


ÉPROVISIONAL CERTIFICAT OF REGSTRY  | a9112088 
PROVISIONAL MINIMUM SAFE MANNING CERTIFICATE 49112088 
PROVISIONAL SHIP RADIO STATION LICENCE 49112088 
CARVING AND MARKING NOTE 49112088 


US SYNOPSIS RECORD CSR - 8/49112088 


TION OF MARITIME LABOUR COMPLIANCE PART | MLC-49112088 


























pus Ouve of Revihon: Page1ots 


Source: Member State 
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Hokong (MO: 9006758) 





The unknown flagged Hokong was captured on satellite imagery at a petroleum delivery pier in Songnim, 
DPRK, on 5 June 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from 
October 201926. The vessel was also reported by a Member State to have delivered refined petroleum on 
eight other occasions during the period from January to September 2020. The Hokong has the capacity to 
offload up to 27,000 barrels of refined petroleum products per delivery. 

See also Annex 26. 


M/V HOKONG Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





SU921783 


Source: Member State 





26 JHS Markit. 
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New Konk (IMO: 9036387) 





The unknown flagged New Konk was captured on satellite imagery at a petroleum delivery pier in Songnim, 
DPRK, on 2 July 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from 
October 201927. The vessel was also reported by a Member State to have delivered refined petroleum on 
seven other occasions during the period from January to September 2020. The New Konk has the capacity to 
offload up to 54,400 barrels of refined petroleum products per delivery. 

See also Annex 26. 


M/V NEW KONK Delivering Refined Petroleum 
Songnim, North Korea 
38:44:50 N 125:35:23E 








WH891876 


Source: Member State 


Source: The Panel 





27 IHS Markit. 
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Annex 28: Vessels of interest recommended by the Panel for designation within China”’s 
Coastal Waters, March to September 2020 


| Date | Vesselofinterest | General Location (from AIS) | 
1 
___25-Mar-20 | HOKONG |" 2455N11917€ | 
___26-Mar-20 | NEWKONK |" 2448N12000€ | 
____26-Mar-20 | HOKONG |" 2458N11924E | 
___26-Mar-20 | NEWKONK |" 2415N11902€ | 
7 NEWKONK | 
7 DIAMOND8 | 


7 
DIAMOND 8 
2 03-Apr-20 | NEWKONK |" 2219N11406€ | 
10 


0 

___27-May-20 | UNICA |" 2446Na845E | 
13 | o4iun-20 | UNIcA |" aan usa | 
1 

217-3020 | UNicA |" 24a6Naigase | 
2 28-Aug-20 | UNICA |" 2446N1845E | 
37-35N 122-30E 

13-Sep-20 
31 
37-17N 122-S1E 


Source: Member State 
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Annex 29: Examples of DPRK vessels delivering refined petroleum at DPRK ports 


Former foreign-flagged tankers that have transitioned to DPRK tankers?f and designated DPRK tankers con- 
tinue to deliver refined petroleum at various DPRK ports. These included the Kwang Chon 2 (former Sen 
Lin 01) (IMO: 8910378) and Sin P(h)yong 2 (former Tianyou) (IMO: 8817007) also continued to deliver 
refined petroleum to various DPRK ports. 


Designated DPRK tankers continue to obtain and deliver refined petroleum to the DPRK.. These included the 
Chon Ma San (IMO : 8660313), designated in March 2018 for ship-to-ship transfers in mid-Nov 2017 (see 
sample satellite imagery at figure 1), and the Pu Ryong (IMO: 8705539) formerly the Kum Un San 3 (see 
sample satellite imagery at figure 2), designated in October 2018 for conducting a ship-to-ship transfer with 
the New Regent on 7 June 2018. 


Figure 1: Satellite imagery of the Chon Ma San at a petroleum deliver pier in Nampo, DPRK, on 1 June 
2020 


M/V CHON MA SAN Delivering Refined Petroleum 
Nampo, North Korea 
38:42:54 N 125:21:59 E vo 





Source: Member State 


The Chon Ma San was also reported by a Member State to have delivered refined petroleum on three other 
occasions during the period from January to September 2020. The vessel has the capacity to offload up to 
24,000 barrels of refined petroleum products per delivery. 





28 Paragraph 26 of S/2020/840 
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Figure 2: Satellite imagery of the Pu Ryong (former Kum Un San 3) at a petroleum deliver pier in Songnim, 
DPRK, on 3 June 2020 


M/V PU RYONG Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36.48E 





GR991912 


Source: Member State 
The Pu Ryong was also reported by a Member State to have delivered refined petroleum on four other occa- 
sions during the period from January to September 2020. The Pu Ryong has the capacity to offload up to 


22,100 barrels of refined petroleum products per delivery. 


Source: The Panel 
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Annex 30: Non-Paper updates from Viet Nam on the Viet Tin 01 (IMO: 8508838) 


1. Relevant Vietnamese authorities have been thoroughly conducting investigation into the case related 
to vessel Viet Tin 01. However, the investigation has been faced with a number of challenges, 
including lack of access to the vessel due partly to the Covid-19 pandemic, and therefore has not yet 
found sufficient, conclusive evidence regarding the alleged violation by vessel Viet Tin 01 of related 
Security Council resolutions. 


2. Up to now, all the vessel crew were returned to Viet Nam. The Department of Maritime Affairs, 
Ministry of Transport of Vietnam, requested company Thuan Thien and company Viet Tin to fulfill 
their obligations towards the vessel crew. Company Viet Tin is currently steeped in financial diffi- 
culties and is unable to repair the vessel to return to Viet Nam or to liquidate it to cover all related 
payments to the port authority of Malaysia. The vessel now lies in atrophy in the area for unusable 
ships of the Malaysian port and has been unable to operate normally for a long time. 


3. Relevant Vietnamese agencies remain committed to resolving this case in a lawful and appropriate 
manner. In short term, the agencies, including Ministries of Public Security, Transportation and For- 
eign Affairs, will continue to have inter-agency meetings to discuss ways forward to address the 
case. We request that the Panel of Experts reflect in its upcoming final report the information 
provided by Viet Nam on the implementation of related Security Council resolutions regarding vessel 
Viet Tin 01. 


Source: The Panel 
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Annex 31 (a): T-Energy”s involvement in associated vessels engaged in ship-to-ship 
transfers with DPRK tankers 


The Panel wrote to relevant parties concerning the vessels” flag status, ownership, voyage routes, cargo de- 
tails, involved counterparties, port and customs information, transaction details and payment records. The 
following vessels conducted ship-to-ship transfers with DPRK-flagged tankers or with tankers that have a 
DPRK connection, in all cases with the alleged involvement of T-Energy, based on lead information from a 
Member State: 


(i) Unknown-flagged Sea Prima (aka Courageous) (MO: 8617524) with Saebyol (IMO: 8916293) and 
with Paek Ma (IMO: 9066978 ) on or around 25 September 2019; and with Sam Jong 1 (IMO: 
8405311) and Kum Jin Gang 2 (no recorded IMO number) on or around 24 August 2019. 

(ii) Malaysia-flagged Semua Gembira (aka JM Sutera 7) (MO: 9494917) with Saebyol on or around 2 
February 2019; and with Song Won (IMO: 8613360) and with Kum Un San (MO: 8720436) on or 
around 29 January 2019. 

(iii) Panama-flagged Ri Xin (IMO: 9121302) with Sam Jong 2 (IMO: 7408873) on or around 31 March 
2018. 

(iv) Then Panama-flagged Chan Fong (IMO: 7350260) with Chon Ma San (IMO: 8660313), on or 
around 17 March 2018. 

(v) Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) with Chon Ma San and with Kum Un San 
3 (IMO: 8705539) around 19 November 2017. 


The following include the Panel’s investigations conducted to date and replies obtained on these ship-to- 
ship transfers: 


(i) Sea Prima (aka Courageous) (MO: 8617524) 





The unknown-flagged Sea Prima conducted ship-to-ship transfers with the designated DPRK tankers Saebyol 
(MO: 8916293) and Paek Ma (IMO: 9066978 ) on or around 25 September 2019, according to a Member 
State. The Member State also reported that the Sea Prima conducted ship-to-ship transfers a month earlier 
on or around 24 August 2019 with the designated DPRK tanker Sam Jong 1 (IMO: 8405311) and with the 
DPRK tanker Kum Jin Gang 2 (no recorded IMO number). 


The Sea Prima has been documented in previous Panel reports as having engaged with DPRK tankers on 
different occasions and the Panel recommended the vessel for designation. Since March 2020, Cambodian 
authorities have detained the Sea Prima sailing as the Courageous??. 


During the months of August and September 2019, the Sea Prima was sailing without a registered flag*° 
when it conducted the reported ship-to-ship transfers with DPRK tankers. Panel investigations indicated that 
Cour-age Maritime SA-BZE (hereafter “Courage Maritime”), the vessel’s Operator and its Document of 
Compli-ance company holder, was registered in Belize in August 2019. Courage Maritime subsequently 
served as the vessel’s operator upon receiving flag status from Cameroon. Courage Maritime listed an address 
that is alleg-edly co-located with T-Energy in Taoyuan District, Taiwan Province of China. According to the 
individual that registered Courage Maritime, the owners of the Courageous, New Eastern Shipping Co., Ltd 
(hereafter “New Eastern”) with an address in Xiamen, China, had requested the company be registered with 
the Taoyuan District address as its operational address. The individual stated, “I wish to place on record that 
my role with regards to New Eastern Shipping [NES] / Courageous / Sea Prima [SP] are that of a Sale & 
Purchase (S & P) of vessel as a ship broker, and a Marine Consultant”. After the completion of the S & P 
Transaction, I was asked by owner of New Eastern Shipping to be their Marine Technical Consultant .”. 
New Eastern requested the individual to use his name on “a temporary basis” to register the company in 
order to expedite registration, 





?% Paragraph 34 to 38, S/2020/640. 
30 The Sea Prima was previously flagged under Saint Kitts and Nevis and from November 2019 to till its detention by Cambodian 
authorities in March 2020 was Cameroon-flagged. 
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with the intention by New Eastern to transfer the company registration under a Mr Fang Xian-Sen. New 
Eastern provided identification of Mr Fang to the individual. According to the individual, the transfer to Mr 
Fang was unsuccessful “... because NES [New Eastern] failed to provide me with the correct residential 


address of Mr Fang Xian Sen. It was pending till now”. Belize has yet to respond to the Panel. Investigations 
continue. 


Semua Gembira (aka JM Sutera 7) (IMO: 9494917) 





The Malaysia-flagged Semua Gembira conducted ship-to-ship transfers on a number of occasions with DPRK 
tankers, according to a Member State. These included transfers with the designated Saebyol on or around 2 


February 2019, with the Song Won (IMO: 8613360) and with the Kum Un San (MO: 8720436) on or around 
29 January 2019. 


The International Maritime Organization’s (1IMO) website lists the Semua Gembira as flagged under 
Malaysia’s registry since February 2009. Panel investigations show the vessel with several days of 
unaccounted gaps in AIS transmission around the respective referenced January and February dates, during 
which illicit ship-to-ship transfers could have taken place (see figure 1). The Song Won and Kum Un San 
had not been transmitting AIS signals for over a week, while the Saebyol recorded an extended AIS 
transmission gap, over the respective dates in question. 


Figure 1: Semua Gembira's recorded AIS transmission gaps between 28 and 31 January 2019 
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Source: Windward, annotated by the Panel 


The Panel wrote to Malaysia as flag registry and the vessel’s listed registered owner, TKH Marine (L) Ltd*! 
(hereafter “TKH Labuan”). Malaysia responded it was undertaking the necessary consultations with relevant 
agencies and would provide its feedback to the Panel in due course. While serving as the sole registered owner 
during the period of interest of January and Feb 2019 (hereafter “the material time”), TKH Labuan’s shares 





31 HS Markit. IHS Markit is the originating source for the International Maritime Organization (IMO) Ship Identification 
Number Scheme and is the sole authority with responsibility for assigning and validating these numbers. It is also the 


originating source for the IMO Unique Company and Registered Owner Identification Number Scheme, which it manages 
on behalf of IMO. 
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have since been beneficially acquired in full by another company as of July 2020, which in turn is an indirect 
subsidiary of the present group owner of the vessel (hereafter “Group Company”). TKH Labuan, as part of 
the Group Company, cooperated with the Panel”’s requests and is assisting the Panel with its investigations. 


Based on current information available to the Panel, the Malaysia-flagged Semua Gembira was sold in 2017, 
as a result of the liquidation process, to a company incorporated in Samoa with a business address in Taiwan 
Province of China (hereafter “Company SG-TW). Company SG-TW appointed a Malaysian-registered com- 
pany, Apacmarine Sdn Bhd (hereafter “Apacmarine”) as the ship manager. Due to insufficient funds to pur- 
chase the vessel, Company SG-TW assigned TKH Labuan the rights of the Semua Gembira on 28 February 
2018, with TKH Labuan paying the balance of the purchase price. TKH Labuan was wholly owned by Person 
1, who also co-owns and holds a senior position at Apacmarine*?, TKH Labuan / Person 1 also entered into 
an agreement the same date on 28 February 2018 with a Malaysian incorporated company, Jasa Merin (La- 
buan) Pic (hereafter “Jasa Marin”), the latter taking on a majority stake in TKH Labuan to provide the addi- 
tional funds to complete the vessel’s purchase, which was finalized in March 2018. According to the Group 
Company, Jasa Marin, an entirely separate legal entity from TKH Labuan, has a role “limited to that acquired 
as a shareholder in or around 2018 following its subscription of shares in TKH Labuan”, and has limited 
knowledge of the vessel’s activities. TKH Labuan retains a contractual relationship with Apacmarine as the 
vessel’s appointed ship manager pursuant to another agreement dated April 2019. 


During the material time, TKH Labuan had bareboat chartered the vessel to Company SG-TW!, the original 
purchaser of the Semua Gembira back in 2017, with the latter possessing full control of the vessel for the 
duration of the charter period. Company SG-TW’s corporate details show it was incorporated on 20 January 
2015 in Samoa with a sole shareholder. Under this charter, Apacmarine served as the ship manager for the 
vessel, pursuant to an agreement between Company SG-TW and Apacmarine. “Therefore, TKH Labuan had 
no knowledge of the Vessel’s location during the Material Time.” 


On 20 December 2018, the bareboat charterer SG-TW entered into a time charter agreement with a United 
Arab Emirates company in Dubai (hereafter “Company TC-D), via T Energy, on 20 December 2018 (see 
Annex 31 (b)). The memorandum by SG-TW was attention to Company TC-D’s office in Singapore. 


Email communication on discharge orders made available to the Panel covering the material time show the 
Time Charter Company TC-D issuing discharge orders to Apacmarine, the ship manager. The discharge 
orders showed the estimated time of arrival of the receiving vessels that were identified via digits rather than 
vessel identifiers - the digits do not conform with IMO numbers or MMSls. Receiving vessels were not 
identified by name during January to mid-February 2019, the material time . No discharge email entries were 
entered on and around 29 January and 2 February 2019, with the next closest discharge orders entered on 31 
January and 1 February 2019, local time (see Annex 31 (c)). 


A Bill of Lading showed a shipment of around 6,500 metric tonnes of “GASOIL 50 PPM S” loaded at Yangpu 
port, China, on 7 January 2019, with Vanphong Bay, Viet Nam, as its port of discharge (see Annex 31 (d)). 
The operational instructions were communicated by the Dubai company to Apacmarine. According to 
Apacmarine, the time charter was terminated on 7 March 2019 “after all the cargo were discharged off at 
Kaohsiung”. According to Apacmarine, it was “not unusual for vessels to divert from the port of discharge 
named in the bill of lading based on instructions from the charterer, and that the decision to discharge the 


EL) 


cargo at various locations during the voyage, and finally at Kaohsiung, was made by the charterer ....”. 


The vessel’s voyage, daily reports and discharge orders under the material time was provided by the Group 
Company from information obtained from Apacmarine. According to Apacmarine, all ship-to-ship transfers 
conducted during the material time were carried out under verbal instructions by Company SG-TW’s repre- 





2 As on December 2020. 

#3 Jasa Merin held 70% and Person 1 held 30% of the shares. 

# TKH Labuan then entered into a bareboat charter agreement with Company SG-TW for a 5-year period beginning 1 April 2018, upon 
finalization of the vessel’s purchase. The agreement was terminated in April 2019. 
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sentative onboard the vessel, a Chinese national, Mr Zhang. As such, “ no further documentation of the discharges 
was made. According to APAC[marine], this is in line with their typical bunkering operations for other charterers.” 


The Panel separately notes that Apacmarine also served as the previous registered owner, manager, operator and 
Document of Compliance company holder of the then Panama-flagged Koya (IMO: 9396878) when it was 
previously sailing as the Semua Berjaya. The Panel is investigating a suspected case of ship-to-ship transfer 
between the Koya (IMO: 9396878) and a DPRK tanker that occurred in November 2017 (see iv below). 
Apacmarine has owned and / or managed at various points: the Koya (aka Hatch) the Semua Gembira, and the 
designated Koti (IMO: 9417115). 


Other entities copied in some of the ship’s discharge order communication included the Bareboat Charter Company 
SG-TW and T Energy. Investigations continue. 


(ii) Ri Xin (IMO: 9121302) 





The Panama-flagged Ri Xin conducted a ship-to-ship transfer with the designated DPRK tanker Sam Jong 2 (MO: 
7408873) on or around 31 March 2018, according to a Member State. Panel investigations show the Ri Xin with 
an unaccounted five-day AIS transmission gap around the date of the suspected ship-to-ship transfer (see figure 
2). The Ri Xin also recorded AIS transmission gaps outside of these dates. The vessel has been flagged under 
Panama’s registry since August 2014. The Panel has yet to receive a response from Panama. 


Figure 2: Excerpts from a specialized commercial maritime database platform showing a segment of the Ri Xin'’s 
(MO: 9121302) voyage from March to April 2018 
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Source: Windward, annotated by the Panel 


The Ri Xin made a port call at Ulsan port, Republic of Korea, on or around 27 March 2018, with a reported 
destination of Hong Kong before dropping its AIS transmission between 29 March and 3 April 2018, during 
which the Ri Xin met with the Sam Jong 2. According to Ulsan port records, a Bill of Lading dated 29 March 
2018 showed 3,770 tons of Gasoil 10PPM was loaded onto the Ri Xin for the purpose of transshipment. The 





3% IHS Markit. 
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vessel’s registered owner, Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”), was the notify party, with 
two Singapore-based companies listed as the consignor and consignee. T Energy was listed as the consignor 
on other Bills of Lading based on Ulsan port records in the same month and the following month of April 
2018. Investigations continue. 


Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”) is listed as the Ri Xin's registered owner since August 
2014, as well as the ship manager and operator a year later. The entity is registered in Samoa with an address 
in Kaohsiung, Taiwan Province of China. À media report*f indicated that Sing Da Sheng Co may be the owner 
the Chan Fong (IMO: 7350260)*?, another vessel the Panel is investigating for conducting ship-to-ship trans- 
fer with a DPRK tanker in March 2018 (see item iv below). Open source information including the Panel”s 
analysis of tracking data of the vessels as well as information relating to a report on the abandonment of 
seafarers corroborates the media reporting of the abandonment of the Chan Fong. The Panel wrote to Sing 
Da Sheng Co. enquiring into the Ri Xin as well as requesting information on the Chan Fong, including 
whether the vessel was directly or indirectly under its ownership and management. The company has yet to 
respond to the Panel’s enquiry. The Panel continues to await a response from Samoa. 


(iii) Chan Fong (MO: 7350260) 





The then Panama-flagged Chan Fong conducted a ship-to ship transfer with the designated DPRK tanker 
Chon Ma San (MO: 8660313) on or around 17 March 2018, according to a Member State. Panel investiga- 
tions show the Chan Fong with an unaccounted week of AIS transmission gap coinciding with the date of 
the suspected ship-to-ship transfer (see figure 3), with the Chon Ma San also having a long period no AIS 
trans-mission from September 2017 to October 2019. The Chan Fong was flagged under Panama’s registry 
between June 2014 to October 2018. The vessel is recorded in casualty / repair status ® (see also above 
paragraph on the Ri Xin). The Panel has yet to receive a response from Panama. 


Figure 3: Excerpt showing a segment of the Chan Fong's (IMO: 7350260) voyage, March 2018 





Source: Windward, annotated by the Panel 





36 http://tw.appledaily.com/local/20201120/4Q7AKWN7YRE6VLUBSOGBSIARWY/ 
7 Maritime databases and the International Maritime Organization list a different entity as the registered owner of the Chan Fong. 
3% International Maritime Organization (IMO), as on December 2020. 


21-01647 203/427 


S/2021/211 





Celestial Sail Group Ltd (hereafter “Celestial Sail”) is listed as the Chan Fong's registered owner since July 2017. 
The entity is registered in the Seychelles with a care of address of the vessel”s ship manager and operator based in 
Kaohsiung, Taiwan Province of China”. Seychelles responded to the Panel. The company has yet to respond to 
the Panel’s enquiry. 


(iv) Koya (aka Hatch) (MO: 9396878) 





Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) conducted ship-to-ship transfers with the designated 
DPRK tankers Chon Ma San (IMO: 8660313) and with the Kum Un San 3 (IMO: 8705539) on or around 19 
November 2017, according to a Member State. The Koya also recorded AIS transmission gaps outside of these 
dates and recorded as last AIS transmission (sailing as Hatch) in August 2018. 


The Koya made a port call at Yeosu port, Republic of Korea, on and around 15 to 16 November 2017 (EST), with 
a reported destination of Taichung before dropping its AIS transmission and conducting its ship-to-ship transfers 
(see figure 4). According to Yeosu port records, a Bill of Lading dated 16 November 2017 showed 5,999.151 tons 
of Gasoil was loaded onto the Koya for the purpose of transshipment. A Republic of Korea-incorporated company 
was listed as the consignor with its consignee as the company’s Singapore office. The Panel has yet to receive a 
response from Panama. 


Figure 4: Excerpts from a specialized commercial maritime database platform showing a segment of the Koya's 
(MO: 9396878) voyage in November 2017 
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Source: Windward, annotated by the Panel 


During the time of the reported ship-to-ship transfer, the Koya’s registered owner, ship manager and operator was 
Koya Corp. The Panel notes that the Panama-registered Koya Corp appeared to have shared the same directors as 
Koti Corp, the registered owner of the designated Koti (IMO: 9417115) that was engaged in a ship-to-ship transfer 
with the DPRK tanker Kum Un San 3 (MO: 8705539) on 9 December 2017. The Kofi was impounded by the 
Republic of Korea in 2017 and scrapped in 2020. 


The China-registered Dalian Grand Ocean Shipping Management Co Ltd (hereafter “Dalian Grand Ocean”) served 
as the vessel’s Document of Compliance (DOC) company holder between July 2017 to March 2018. Dalian Grand 
Ocean also served as the Koti’s DOC company holder from July 2017. The Panel has yet to receive a response 
from the company. 


Source: The Panel 





3° Ibid. 
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Annex 31 (b) :Excerpts of the Time Charter Memorandum for the Semua Gembira 


o : NE 
ATIN: MR Shin 
VIA: TENERGY / Mr. cu 


RE _: MT SEMUA GEMBIRA / MESSE. C.P DTD 20" , DEC. 2018 


=== CLEAN FIXTURE === 
Dear Sir, 


With reference to our various correspondences, we are pleased to confirm this fixture with 


all subjects lifted and here recap clean fixture concluded as follows 


TIME CHARTER PARTY DATED: 20/", DEC. 2018. 


CHARTERERS 


DISPONENT OWNERS : 


1. VESSEL MT SEMUA GEMBERA 


mo type : product oil tanker 
flag : PORT KELANG 

call sign 9MIE4 

mo number : 9494917 

year built : 2009 

class bureau veritas 

ength overall 105.83 meters 

beam 18.60 METRES 

gt : 5,182.00 metric tons 
nt : 2,594.00 metric tons 
sdwt : 8,008 metric tons 
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draft {summer} : 7.800 meters 

tpc at summer draft : 16.54 METRICTONS 
keel to mast : 3202 metres 

bow to centre manifold : 53.475 metres 

HULL type : DOUBLE HULL 

cargo 98% capacity : 8740.417 cubic metres 
slop tanks 98 % capacity : 287.832 cubic metres 
no. of cargo tanks : 5x port + 5x starboard 


QCIMF Q88 ATTACHED AS APPENDIX A 
VESSEL LAST THREE CARGOES :  1ST LAST : ADO 
2ND LAST : MGO 


3RD LAST : ADQ 


2. SPEED AND BUNKER CONSUMPTIONS: 
AT SEA — 1FO 380CST FOR MAIN ENGINE AND MGO FOR AUXILIARY ENGINES. 
IN PORT — MGO FOR AUXILIARY ENGINES 


At sea Laden at speed 10 knots Main Engine consumption 8.00 MT per day. 


At sea ballast speed 10 knots Main Engine consumption 7.50 MT per day. 


At sea auxiliary Engine consumption 1 MT per day. 

Consumption based on Wind scale up to Beaufort 4. 

In port loading Auxiliary Engine consumption 1.00 MT per day. 

in port Discharging Auxiliary Engines consumption 2.00 per day. 

In port idling Auxiliary Engine 0.9 MT per day. 

3. CHARTER PERIOD : 1MONTHS + 3MONTHS AT CHARTERERS OPTION WITH OWNERS 
AGREEMENT BUT CHARTERER SHALL DECLARE THEIR OPTION AT LEAST 30 DAYS PRIOR TO 
THE ESTIMATED EXPIRY DATE OF CHARTER PERIOD TO THE OWNERS,. ALSO IN THE FINAL 
MONTH OF CHARTER PERIOD, CHARTERER SHALL USE THE VESSEL PLUS/MINUS 7 DAYS 
PERIOD UNDER THIS CHARTER PARTY 

4. DELIVERY DATE : 20!" DEC. 2018 

TRADING AREA: SOUTH EAST ASIA (SINGAPORE, MALAYSIA, INDONESIA, PHILIPPINES, 
THAILAND, VIETNAM, MYANMAR, BRUNE], CAMBODIA), SOUTH CHINA, TAIWAN, HONG 


KONG, SOUTH KOREA, ALWAYS WITHIN SAFE PORT/BERTH, ALWAYS AFLOAT, ALWAYS 
ACCESSIBLE AND SAFE ANCHORAGE. TRADING AREA ALWAYS TO EXCLUDE WAR RISKS 





XXXXXXX 
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CHARTER 


ne ‘ Authorized Signature(s) 





Source: The Panel 
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Annex 31 (c): Excerpts of email communication of discharge order transmitted via 
email between the Dubai-based Time Charter company and Apacmarine as ship 


manager for the Bareboat Charter Company 


Discharge order: SEMUA GEMBIRA / YANGPU, CHINA / SAILED REPORT / 07TH JAN 


Thu, Jan 31, 2019 at 4:51 PM 


Dear Captain, 


Please see below the details of DO 





SERIAL NO 

RECEIVING VSL 

RECEIVING VSL ETA 0:00 31ST JAN. 2019 (UTC+8) 
PRODUCT DESCRIPTION GASOIL 50PPM 

QUANTITY fasour 


QUANTITY_DE SCRIP TION MT IUS BBLS AT 60F 
DISCHARGE LOCATION | h27 2D'0EZ 10'0N 




















RE: Discharge order: SEMUA GEMBIRA / YANGPU, CHINA / SAILED REPORT / 07TH 
JAN- parcel 5 


2 messages 


Fri, Feb 1, 2019 at 5:36 PM 


Please release the next parcel as per the below. 





SERIAL NO 





RECEIVING VSL 





RECEIVING VSL ETA REVERTING 
+ 


PRODUCT DESCRIPTION (GASOIL 50PPM 





+ 


QUANTITY 1800MT 








_ _ nn —— — 


- _—_——— - 
QUANTITY DESCRIPTION MT /US BBLS AT 60F 














DISCHARGE LOCATION [122° 20'0"E2r 10'0"N 





Source: The Panel 
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Annex 31 (d): Bill of Lading for the Semua Gembira 





BILL OF LADING YK19001 — | 


























— 
' == 
SEMUA GEMBIRA YANGPU, CHINA 
VANPHONG BAY, VIETNAM THREI 
NM GASOIL 50 PPMS NET WEIGHT: 
ë 6789.576 MI 
6682.503 LT 
8040408 KLITRES AT OBSERVED 
8091.703 KLIVRES AT 30 DEG 
7990.557 KLIVRES AT 15 DEG( 
50285.000 US HBLS AT 60 DEG À 
"CLEAN ON BOARD" 
SU T + +— 
>» 
FREIGHT PAYABLE AS PER CHARTER PARTY YANGPU,CHINA JAN, 7TH,2019 


ps GE \ À n ; Ÿ 
4 KC WE 
[a( Nas LD 
\e Ÿ / 


\ 


Fa / 
T4 
ne 





Source: The Panel 
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Annex 32: Fishing rights transfer 


Annex 32 (a) Trading of DPRK fishing rights transfer and involvement of Chairperson 
of General Association of Koreans in China 


A media report broadcast in May 2020 showed an agent who promoted fishing rights to operate in the 
waters of the Democratic People’s Republic of Korea. The agent explained that every year about 800- 
1000 fishing permits were sold. In the program, the agent further explained that the contracts were 
signed in China and upon arrival to the waters of the Democratic People’s Republic of Korea, official 
fishing permits would be passed to the fishing vessels. 


The same report purportedly showed Ms. Choe Un Bok, Chairperson of the General Association of 
Koreans in China, as a person who was tasked by the Democratic People’s Republic of Korea to sell 
fishing rights. In the report this individual stated that although the amount of payment for fishing rights 
changed, at the time of the recording the payment amount was 300,000 RMB“, and for entry to certain 
profitable area of water there was an extra charge. The Panel has not received reply from Ms. Choe or 
the organization. 





#0 Approx.46,000USD (rate of 15 January 2021). 
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Annex 32 (b): Fishing related joint venture and activity of DPRK”’s Korea Surim 
Trading Corporation 


According to information obtained by the Panel, Weïhai Peninsula Vessel Fuel Co., Ltd.*! was in late 
2019 involved in plans to establish with Korea Surim Trading Corporation a joint venture, concerning fishing, 
that would primarily operate in DPRK waters. The information obtained by the Panel suggests that the joint 
venture would be located in Sinuiju, DPRK. 


According to the Member State, Korea Surim Trading Corporation was in 2019 and 2020 involved in 
directing numerous activities prohibited by relevant Security Council resolutions. These activities included ship- 
to-ship transfers with DPRK:-flagged vessels. The Panel has not received a reply to its enquiry from Weïhaï 
Peninsula Vessel Fuel Co., Ltd. 


According to the same Member State, Korea Surim Cooperation also engaged in trade on behalf 
of designated Korea Taeryonggang Trading Cooperation in 2016. The DPRK’s Korea Myohyang 
General Corporation was directly involved in facilitating this relationship. For the more information on 
Korea Surim, see finance section. 
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address: 12 Huayuan South Road, Weïhai City, Shandong province, China 
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Annex 32 (c) : Fishing vessels observed by Member States 


Fishing vessels observed by Member States 


The Panel obtained information which suggests transfer of fishing rights continues. Multiple Member States 
provided information on Chinese vessels operating in, or intending to operate in, waters of the Democratic 
People’s Republic of Korea. The Panel investigated and submitted enquiries to the relevant countries. 
Information provided by Member States suggested that these vessels adopted measures to obfuscate their 
activities and identities, such as receiving licenses in the waters of the Democratic People’s Republic of 
Korea, concealing their names, and flying two country’s flags. In this reporting period, a Member State 


informed the Panel of two vessels flying the flag of DPRK and Chinese flags (Xi 15181 (Liao Da 
Zhong Yu 15181) and #äùt 28 (FUYUAN 28) }, and a vessel flying the flag of the Republic of Korea and 


Chinese flag (Iÿ&iz 0002(Lin Yu Yun 0002) (figures 1 and 2). The Republic of Korea replied to the Panel 


(Annex 32 (d)). For the Member States’ information and the Panel’s analysis see Annex 32 (e). China replied 
to the Panel (Annex 32 (f)). 


Figure 1: Photo and interview result of fishing vessel I'ATPE 15181 
SES : g 
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Interview result 





38°26.0N 132°25.7E 
CS 
CE Ce 
DOCS 
The vessel was heading to DPRK waters but had 
been instructed to go back home due to engine 
= 
number 
a 
DE CCE 


-The company is applying for a fishing permit in the 
DPRK. The vessel was heading to DPRK waters 
following the instruction from the company. It did not 
Cds durs Son provide detail about the purchase of a permit. 

the boat 





Source: Member State 
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Figure 2: Photo and interview result of fishing vessel Riz 0002 
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Interview result 


Location 38°26.9'N 132°45.2E 





Name of the boat fé:S 0002 (Lin Yu Yun 0002) 


China (as answered} 
Chinese and ROK flag was displayed on the bow. 


Tonnage of the boat 1800 tonnes (as answered) 


&S(Shi Dao) (hull indication J#(Diao Lou)) 


Port of departure &%(Shi Dao) 
Date of departure 14-Oct-20 


Nationality 


scheduled to go back after receiving a permit and 


Date of retum RS in DPRK waters for from 7 to 10 days 


Destination [Waters ofthe DPRK of the DPRK 


AIS information IMMSI 


Type of fishing Refrigerated Camier | Carrier 
Fishing grounds 38" 37N 131°"1TE (waters of the DPRK) 


Duration of operation F to 10 days 


Number of the crew 18 (all Chinese) 
amer fonts 


Source: Member State 
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Annex 32 (d): Reply from the Republic of Korea to the Panel 


To the Panel, the Republic of Korea replied “the Republic of Korea confirms that the vessel Lin Yu 
Yun 0002 is not registered as a ship of the Republic of Korea.” noting “no information concerning 
the vessel Lin Yu Yun 0002, including its flag status, MMSI numbers, and port entry, was found”. 


The ROK further informed that (1) Article 5 (Hoisting of National Flag) of the Ship Act states non- 
ROK ships shall not hoist the national flag of the Republic of Korea; (2) Article 8 (Registry and 
Registration) of the Ship Act states each owner of an ROK ship shall apply for the registration of the 
ship to the administrator of a regional office of oceans and fisheries having jurisdiction over the port 
of registry within 60 days from the date of acquiring the ship, as prescribed by the Ordinance of the 
Ministry of Oceans and Fisheries; (3) Article 17 (Indication of the Ship) of its Enforcement 
Regulations of the Ship Act states each ROK ship shall visibly display the name of the ship in Korean, 
including Arabic numerals, on the outside of the ship. 
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1S 


ion and the Panel”’s analys 
Chinese Fishing Vessels in DPRK Waters 


Member States’ informat 


(1) First Member State information 


Annex 32 (e) 





(@lsllal= = RnNellele ASTRID) 4 QTe ES 





11216 412011216 30-Fishing 15 NotDefined x 124.20424|496d10h |2019-06-07T102:49:05.000Z 
AMBO Ing 123937727|177d11h |2020-04-21T02:02-40 0007 
ï 15-NotDefined 33.695772] 123.542695/2 [275d14h |[2020-01-13T23:17:54.000Z 





A12202853 30-Fiching _ S-Moored 37.338428| 125.000992|122d20h |2020-06-14T 16:49:57 0007 
15-NotDefined 131.76396/380d22h |2019-09-307T 14:45:31 0007 


412205931/[null | ol 1220895 1[30 ren | 15-NotDefined 38.48482| 124.103897[426d04h [2019-08-16109:34:40.0007 





15-NotDefined 38.542297] 124.150327|426d0 7h |2019-08-16105:44:07 0007 
15-NotDefined 38. 123.956825|387d08h |2019-09-24T05:37:34 0007 


15 -NotDeñfined 39.357703] 124.642733|471d07h |2019-07-02T06:16:04.0007Z 





15-NotDefined 38.699107 12480616|416d06h |2019-08-26107:37:27 0007 
g |15-NotDeñined | 38.849587] 124.053545|sdish  |2020-10-06718:45:38.000Z 


15-NotDefined 124.478067|384d18h |2019-09-267 18:59:00.0007 


[China |Lisodanvu23848 [mull___ | ______|412211674|30-Fishing |15-NotDefined 39.344227| 124.763493|348d05h |2019-11-02108:26:29.000Z 


15-NotDefined 38.6622A8| 125.037083|417d11h |2019-08-25102:22:38 0007 
15-NotDefined 39.828075 124.30629|444d02h |2019-07-291 10:493:293.0007 


[15-NotDefined | 38.479397] 12355728[875d00h |2018-05-24T112:38:55.0002 


A12215418 15 -NotDeñined 39.340282| 124.29 7502 2020-09-151713:14:21 0002 





412215422|30-Fishing |15-NotDefined 37.643918] 125.488477 _|2013-08-28T13:14:07.0007 





412215438|30 Fishing |15-NotDefined 38.426343] 124.178418 2019-05 -09T04:25:10.0007Z 





412215491|30-Fishmg |15-NotDefined 38.064347] 124 535225 2019-10-227 14:37:59 0007 





412215967|30-Fishing |15-NotDefined 38.342285] 124.030383 2018-05-23T101:02:56.0007Z 





L412220973|20 Fehing |15-NotDeñned | 25.822415) 124.297245|290d02h |2015 09 21r09:44:59.0002 


412221339 15-NotDefined 39.099745| 124.243717|57: 20193-03-21720:38:59.0007 


c 
[25]Chins |Danyubu5083 [null__| 5083] 4122235844 ï 

26|China |Danyubu6152 —Fishi 15-NotDefined 
15-NotDefined 


Lisodanyu25145 nuit __| 25145 41222440 DER E 15-NotDefined 38.636238| 123.938813 [42m285s | 2020-10-15112: 55:23.000Z 


votD 2 8.6 3.9 02|5h3 7m 2020-10-151 08:00:05 0002 
15-NotDefined * 123.964578|6m05sS 2020-10-15T13:31:46.0007 





15 -NotDefined 38.583367| 123.982702|16d17h |2020-09-28T19:43:08.0007Z 


1a0danyu2 59389 25989, 412224802 20-FEhIrE 15-NotDefñined 28.664872| 123 964862|9m26s< 2020-10-157T13:28:25 0007 
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China |Dazhuangbu4427 22600 Fishing. fined_| 28.260867] 124.251752]454d11h [2019-07 19702:22:12.0002 
China |[Ss566668888 - 123.945233 2020-09-08T18:08:16.0007Z 


China 412281818 ishi 15-NotDeñfined J 502d08h |2019-06-01T04:47:39.0007Z 
China |sihuanggangyu 02040 i 15-NotDefined d 8938d17h |2018-04-30T 20:08 :09.0007Z 


7 Jinhanyu04883 ]  4883|412301027|20 Fishing |15 NotDeñined | 124.159752|522d17h [2019-05 10720:24:12.000Z 








38 na _|[Jinhanyu04316 412301051 g _|15-NotDeñfined 127.7706933]437d04h |2013-08-05T109:20:42.0007Z 





China |Lurongyu532836 412321643 = 15-NotDefined 130.722793|4393d00h |2013-08-03T13:14:10.0007 
China ]Lu Lathouyu 66023 null 412323626[20-Fhing |15-NotDeñined 131.591377|280d16h |2019-09-20721:25 :10.000Z 
China |Lurongyu58293 4123241168 15-NotDefined 130.204445|438d14h |2019-08-037T22:46:39.000Z 


China |Lurongyus5685 Fishi 15-NotDefined 38.217172] 123.634667|542d21h |2019-04-21T16:20:05.0007Z 
a _|LurongyusSs 137 g |15-NotDefined 40.6932862| 132.214668|380d14h |20193-09-30T23:02:17.0007 





FA na |Liacdanyu21008 412335111[20 Fishing |15-NotDeñned | 38.462283 152d03h |2020-05-16109:59:42.000Z 


Liao Dan Yu 23387 412335121|: g |15-NotDeñined 39.953592| 131.843672|499d23h |2019-06-03T713:47:18.0007 
es | Liao Dan Yu 23288 4122335122 ishi 15-NotDefined 39.9554023| 12183443 porn 2019-06-03T13:54:13 0002 
48 |China EL ee. 412367878 z |15-NotDeñined 38.495117| 124.038085|[870d00h |2018-05-29T13:19:58.0007Z 
ina _ BCNO733 | 412432568| 230 -Fish 15 -NotDefined_ _132.124498|380d05h |2019-10-01T08:32:31.0007Z 

China 126| 412563212 15-NotDeñfined 123.681992|135d18h |2020-06-01T18:53:17.000Z 
= c Fishing |15-NotDefined 38.139168| 124.281678 posdian 2019-09-26T23:25:21.000Z 
15-NotDefined 38.312383| 123.909515|136d18h |2020-05-31T19:22:16.0007 








[20-Fishing |15-NotDeñined | 37.70368| 125.524507[524d00h [2019-05 10713:04:03.0007 

412804151|30-Fishimg |15-NotDeñned | 38.562637] 123.871795|8009h  |2020-10-07103:41:31.0007 

39.442917] 130.15955[490d03h [2019-06-13T10:33:23.000Z 

38.306255| 124.230147 re 2019-09-27T09:38:21.0007Z 

57[Chine |Y Ongzheng S 413764201|230 Fishing [15 -NotDefined | 39.863298] 124.276588|770d03h [2018 09 06110:11:52.000Z 











* “All vessels were broadcasting no IMO number, did not indicate any destination, and did not indicate any estimated time of arrival (ETA}** 
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(2) List of ships observed and individuals reported by the third Member State in September and October 2020 


6 59295 (Lu Rong Yu 59295) 

6 59296 (Lu Rong Yu 59296) 

#a2z 27 (FUYUAN 27) 

EXT 28 (FUYUAN 28) 

LRRÉ 15181(Liao da zhong yu 15181) 
RÉ 0002(Lin Yu Yun 0002) 

iZ FFÉ 3607 (Lian Dan Yu 3607) 

iZ FFÉ 3608 (Lian Dan Yu 3608) 


EE (owner of \ZFFÉ 3607) 


O1 O1 





























(3) Panel’s methodology 


The Panel checked the data with various sources including through Member States. 


A Member State stated that among these 57 vessels on the list of Annex 2 (1) above provided by another 
Member State, “no information is available to confirm the existence of vessels in No. 6, 9, 33, 48, 53 and 55. 
The other 51 vessels on the list are said to be ‘Active’ in relevant [maritime database] website, but there is 
no information about their IMO registration, owner and operator.” The Member State also provided recent 
geographical positions of the vessels on the list, with names matching with MMSI recorded in publicly 
available maritime databases (Table). The Member State stated that “these positions were received in 2019 
and they were around maritime areas around North Korea, including the east side of the Korean Peninsula”. 


Table: Member State information on the location of vessels 



























































No. Vessel Name MMSI Date Time (UTC) Latitute Longtitude 
5 ZHONG TANG 2 412205279 2019.9.26 14:57 41.90457N 130.3961E 
13 | Liao Dan Yu Yun 25139 412211386 2019.11.8 14:20 39.34904N 124.7636E 
15 | Liao Dan Yu 25968 412211839 2019.8.19 12:12 38.67237N 125.0151E 
19 | Liao Dan Yu Yun 25097 412215422 2019.8.22 0:37 37.64317N 125.4855E 
20 | Liao Dan Yu 26098 412215438 2019.5.8 15:33 38.4271N 124.1801E 
21 | Liao Dan Yu 26096 412215491 2019.10.22 14:37 38.06435N 124.5952E 
38 | Jin Han Yu 04916 412301051 2019.8.5 9:34 39.27627N 127.7595E 
40 | Lu Rong Yu 2836 * 412321643 2019.8.3 12:25 39.52571N 130.8495E 
42 | Lu Rong Yu 58295 412324168 2019.8.5 5:08 39.68707N 130.403E 
46 | Liao Dan Yu 23387 412335121 2019.6.13 10:33 39.37794N 130.2695E 
47 | Liao Dan Yu 23388 412335122 2019.6.13 10:59 39.36693N 130.2393E 





* The vessel with MMSI No.412321643 is currently registered as Lu Rong Yu 2836. 


The Panel also analysed satellite imagery of the vicinity to examine the information provided by the first 
Member State (Figure). 
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Figure: Example of satellite imagery of vicinity of the fishing vessels” location on the list (1) 


No. & observation Satellite image 


11. 
Liaodanyu25509; 
38.849587° N, 
124.053545°: 
20201006: 18 45 
38 UTC 

— several vessels 
observed at 5600 
m 16hours before 
listed time 


15. 
Liaodanyu25968; 
38.662248° N, 
125.037083° E: 
20190825: 02 22 
38 UTC 

— several vessels 
observed in the 


area at the same 
time of the listed 
time 


17. 
Liaodanyu26685; 
38.479397° N, 
123.95728° E: 
20180524; 12 38 
55 UTC 

— several vessels 
observed at 6700 
m, 7 hours before 
the listed time 
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Source: 
Planet Labs 
Inc. Oct 06, 
2020: 02 13 
UTC - 
38.84881° N. 
124.05348° E 


Source: 
Planet Labs 
Inc. Aug 25, 
2019 02 06 
UTC - 
38.66153° N. 
125.03699° E 


Source: 
Planet Labs 
Inc. May 24, 
2018: 05 12 
UTC - 
38.47886° N. 
123.95943° E 
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20. 
Liaodanyu26098; 
38.426343° N, 
124.178418° E: 
20190509; 04 25 
10 UTC 

- several vessels 
observed at 1200 
m, 2 hours before 
the listed time 


21. 
Liaodanyyu2609; 
6; 38.064347° N, 
124.595225° E: 
20191022; 14 37 
59 UTC 

- no vessel 
observed within 
2500m. 12 hours 
earlier of the listed 
time 


23. 
Liaodanyu1317; 
39.822415° N, 
124.297345° E: 
20190921: 09 44 
59 UTC 

- vessel observed 
at 600 m, 7 hours 
before the listed 


time 


Initial localization 
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Source: 
Planet Labs 
Inc. May 9, 
2019: 02 08 
UTC - 
38.42543° N, 
124.17828° E 


Source: 
Planet Labs 
Inc. Oct 22, 
2019: 02 06 
UTC - 
38.06316° N. 
124.59523° E 


Source: 
Planet Labs 
Inc. Sept 21, 
2019; 02 29 
UTC - 
39.82142° N, 
124.29723° E 
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33. 
Dazhuangbu4427 
: 38.260867° N. 
124.251753° E: 
20190719: 02 22 
12 UTC 

— one vessel 
observed within 
50mat 10 
minutes before the 
listed time 


43, 
Lurongyu55685; 
38.217172° N, 
123.634667° E: 
20190421: 16 20 
05 UTC 

— several vessels 
observed at 2300 
m, 10 hours after 
the listed time 


44, 
LurongyuS8137; 
40.692862° N. 
132.214668° E: 
20190930: 23 02 
17 UTC 

— several vessels 
observed at 2500 
m, one hour after 
the listed time 
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Source: 
Planet Labs 
Inc. Jul 19, 
2019: 02 10 
UTC - 
38.26069° N. 
124.25176° E 


Source: 
Planet Labs 
Inc. Apr 22, 


2019: 02 09 
UTC - 
38.21640° N, 
123.63465°E 


Source: 
Planet Labs 
Inc. Oct 1, 
2019: 00 15 
UTC - 
40.69258° N, 
132.21462° E 
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49. 
Jifengyu00188; 
40.67724 N 
132.124498 E: 
20191001 08 32 
31 UTC 

— several vessels 
observed at 400 
m., 7 hours before 
listed time 


SSsocs 
37.70368° N. 
125.524507° E: 
20190510: 13 04 
03 UTC 

— several vessels 
observed at 1470 
m. 11 hours after 
the listed time 


Source: Planet Labs Inc., the Panel 
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560 m 


/ 1 Initial localization 


7 





Source: 
Planet Labs 
Inc. Oct 1. 
2019: 01 38 
UTC- 
40.67608° N, 
132.12439° E 


Source: 
Planet Labs 
Inc. May 11, 
2019: 02 03 
UTC - 
37.70053° N. 
125.52427° E 
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Annex 32 (f): Reply from China to the Panel 
3. Fishing rights (OC.459) 


China always faithfully fulfills its international obligations and 
implements Security Council resolutions. Cluna’s fishing authority and 
relevant coastal provinces have taken measures, strengthened management, 
and demanded the fishing compames and fishermen to follow the Security 
Council resolutions. If the cases mentioned in the Panel's letter do exist, 
they must be illegal fishing activities. China’s position on such illegal 
activities 1s consistent and clear that, once venified, we w1ll deal with the 
cases in accordance with laws and regulations However, since the 
information in the Panel's letter 1s lack of accuracy and short of substantial 
evidence, China 15 unable to conduct in-depth investigation accordingly. 
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Annex 33: DPRK vessels saïling without AIS transmissions 


DPRK vessels that transit to Chinese waters typically do not maintain AIS transmission for signi- 
ficant periods or retain intermittent transmissions with false identifiers to avoid and obfuscate AIS 
tracking of where they conduct their illicit trade. While AIS non-transmission is a well-documented 
technique to evade sanctions, maintaining AIS transmission is also key to avoiding accidents at sea. 
Two DPRK vessels previously featured in Panel reports, Jang Jin Gang (MO: 8914075) and Su 
Song (IMO: 9024889) met with accidents around 15 October 2019 and 1 October 2019 
respectively off Zhoushan waters when they were sailing without AIS tracks on maritime databases. 
Information obtained through the incident reports indicated the vessels were carrying anthracite 
coal / coal“. 


Source: The Panel 





# The Jang Jin Gang transmitted sporadically and had not transmitted an AIS signal since June 2019. The Su Song has not transmitted 
AIS since Oc-tober 2018. 

# Incident reports from the International Maritime Organization. Documentation including coordinates and summary report of the 
incidents held by the Panel. 
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Annex 34: Examples of DPRK vessels exporting coal to waters in Ningbo-Zhoushan, 
China 


Asia Honor (IMO: 8405220) 





On 2 August 2020“, the DPRK-flagged Asia Honor loaded coal at Chongjin Port, DPRK, based on satellite 
imagery information. On 13 August, the vessel transmitting as ‘A H”° briefly reported its AIS positional data 
and updated its draft status to laden before dropping transmission a day later. According to a Member State, 
the Asia Honor was underway laden with coal at 303524N 1232848E on 16 August as it approached Ningbo- 
Zhoushan, China. On 17 August, the vessel anchored in Ningbo-Zhoushan in close proximity to another 
DPRK-flagged vessel, Myong Sin (IMO: 9045182) (see figure 1). 


Figure 1: Voyage route of Asia-Honor exporting DPRK:-origin coal, August 2020 








Transitby DPRK-flagged M/V ASIA HONOR (IMO: 8405220)to 


Ningbo-Zhoushan Area, China 
AUGUST 2020 














(5) On 17 August, ASIA HONOR was at anchor in Ningbo-Zhoushan, 
China, in close proximity to another DPRK-fagged vessel, M/V On 2 August, ASIA HONOR loaded 
MYONG SIN (IMO: 9045182) 0” at Chongjin Port, North Korea. 












N. KOR. 


* 
Pyongyang 





(22 13 August, ASIA HONOR began 
reporting positions in AIS and updated its 
draught status to laden. 

13 AUG 06:20 UTC | 365144N 1330147E 














‘©, 14 August, ASIA HONOR ceased 
, reporting positional updates in AIS. 
14 AUG 05:14 UTC | 343642N 1301827E 














was undenway laden at 303000N 1233112E, = @;, 16 August at 05:37 UTC, 
approaching Ningbo-Zhoushan, China. EC ASIA HONOR was undenway 


à laden at 303524N 1232848E 
.© 
6 


Ningbo-Zroushan area 





— Vessel track pe’ AIS 


--> Noïonal vessel track 





# All dates unless otherwise stated are given in Universal Time Coordinates (UTC). 
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DPRK-flaggec M'Y ASIA HONOR at Anchor DPRKflagged M/V MYONG SIN at Anchor 
Near Ningbo-Zhoushan, China Ningbo-Zhoushan, China 
30:26:18 N 122:34:38 E 30:38:47 N 122-31:54 E ov 
LUN 








Source: Member State 


The Asia Honor was previously reported by the Panel transferring DPRK-origin coal to a lighter vessel 
around 15 February 2019 off the Gulf of Tonkin“. 


The vessel was last managed and operated by HongXiang Marine Hong Kong Ltd‘$ (hereafter “HongXiang 
Marine”) and listed Win Trade Worldwide Ltd (hereafter “Win Trade”) as its registered owner before the 
vessel was DPRK-flagged in November 2018*7. HongXiang Marine additionally managed the following ves- 
sels before they transitioned to DPRK vessels in 2018: Horizon Star (9017123), Flourishing (MO: 8421315) 
and Oriental Treasure (IMO: 8421315)%. These vessels continue to export DPRK-origin coal to waters in 
Ningbo-Zhoushan in 2020 (see figure 2). The commonality of management company likely indicates associ- 
ated entities and individuals involved in facilitating the DPRKs illicit activities. 





Figure 2: Horizon Star and Oriental Treasure at Ningbo-Zhoushan, Au ust 2020 


DPRK-flagged MV HORIZON STAR at Anchor DPRK-flagged MV ORIENTAL TREASURE at Anchor 
u - Near Ningbo-Zhoushan, China Near Ningbo-Zhoushan, China 
30:41:04 N 12:30:86 E 30:39:87 N 122:30:23 E 


Source: Member State 





# Paragraph 20, S/2019/691. 

46 Struck off in June 2018 on the Hong Kong company registry. 

#7 IHS Markit. 

#8 The Oriental Treasure has been featured in several Panel reports aiding and abetting the DPRK’Ss illegal coal export 
operations. 
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Paek Hak San (IMO: 9298076) 





The DPRK-flagged Paek Hak San maintained intermittent AIS transmissions that showed at least two 
voyages made to the Ningbo-Zhoushan area since June 2019. On 19 June 2020 (EST), the vessel began 
transmitting its AIS outside of DPRK waters, ceasing transmission a day later as it was sailing through the 
Yellow Sea. The vessel resumed transmission on 21 June in the Ningbo-Zhoushan area. On its return journey 
to the DPRK, the Paek Hak San transmitted AIS positional data from 28 June to 1 July as it departed the 
Ningbo-Zhoushan area, and re-transmitted in the Yellow Sea on 3 July for the remainder of its voyage (see 
figure 3). The Paek Hak San returned to the Ningbo-Zhoushan area where it transmitted AIS signal on 24 
July after departing DPRK waters two weeks earlier. There has been no further transmission since 26 July 
2020. 


Figure 3: Voyage route of Paek Hak San exporting DPRK-origin coal, June / July 2020 


June 2020 


July 2020 








4% As on December 2020.. 
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Source: Windward, annotated by the Panel 
China replied that there was no record of the Asia Honor and of the Paek Hak San entering or leaving Chinese 


ports. 


Source: The Panel 
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Annex 35: China-flagged cargo vessels delivering DPRK-origin coal to various 
Chinese ports 


In addition to the Shun Jin Bao (MMSI: 413704010) that loaded DPRK-origin coal in the Ningbo-Zhoushan 
area in China and offloaded the coal at Bayuquan port in August 2020, the following vessels were also re- 
ported to have conducted ship-to-ship transfers with DPRK vessels in the Ningbo-Zhoushan area and then 
transshipped and delivered their cargo at other Chinese ports: 


China-flagged Huade16 (MMSI: 413249920) loaded DPRK-origin coal in the Ningbo-Zhoushan area and 





offloaded the coal at Guangzhou port in June 2020. The Huade16 was captured on satellite imagery at a pier 
alongside two unidentified barges of approximately 76 meters and 80 meters long. 


China-Flagged M/V HUADE16 (IMO: Not Reported, MMSI: 413249920) Offloaded North 


Korea-Origin Coal in Guangzhou, China 
JUNE - JULY 2020 











is 
®;, 17 June, HUADE16 anchored empty within O.6nm of 
five North Korean vessels laden with coal near Ningbo- 
Zhoushan, China. 








© 


On 30 June, HUADE16 offloaded North Korea-origin 

coal to unidentified barges in Guangzhou, China. On 1 
July, HUADE16 reported a draught change from 9.4m 
back to 5.2m, indicating offload of the coal. 





Korea-origin coal. On 20 June, HUADE16 departed the 
area, reported as laden, and changed its draught status 
ndicating it had loaded cargo. 


On 22 June, HUADE16 anchored near the Haitan 
Strait, China, for approximately 24 hours, per AIS. 


HUADE16's draught remained at 9.4m, indicating 
— Vessel track per AIS cargo remained onboard. 


0 300 200 Miles 
k j 








100 200 Kiormeters 





ne Lambert Conformal Canic 
representation is not 
necessanly authontalive 





Source: Member State 
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China-flagged Xinjinyue (MMSI: 412501560)° loaded DPRK-origin coal in the Ningbo-Zhoushan area and 
offloaded the coal at Caofeidian”’s coal wharf in August 2020. 












China-flagged M/V XINJINYUE (IMO: 456789900, MMSI:412501560) Offloaded North 


Korea-Origin Coalin Caofeidian, China 
AUGUST 2020 








— Vessel track per AIS ©; 15 August, XNJINYUE arrived empty at 
Zhoushan Ports Maji Shan Vessel Traffic Serice 
{VTS) area and anchored in close proximity to DPRK- 
flagged JANG UN and MYONG SIN 











On 21 August, XNJINYUE amiæd at the coal | 


wharf in Caofeidian, China per AIS. XINJINYUE N. KOR. 
also reported a draught status change from 4 
7.6m to 4.5m, indicating offioad of its cargo. @ Guoterten aPYonÉYanE 








®;, 17 August, XNJINYUE was obseræd laden in close proximity to 
DPRK-fiagged JANG UN and TAE PYONG, which had both offioaded 


cargo since 15 August 
SMS KIT € © EE 
> On 16 August, XNJINYUE relocated within the Ningbo-Zhoushan area to 
join up with DPRK-fiagged M/V TAE PYONG for approximately 14 hours 
per AIS (see table). During this time, XNJINYUE reported a draught status 
change from 4.0m to 8.0m, indicating that it loaded cargo. 





Timestamp Latitude Longitude 
16 Aug 08:12 304814N 1224728E 
16 Aug 09:00 304807N 1224724E 
16 Aug 10:48 304811N 1224728E 
16 Aug 11:51 304822N 1224720E 
16 Aug 13:06 304832N 1224717E 
16 Aug 14:15 304832N 1224728E 
16 Aug 15:18 304820N 1224731E 
16 Aug 17:09 304822N 1224731E 
16 Aug 22:06 304832N 1224717E 


© Timestamp Latitude Longitude 

16 Aug 08:10 304836N 1224713E 
16 Aug 09:04 304840N 1224713E 
16 Aug 10:48 304814N 1224724E 
16 Aug 11:58 304822N 1224720E 
16 Aug 13:10 304832N 1224720E 
16 Aug 14:22 304820N 1224731E 
16 Aug 15:13 304825N 1224731E 
16 Aug 17:10 304822N 1224731E 
16 Aug 22:10 304832N 1224720E 


Ningbo-Zhoushan 
area 














NOTE: XNJINYUE's broadcasted |IMO (456789900) is almost certainly spoofed, The use of sequentia| numbers is consistent 
with falsified IMO numbers. The reported IMO also has an incorrect number of digits. Legitimate IMOs contain seven numbers. 





Source: Member State 


17 August 2020 














5% The Xinjinyue was transmitting an invalid IMO:456789900. 
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The Panel sought information on the said cargo-vessels, inter alia, concerning the ship-to-ship 
transfers conducted with DPRK vessels in domestic waters and on the offloaded coal cargo”’s origin 
and destination on these cargo vessels. The Panel provided relevant imagery, vessel identifiers, 
domestic voyage routes of the said cargo vessels and related information”. 


China replied that “ According to the investigation by competent Chinese authorities, Chinese vessels 
“Huade16”, “Shun Jin Bao” and “Xiniinyue” sailed between Chinese domestic ports during the 
time frame mentioned in the Panel’s letters, and performed regular reporting and approval 
procedures. The Chinese Customs strictly examined the certificate of origins of their cargo, and no 
evidence of any activities violating the resolutions was found. After further examining the logbook 
of these vessels, the possibility of making port calls to DPRK ports during domestic voyages was 
also excluded. If the Panel has additional evidence, China hopes that the Panel could provide it.” 


Source: The Panel 





5! The said cargo vessels were not reported to have visited the DPRK. 
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Annex 36: China-flagged Coastal Barges delivering DPRK-origin coal to China 
Eight China-flagged coastal barges with their names and transmitted MMSIS were reported by a Member State to 
have conducted multiple deliveries of DPRK:-origin coal to China between May and September 2020. Figure 1 shows 


the typical voyage route of these coastal barges: 


Figure 1: Typical delivery route of China-flagged coastal barges 





Typical Route for China-flagged Coastal Barges Delivering North Korea-Origin 


Coalto China 
MAY - SEPTEMBER 2020 





China-flagged Coastal Barges Assessed to Have Made Multiple 
Delivweres of North Korea-Origin Coal to China 





CHANGFAHAI 41356302 
DANGGAN0O2 41396885 k 
GUO YONG 37 41325416 gi Pyongyang 
XINLONGS9 4123534720 
XINHAH58 412777058 
XN HAI 39 41389784 
HANGHAI26S 4138886556 
CHANG SHENG 6 4123456112 








Characteristics of China-flagged Coastal Barges Assessed to 
Havw Deliered North Korea-Origin Coal to China 





Barges assessed to havw made a transit to North Korea 

generally adhere to the following criteria: 

+ Limited reported data in AIS, typically reporting only 
name, length, vessel type, and MMSL 

+ Length between 50m — 120m. 

+ History of transiting exclusiwæly or almost exclusively 
between ports along the Chinese coast line. 





Ningbo-Zhoushan area 


— Vessel tracx per AIS 





Source: Member State 
The general characteristics for the coal carrying barges included: 


- limited reported data transmitted on AIS; 

-  barges lengths range between 50 meters and 120 meters; and 

-  barges have a previous history of transiting exclusively or almost exclusively between ports along the Chi- 
nese coastline. 


A Member State provided examples of China-flagged barges involved in such activities. The information provided 
was overall consistent with the Panel’s research and analysis of AIS tracking information where available and as 
indicated in the following images from a commercial maritime database platform. The barges included the following 
vessels: 
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1. Cheng Hong 28 / Changhong28 (MMSI: 413180911)s voyage March to August 2020°7. 





The Cheng Hong 28 / Changhong28 made port calls at Yingkou and Bayuquan ports in China on 30 March and 6 
May 2020 (EST) before sailing towards DPRK waters in June 2020 from its AIS transmissions. The barge arrived at 
Jiangjiagou by July 2020 before ceasing AIS transmission on 4 August 2020%. 


Source: Windward, annotated by the Pane 
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Source: Member State 





%? AI] dates unless otherwise stated are recorded in Universal Time Coordinate (UTC). 
# As on December 2020. 


#4 All times and dates reflected on the Windward maritime database platform are in Eastern Standard time (EST). 
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2. Chenggong 66 (MMSI: 413663365), Xin Hai 39 (MMSI: 413897784) and two unidentified Chinese coastal 
barges, 19 June 2020. 





China-flagged Coastal Barges Operating on Taedong River 
Nampo Port, North Korea 
38:43:01 N 125:24:51E 















































M Other China-fagged coastal barge + ? 
[an one eue comtes | source: © A2, DiialGobe 


Source: Member State 


3. Unidentified 120-meter Chinese coastal barge laden with coal at Taean port, DPRK, which delivered coal to smaller 
vessels at Jingjiang port, China, May and June 2020. 














—120m China-flagged Coastal Barge Delivered North Korean-Origin Coalto China 
May - JUNE 2020 














[1 pers May, an -120m China-agged cosstal barge was 
obsened laden with coal at Taean Port, North Korea 





Beijing 









N. KOR 
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@: 4 June, the same -120m cosstal barge delivered coal to : 
smaller wessels at Jingjiang Port, China, on the Yangtze River. ï 
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--> Notional coal export track 





Source: Member State 
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4. Fu Hai 678 (MMS: 4138327610) departed Nanjing on 21 May 2020, sailed to the DPRK, and departed the DPRK by 8 
June 2020. The vessel dropped its AIS transmission on its return journey while sailing through the Yellow Sea. Panel 
research on a maritime database indicates the vessel subsequently registered an AIS signal in July in the Nantong area, 
where the vessel changed its name to the Shun De 678 while making its way up the river towards the port area of Jiangyin, 


China. 


SHUN DE 678 
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Source: Windward, annotated by the Panel 


5. Long Yu 1007 (MMSL: 412111000) and Xin Hai 39 (MMS: 413897784) loaded coal at a port on the Taedong River and 
at Nampo port respectively by 19 June 2020. Both barges departed the DPRK on 19 June and sailed through the Yellow 
Sea before they dropped AIS transmission in June 2020. Panel research indicates the Long Yu 1007 subsequently re- 
transmitted an AIS signal in the Nantong area on or around 1 July and continued in a southern direction towards the Ningbo- 





Zhoushan area. 








China-flagged Coastal Barges LONG YU 1007 (MMSI:412111000), XIN HAI 39 (MMSI: 
413897784) Delivered North Korea-Origin Coalto China 
JUNE 2020 





LONG YU 1007 (MMS 41211100) 


[oo Haï 29 umst 41380784) 
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Comes | 


China-flagged Coastal Barges Delivering North Korea-Origin Coalto China Disregard 
International Maritime Safety Best Practices 


— 
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Source: € 2020, DigitalGiobe 





Source: Member State; Windward, annotated by the Panel 


6. Changfahai (MMS: 413563921) transmitted AIS in the Yellow Sea on 30 May 2020 (EST) and arrived in DPRK 
waters by 4 July. It departed by 24 July andits AIS signal was recorded in the Ningbo-Zhoushan area three days later 
before sailing south, reaching Fuzhou, China by 28 July. Changfahai also recorded an AIS transmission in the Nantong 
area where it met another Chinese cargo vessel on 5 August 2020. The barge first registered its MMSIT transmission 
in the same Nantong area on 5 March 2020. 





CHANGFAHAI 
DARK ACTIVITY END 
Transmission were not received for 44 12h 31m 
CHANGFAHAI | Bros 12 À @ per, 2020 05:54 
Time 27 July 2020 12:55 a Speed 7 8 in Speed 10.8 kn 
Speed 8.8 kn Hesdng 237 Hoading 144 _—. 
Heading 187 ue Base ta 
Navigation Status Unknown £ Tomas es et ceves te 144 108 dm 


À Danses st À, Tex scan me 
De Mer 2028 534 M June 20290725 
53 





Source: Windward, annotated by the Panel 


The Panel also shared a wider list of 65 China-flagged coastal barges (inclusive of the list of coastal barges above) 
that contained the ship name and associated MMSI it was transmitting, assessed by the Member State to have 
conducted probable coal export from the DPRK during the period between May and September 2020. 


China replied that “With regard to the 65 Chinese-flagged barges mentioned by the Panel, the Chinese side could 
only confirm that there is no record of the vessel “Hua Yuan 0626” entering or leaving Chinese ports. For the other 
64 vessels, there is no valid information found based on the provided MMSI number, or obviously unmatched vessel 
length information with the information in the letters of the Panel. 


China attaches great importance to smuggling activities through ship-to-ship transfers involving the DPRK, 
and relevant Chinese authorities have made great efforts in this regard. China has repeatedly and openly 
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reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and its determi- 
nation to combat these activities in accordance with law. This in itself is a deterrence to relevant activities. 


At the same time, China has concerns on the practice of the Panel of simply transferring information provided 
by certain Member States without screening and verification. There are serious problems with the timeliness 
and accuracy of such information, based on which no meaningful investigation could be conducted. Inclusion 
of such information by the Panel in its report would create a wrong impression that China is not serious in 
implementing Security Council resolutions. China hopes that the Panel in performing its mandate, takes a 
more prudent and responsible attitude and leaves out information which is against the facts.” 


Source: The Panel 
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Annex 37: Unidentified China-flagged barges importing items to the DPRK 


In addition to the Cheng Hong 28 (MMSI: 413180911), a Member State provided the following information on 
unidentified China-flagged coastal barges importing sanctioned goods into the DPRK. 


Barges “Bravo” and “Charlie”**: On 15 June 2020, a barge with the provided name “Bravo” was observed berthed at 
Nampo port’s pier with two dump trucks loaded in its cargo hold. The dump trucks were subsequently observed 
parked on the pier by 20 June, when the coastal barge with the provided name “Charlie” was observed offloading 
unidentified cargo. Under paragraph 7 of resolution 2397 (2017), the supply, sale or transfer to the DPRK, directly 
or indirectly, of transportation vehicles (HS codes 86 through 89) are prohibited. Dump trucks are transportation 
vehicles identified under HS code 87. 





COOPER 
China-flegged Cosstal Barge “Bravo” Offloading Dump Trucks 
Nam, Korea 


, North 
38:43:26 N 125-2425 E 





Source: Member State 


Barges “Delta” and “Echo”: On 22 June 2020, a barge with the provided name “Delta” and tied to barge “Echo”, 
was observed anchored near Nampo port loaded with one cab-over-engine truck in cargo hold one. Such trucks are 
transportation vehicles identified under HS code 87. “Echo” was had unidentified miscellaneous cargo in one of its 
holds. 





China-flagged Coastal Barges “Deka” 
N 


ock Gate, Ni a 
38:42:19 N 124:59:09E 


25h08 





Source: Member State 


Barge “Foxtrot”: On 4 July 2020, a barge with the provided name “Foxtrot” was observed loaded with seven vehicles: 
three cab-over-engine trucks with open cargo beds, one front-end loader, one excavator, one prime mover with trailer 





# Bravo, Charlie, Delta, Echo, Foxtrot and Golf are used as names to depict the unidentified China -flagged barges. 
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(also known as a semi-trailer), and one personal vehicle. In addition, “Foxtrot” was loaded with six storage 
tanks. These items were offloaded by 9 July and located on the pier in Nampo port. 


SE 
China-flagged Coastal Barge ‘Foxtrot” with Vehicies, Vehicles, Construction Equipment, and Storage Tanks Of‘loaded from China- 
Construetion Equiprrent, and Storage Tanks flagged Coastal Barge “Foxtro®" 
Nampo Por, Narth Korea Nampo Port, North Korea 
38:42:51 N 125:24:47 E 38:43:29 N 125.24:25E 


. Cab-xver-angne ruck with open cargo bad 
Front-end losder 


» Excawator Zat-oves-ergine vucts wit1 2pen cargo bed (3) 


Prime maverwtih traler .… “ront-end losder 
E. Persera venise ». Excavatcr 
= Storegs ‘anis (6) Prime movertraler 





Source: Member State 


Barge “Golf”: On 16 and 17 July 2020, a barge with the provided name “Golf” was observed near Nampo Lock Gate 
loaded with a total of twelve vehicles split between cargo holds: eight cab-over-engine trucks, three cab-over-engine 
trucks with open cargo beds, and one personal vehicle. Cab-over-engine trucks and personal vehicles are 
transportation vehicles identified under HS code 87. 


China-flagged Coastal Barge “Golf” with Vehicles China-flagged Coastal Ba: 
Near Nampo Lock Gate, North Korea Near Nampo Lock 


38:41:29 N 124:57:21E 38:41:29 N 1: 





Two cab-aver-engine 


Zab-over-engine truck with open cargo bed 


Perscnal vehicle 


Source: Member State 


China replied that it “attaches great importance to smuggling activities through ship-to-ship transfers involv- 
ing the DPRK, and relevant Chinese authorities have made great efforts in this regard. China has repeatedly 
and openly reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and 
its determination to combat these activities in accordance with law. This in itself is a deterrence to relevant 
activities”. 


Source: The Panel 
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Annex 38 (a): Then-Togo-flagsged Enterprise (IMO: 9153331) exporting DPRK-origin coal to 
Ningbo-Zhoushan waters, China 


Enterprise 


The then Togo-flagged Enterprise (IMO: 9153331) recorded its last AIS transmission on 2 October 2019 
(EST) outside Shidao, China, on maritime databases with a reported next destination as Incheon, Republic 
of Korea. À Member State confirmed the vessel departing the Shidao anchorage area by 5 October. The 
Republic of Korea confirmed the vessel neither ported at Incheon nor at any of its other ports thereafter. The 
Enterprise instead arrived at Nampo port by 11 October and has since, according to a Member State, 
conducted at least eight coal deliveries, including seven to the Ningbo-Zhoushan area and one to 
Lianyungang, China‘f (see figure 1). The Enterprise exhibited a similar pattern to the Tue Pyong where the 
latter departed a Chinese port in late December 2019, reported a destination to ‘Order’ before dropping AIS 
signal, and appeared at Nampo a week later. The vessel proceeded to conduct multiple exports of coal within 
Chinese waters in 2020. The Tae Pyong was subsequently reported as DPRK-flagged. 


About four months prior to the Enterprise’s arrival at Nampo, the vessel’s ownership and management was 
transferred to entities with listed addresses in China. Tai Yuan Shipping Co Ltd (hereafter “Taiyuan Shipping”) is 
listed as the group owner of the Enterprise since June 2019, with Blue Sky Shipping Co Ltd (hereafter “Blue Sky”) 
as the vessel’s registered owner and Dalian Taiïyuan International Shipping Agency Co Ltd (hereafter “Dalian 
Taiyuan”) as the ves-sel’s operator and manager*’. The Panel wrote to Togo, China and Chinese entities that own 
and / or managed the vessel. 


Togo provided the Panel in January 2021 a suspension notification of the Enterprise. The said notification notifies 
all parties “... that the below mentioned certificates of the vessel “ENTERPRISE” (IMO: 9153331) have been 
suspended as of 20! day of June 2020 until further notice” (see figure 2). 


China replied that there was no record of the Enterprise entering or leaving Chinese ports. 





Figure 1: The Enterprise in Nampo and Ningbo- Zhoushan waters in May/June 2020 


[r7marxæ dé Togo-fiagged MV ENTERPRISE at Anchor with North Korea-origin Coai ce ok 
7 ) Near Nampo Lockgate. Korea Loupe 
gs°# 38:40:26 N 125: ‘© , 
: l ÿ L ” 2r *" : 1. 64 
Ale SAN LC Pr : . : 
: : PR | 





Tomas MY ENTERPRISE at Anchor 
r Ningbo-Zhoushan. China à / 
Se 46:46 N 122:44:52 E (n] 


GRAN 


Source: Member State 





56 Information until October 2020. 
57 IMO. The listed fax numbers of the Chinese entities had error returns. 
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Figure 2: Suspension notification of the Enterprise issued by the Togolese Maritime Authority 


REPUBLIQUE TOGOLAISE TOGOLESE MARITIME AUTHORITY 
TRAVAIL - LIBERTE - PATRIE INTERNATIONAL SHIP REGISTRY 


Our Ref. : 0091NOS/TG/01/21 


ENTERPRISE ex BLUE SKY 





Source: Member State 


Source: The Panel 
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Annex 38 (b): Unknown flagged Ri Hong (aka Klausen) (MO: 9162318) exporting 
DPRK-origin coal to Ningbo-Zhoushan waters, China 


Ri Hong (aka Klausen) (IMO: 9162318) 





The Panel reported on the Ri Hong sailing as flag unknown when the vessel was reported by a Member State 
to have exported DPRK:-origin coal to waters in Ningbo-Zhoushan, China in April 20208. The vessel was 
last recorded transmitting near Shidao, China on or around 18 December 2019 (EST) before it stopped 
transmission (see figure 1). The vessel was recorded on satellite imagery less than a week later at Songnim 
port, DPRK (see figure 2). 


The Panel wrote to China and sought its assistance for information on the vessel as it last appeared near the 
Shidao port area, its export of DPRK-origin coal to the Ningbo-Zhoushan area, and on the Ri Hong's last 
known Chinese owner and operator before the vessel appeared in the DPRK. China replied “The DPRK- 
flagged vessel “Ri Hong” entered the sea area near Weiïhai from Inchon, ROK without entering ports, and 
left the sea area for an unknown destination.” 


The Panel notes that commercial maritime tracking databases show the Ri Hong, then Panama-flagged, 
called at Incheon port on and around 10 to 14 December 2019 (EST) prior to its arrival at Shidao on or around 
14 December 2019 (EST). Panama confirmed it de-registered the Ri Hong on 20 December 2019*°. 


Figure 1: Last recorded AIS transmission of the Ri Hong, December 2019 
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Source: Windward, annotated by the Panel 


1 





8 Paragraphs 57 to 59, S/2020/840. 
5° Ibid. 
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Figure 2: Ri Hong at Songim port, DPRK, 23 December 2019 


Sierra Leone-flagged M/V RI HONG Berthed 
Songnim Port, North Korea 
38:44:15 N 125:37:03 E 





Source: Member State 


In May 2020, the Ri Hong was captured on satellite imagery near Nampo Lock Gate, DPRK, and then in 
Ningbo-Zhoushan waters June 2020 (figure 3). The vessel was back loading coal at Nampo port in July 2020 
(see figure 4). 
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Figure 3: Satellite imagery of the Ri Hong exporting DPRK-origin coal, May / June 2020 


| z1maY2x | D Sierra Leone-flagged WV RI HONG Underway wEh North Kores-origin Cos SE Sierra Leone-flagged M/V RI HONG at Anchor 
à Near Mampo Lock Gzte, Horth Korea Near Nirgbo-Zhoushan, China 
T 38:41:32 N 125-96:33 E 30:14:02 N 122:27:36 E 
ZT T4 à 
, 2” » 






Figure 4: Satellite imagery of the Ri Hong at Nampo, 4 July 2020 


Sierra Leone-flagged MIV RI HONG Loading North Korea-origin Coal 
, E Nampo Port, North Korea 
38:43:36 N 125:24: 


Source: Member State 


The Panel notes that there has been no record on commercial maritime databases of any AIS transmission by 
the vessel sailing under the name of Klausen since December 2019 in spite of its reported flag and name 
change? and in spite of satellite imagery showing the vessel continuing to sail and conduct maritime tra de. 
The Sierra Leone Maritime Administration confirmed the K/ausen's de-registration on 17 November 2020 
with the reason of the vessel’s expiration of its issued provisional registration certificate. À Member State 
has assessed the Ri Hong as acquired by the DPRK though it remains unclear if the vessel is officially flagged 
under its fleet. 


Updated information lists Converse Trading Limited, a Hong Kong-registered entity as the registered owner, 
operator and manager of the Klausen since May 2020. The company has no listed telephone, fax or email 
contact details. The Panel continues to await a response from the previous Chinese registered owner and 
operator of the Ri Hong of the vessel’s status, activities, cargo and onward sale. 


Source: The Panel 





6 As of December 2020. 
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Annex 39: Companies involved in the export of DPRK-origin coal 


XinXin Green Work Research & Development Co. Ltd 





The Panel investigated the Democratic People’s Republic of Korea’s illegal export from at 
least 2019 of coal using barges, based on information from a Member State. In July 2020, 
XinXin Green Work Research & Development Co. Ltd in Liaoning Province, China, imported 
11,000 metric tons of DPRK-origin coal, using a vessel named Shu Shan 168. According to 
the Member State, the designated Munitions Industry Department (KPe.028) was directly 
involved in this transaction and benefited from it. XinXin Green has yet to reply to the Panel’s 
inquir y. 


Taizhou Yifeng Transportation Co. Ltd. 





Based on information from a Member State, Taizhou Yifeng Transportation Co. Ltd. was in- 
volved in the Democratic People’s Republic of Korea’s illegal export of coal using barges. 
According to information from a Member State, the Panel requested information from Taizhou 
Yifeng Transportation Co. Ltd. on whether the company worked together with Mulgil Trading 
Corporation of the Democratic People’s Republic of Korea to import coal into China using a 
barge Yi Feng 1 (Vessel ID number: CN20089481469, Vessel Registry number: 
2008K2191995) between 2019 and 2020. Taizhou Vifeng has yet to reply to the Panel’s en- 


quiry. 


Source: Member State 
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Annex 40: List of HS Codes the Panel applies for the monitoring of sectoral ban 


Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN 
Security Council resolutions. This list superseds S/2018/171 annex 4 as amended by S/2018/171/Corr.l. 
See https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of prohibited 





goods and Implement Assistance Notes. 


a. Items prohibited from being exported to the DPRK 


Conden- 
sates and 
natural gas 
liquids 


Description 


Oils; petroleum oils and oils obtained from bituminous 
minerals 





Petroleum gases and other gaseous hydrocrabons 


Resolutions 


Para. 13 of 
res. 2375 
(2017) 





Industrial 
machinery 


Nuclear reactors, boïilers, machinery and mechanical 
appliances; parts thereof 





Electrical machinery and equipment and parts thereof, 
sound recorders and reproducers; television image and 
sound recorders and reproducers, parts and accessories 
of such articles 


Para. 7 of 
res. 2397 
(2017) 





Transpor- 
tation 
vehicles ! 


Railway, tramway locomotives, rolling-stock and parts 
thereof; railway or tramway track fixtures and fittings 
and parts thereof; mechanical (including electro- 
mechanical) traffic signaling equipment of all kinds 





87 


Vehicles; other than railway or tramway rolling stock, 
and parts and accessories thereof 





88 


Aircraft, spacecraft and parts thereof °? 





89 


Ships, boats and floating structures 


Para. 7 of 
res. 2397 
(2017) 





Iron, steel 
and other 
metals 


Chapters 72-83 





72 


Iron and steel 





73 


Articles of iron or steel 





74 


Copper and articles thereof 





75 


Nickel and articles thereof 





76 


Aluminum and articles thereof 





77 


Reserved for possible future use 





78 


Lead and articles thereof 





79 


Zinc and articles thereof 





80 


Tin and articles thereof 





81 


Other base metals; cermets; articles thereof 





82 


Tools, implements, cutlery, spoons and forks, of base 
metal; parts thereof of base metal 








83 








Miscellaneous articles of base metal 








Para. 7 of 
res. 2397 
(2017) 


6! Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or 
indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and 
whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by the 


Committee on a case-by-case basis. 


? Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian 
passenger aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu- 
134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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b. Items prohibited from being imported from the DPRK 




























































































HS Codes Description Resolutions 
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels Para. 8 of 
manufactured from coal resolution 
Iron Ore 2601 | Iron ores and concentrates, including roasted iron 2371 (2017) 
pyrites 
Iron Chapter 72 | Iron and steel products (7201-7229) 
Iron and Steel Chapter 73 | Iron and steel products (7301-7326) 
products 
Gold 261690 | Gold ores and concentrates Para. 30 of 
7108 | Gold (incl. put plated), unwrought, semi-manufactured | resolution 
forms or powder 2270 (2016) 
710811 | Gold Powder, Unwrought 
710812 | Gold in Other Unwrought Forms 
710813 | Gold in Other Semi-manufactured Forms 
710820 | Monetary Gold 
Titanium 2614 | Titanium ores and concentrates 
Vanadium 2615 | Vanadium ores and concentrates 
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210 
Minerals and 261220] 
2617 | Ores and concentrates, [Nesoi code 261790 
- Other Ores and Concentrates] 
2805 | Alkali metals etc., rare-earth metals etc., mercury 
2844 | Radioactive chemical elements & isotopes etc. 
Copper Chapter 74 | Copper and articles thereof (7401-7419) Para. 28 of 
2603 | Copper ores and concentrates resolution 
Zinc Chapter 79 | Zinc and articles thereof (7901-7907) 2321 (2016) 
2608 | Zinc ores and concentrates 
Nickel Chapter 75 | Nickel and articles thereof (7501-7508) 
2604 | Nickel ores and concentrates 
Silver 2616100 | Silver ores and concentrates 
7106, 7107 | Silver unwrought or semi manufactured forms, or in 
powdered forms; base metals clad with silver, not 
further worked than semi-manufactured 
7114 | Articles of goldsmiths or silversmiths” wares or parts 
thereof, of silver, whether or not plated or clad with 
other precious metal 
Seafood (incl Chapter 3 | Fish and Crustaceans, Molluscs and other Aquatic Para. 9 of 
fish, Invertebrates (0301-0308) resolution 
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans, 2371 (2017) 
mollusks, and molluscs or other aquatic invertebrates) 
other aquatic 1604 | Prepared or preserved fish; caviar and caviar substitutes 
invertebrates prepared from fish eggs 
in all forms) 1605 | Crustaceans, molluscs and other aquatic invertebrates, 
prepared or preserved 
Lead Chapter 78 | Lead and articles thereof (7801-7806) Para. 10 of 
Lead ore 2607 | Lead ores and concentrates resolution 











2371 (2017) 
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Textiles Chapters 50- Para. 16 of 
(including but 63 resolution 
not limited to 50 | Silk, including yarns and woven fabrics thereof 2375 (2017) 
fabrics and 51 | Wool And Fine Or Coarse Animal Hair, Including Yarns 
partially 0r And Woven Fabrics Thereof, Horsehair Yarn And 
fully Woven Fabric 
UE 52 | Cotton, Including Yarns And Woven Fabrics Thereof 
APpare 53 | Vegetable Textile Fibers Nesoï; Yarns And Woven 
products) Fabrics Of Vegetable Textile Fibers Nesoi And Paper 
54 | Manmade Filaments, Including Yarns And Woven 
Fabrics Thereof 
55 | Manmade Staple Fibers, Including Yarns And Woven 
Fabrics Thereof 
56 | Wadding, Felt And Nonwovens; Special Yarns; Twine, 
Cordage, Ropes And Cables And Articles Thereof 
57 | Carpets And Other Textile Floor Covering 
58 | Fabrics; special woven fabrics, tufted textile fabrics, 
lace, tapestries, trimmings, embroidery 
59 | Textile fabrics; impregnated, coated, covered or 
laminated; textile articles of a kind suitable for 
industrial use; 
61 | Apparel and clothing accessories; knitted or crocheted; 
62 | Apparel and clothing accessories; not knitted or 
crocheted; 
63 | Textiles, made up articles; sets; worn clothing and worn 
textile articles; rags 
Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of 
products resolution 
2397 (2017) 
08 | Fruit and nuts, edible; peel of citrus fruit or melons 
12 | Oil seeds and oleaginous fruits; miscellaneous grains, 
seeds and fruit, industrial or medicinal plants; straw and 
fodder 
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of 
appliances; parts thereof resolution 
Electrical 85 | Electrical machinery and equipment and parts thereof; | 2397 (2017) 
equipment sound recorders and reproducers; television image and 
sound recorders and reproducers, parts and accessories 
of such articles 
Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime 
stone and cement 
including 
magnesite and 
magnesia 
Wood 44 | Wood and articles of wood; wood charcoal 
Vessels 89 | Ships, boats and floating structures 














c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel notes that 
annual caps are placed for the two items below. 


e HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons ] 
e  HS2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ] 


21-01647 


249/427 


S/2021/211 





Annex 41: Recorded trade between the DPRK and some Member States 


1. Methodology 


The Panel monitors prohibited exports and imports by the Democratic People’s Republic of 
Korea pursuant to paragraph 30 of resolution 2270 (2106), paragraphs 26 and 28 of resolution 2321 (2016), 
paragraphs 8, 9 and 10 of resolution 2371 (2017), paragraphs 13, 14 and 15 of resolution 2375 (2017) and 
paragraphs 4, 5, 6 and 7 of resolution 2397 (2017). 


The Panel analysed Member States’ trade data as reported by them to international trade 
statistics database such as the International Trade Centre (ITC) or Global Trade Atlas (GTA) to apply a 
uniform standard to all Member States. Where available statistics indicate trade in prohibited items, the Panel 
request Member States to provide additional information for verification, preferably with relevant original 
documents which can substantiate its explanation. The Panel notes that the DPRK does not release statistics 
on its external trade and only mirror statistics are available on DPRK exports and imports. This analysis does 
not include any exports and imports of prohibited items by the DPRK that were undetected or unreported by 
Member States. 


The list of HS codes the Panel used for its analyses are included in annex 40 of this report. 


The Panel reiterates that its enquiry is based on the WCO recommended list (see S/2017/150 para. 257, 
S/2018/171 annex 4 as amended by S/2018/171/Corr.l). The Panel further notes that, while discrepancy may 
exist between the practice of certain Member States and the Panel in this regard, absence of reference to a 
specific HS code within relevant UNSCRSs should not be construed in a way that makes the relevant provision 
unimplementable or practically ineffective by excluding certain subcategories of a prohibited item without 
reasonable grounds. 


The Panel’s analysis in this report primarily covers the period between April and September 
2020. In 2020, however, the Panel observed that many Member States were unable to share their trade 
statistics in a timely manner. Therefore, this report also contains the Panel’s analyses on the recorded trades 
of certain Member States which took place before April 2020. Furthermore, sometimes the Panel obtain 
hitherto unreported trade data newly made available to the international trade statistics database. In such 
cases, the Panel requested the Member State in question to provide clarifications on possible trade with the 
DPRK based on the new information. 


2. Update on the Panel’s past inquiries in 2020 final report (S/2020/151, annex 19) 


Costa Rica replied to the Panel’s inquiry on its recorded trade with the DPRK between April 
2018 and September 2019, and provided full documentation which show that the recorded trade the Panel 
inquired was not conducted with the DPRK. 


Indonesia replied to the Panel’s inquiry on its recorded trade with the DPRK between April 
2018 and September 2019. Indonesia stated that it “would like to reiterate that any information between 
Indonesia and its trade partners should be based on the information issued by our relevant authorities.” 
Indonesia also stated that “There were imports of articles under HS 73, HS 74, HS 79 and HS 54 from DPRK 
by Indonesia during the questioned period. However, UNSCR 2371, 2321 and 2375 does not prohibits| sic] 
the procurement of the specific abovementioned HS codes. Thus, the imports of HS 73, HS 74, HS 79 and 
HS 54 from DPRK during the specified period should not be considered as incompliance against the referred 
UNSCR. The Government of the Republic of Indonesia are still conducting internal investigation with regard 
to the request related to HS 84 and HS 85, and will provide more information in due course.” 51 





S For implementation of paragraph 5 of resolution 2397 (2017), see paras. 27 — 53 of this report. For implementation of luxury goods 
ban, see paras. 110 — 122. 
4 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex. 
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3. Update on the Panel’s past enquiries in 2020 midterm report (S/2020/840, annex 29) 


Germany replied to the Panel’s enquiry on its recorded exports of items under HS code 84 
worth of 10,000 USD consisted of two categories of items. First, 41 fire extinguishers for the German 
Embassy in Pyongyang, which “are exempted from applicable sanctions provisions.” Second, a “small 
medical centrifuge with a declared value of EUR 870 was exported, with the recipient being a hospital in 
Pyongyang.” As for the second item, Germany stated that it has “brought this to the attention ofthe competent 
export control authorities with a view to ensuring strict compliance with applicable sanctions provisions.” 


4. Results of the Panel’s latest enquiries for this report 


Below is the result of the Panel’s analyses of Member States’ recorded trade with the DPRK. 
Each Member State may have a different covering period based on the availability of trade statistics. The 
most recent data the Panel used was September 2020. 


The Panel reiterates that this is not a complete list of countries that traded with the DPRK 
during the said period, and the Panel is preparing further inquiries concerning other Member States as full 
trade data for this period becomes available. 


Austria: Austria replied that its November 2019 exports of items under HS Code 84 to the DPRK worth of 
USD 26,000 appeared to be linked to the supply of spare parts of an item licensed prior to the adoption of 
the relevant resolution. The Panel notes that paragraph 7 of Resolution 2397 (2017) has not stipulated any 
transition period. 


Bolivia: The Panel has yet to receive a reply. 








[ Imports ] 
Iron and iron ore ‘ 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2020 Bolivia DPRK 72-73 147,000 























Source: Global Trade Atlas 


Machinery ‘f 









































DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2019 Bolivia DPRK 84 63,000 
July 2020 Bolivia DPRK 84 19,000 
Source: Global Trade Atlas 
Electrical equipment ‘? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Bolivia DPRK 85 13,000 
August 2020 Bolivia DPRK 85 14,000 























Source: Global Trade Atlas 


Brazil: To the Panel’s enquiry into the recorded imports and exports of machinery with the DPRK 
between April and September 2020, Brazil replied with detailed explanation from the Brazilian Internal 
Revenue 





 Applicable resolution: Resolution 2371 (2017), paragraph 8. 
6 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
7 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Service that “the reference to alleged commercial transactions with [the DPRK] results from human error 
committed by importers or exporters when completing the corresponding customs declaration”, and further 
informed the Panel the measures it has taken since 2018 to improve implementation of relevant resolutions. 


Burkina Faso: The Panel has yet to receive a reply. 








[Imports ] 
Machinery ‘8 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Burkina Faso DPRK 84 152,000 























Source: ITC Trade Map 


China: The Panel enquired China of recorded imports of iron and steel products (HS 72-73) worth of 
9,549,000 USD from the DPRK, and export of machinery (HS 84) worth of 52,000 USD to the DPRK for 
the period between April and September 2020. 


China replied that “In 2020, the DPRK commodities exports to China under HS Code 72 and 73 were steel 
ingot, steel billet, ferrosilicon, etc., which are not prohibited by the Security Council resolutions. Regarding 
DPRK commodities imports from China under HS Code 84 and 85 in 2020, one batch were goods for 
diplomatic use, and the other batch were aid from a Swiss humanitarian agency to the DPRK, which had 
been exempted by the 1718 committee. The transfer of the two batches of commodities was in full conformity 
with the requirements of the Security Council resolutions.” $? 
























































[ Imports ] 
Iron 
Das REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 China DPRK 72, 73 79,000 
June 2020 China DPRK 72, 73 1,224,000 
July 2020 China DPRK 72, 73 4,078,000 
August 2020 China DPRK 72,73 2,859,000 
September 2020 China DPRK 72,73 1,309,000 
Source: ITC Trade Map, Global Trade Atlas 
[ Exports | 
Industrial machinery ?! 
Hs REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
| 84 1,000 
May 2020 China DPRK 85 32.000 
September 2020 China DPRK 84, 85 19,000 























Source: ITC Trade Map, Global Trade Atlas 


Colombia: The Panel received two replies from Colombia for two inquiries into the recorded trade with the 
DPRK between October 2019 and September 2020. In two diplomatic notes, Colombia provided full 





8 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
5 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex . 
7 Applicable resolution: resolution 2371 (2017), paragraph 8. 


71 Applicable resolution: resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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explanation on its customs clearance risk management system and its own enquiries to confirm whether it 
had exported and imported prohibited goods to/from the DPRK. 


While the Panel could not independently conclude absence of prohibited trade with the DPRK as original 
documents were not provided, the Panel notes Colombia”’s efforts to implement relevant resolutions and 
assesses that at least a part of past trade records with the DPRK were erroneous. 


El Salvador: The Panel has yet to receive a reply. 








[ Imports ] 
Machinery 7? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2020 EI Salvador DPRK 84 116,000 























Source: Global Trade Atlas 


Ethiopia: The Panel has yet to receive a reply. 






































[ Imports ] 
Copper 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2017 Ethiopia DPRK 74, 2603 31,000 
February 2019 Ethiopia DPRK 74, 2603 39,000 
Source: Global Trade Atlas 
Zinc 7* 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2020 Ethiopia DPRK 79, 2608 100,000 























Source: Global Trade Atlas 


Textiles 7° 








Dat REPORTING PARTNER HS APPROXIMATE 
' COUNTRY COUNTRY CODE VALUE (USD) 
July 2019 Ethiopia DPRK 50-63 10,000 























Source: Global Trade Atlas 


Machinery 7 









































daté REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 

September 2018 Ethiopia DPRK 84 36,000 
February 2019 Ethiopia DPRK 84 55,000 
April 2019 Ethiopia DPRK 84 24,000 
June 2019 Ethiopia DPRK 84 55,000 
September 2019 Ethiopia DPRK 84 86,000 
October 2019 Ethiopia DPRK 84 80,000 








7? Applicable resolution: Resolution 2397 (2017), paragraph 6. 
7 Applicable resolution: Resolution 2321 (2016), paragraph 28. 
7 Applicable resolution: Resolution 2321 (2016), paragraph 28. 
7 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
76 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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December 2019 Ethiopia DPRK 84 31,000 

April 2020 Ethiopia DPRK 84 30,000 

August 2020 Ethiopia DPRK 84 133,000 
Source: Global Trade Atlas 

Electrical equipment 7? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Ethiopia DPRK 85 15,000 























Source: Global Trade Atlas 








[ Exports ] 
Industrial machinery 75 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
May 2019 Ethiopia DPRK 84, 85 10,000 























Source: Global Trade Atlas 


Eswatini: The Panel enquired Eswatini of its recorded import of textiles from the DPRK worth of 14,000 
USD in March 2020. Eswatini responded that it will transmit the requested information 


Fiji: Fiji acknowledged the receipt of the Panel’s enquiry. 



























































[ Imports ] 
Iron ?” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 

September 2017 Fiji DPRK 72 42,000 
October 2017 Fiji DPRK 72 28,000 
May 2018 Fiji DPRK 72 80,000 
June 2018 Fiji DPRK 72 109,000 
July 2018 Fiji DPRK 72 93,000 
September 2018 Fiji DPRK 72 158,000 
October 2018 Fiji DPRK 72 141,000 
December 2018 Fiji DPRK 72 493,000 
January 2019 Fiji DPRK 72 28,000 
March 2019 Fiji DPRK 72 191,000 
April 2019 Fiji DPRK 72 15,000 
May 2019 Fiji DPRK 72 226,000 
June 2019 Fiji DPRK 72 181,000 
August 2019 Fiji DPRK 72 56,000 
September 2019 Fiji DPRK 72 43,000 
October 2019 Fiji DPRK 72 80,000 
November 2019 Fiji DPRK 72 165,000 
December 2019 Fiji DPRK 72 119,000 


























77 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

7# Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

7 Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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January 2020 Fiji DPRK 72 125,000 
February 2020 Fiji DPRK 72 308,000 
Source: ITC Trade Map 
Textiles #° 
Taté REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2018 Fiji DPRK 55 15,000 
January 2019 Fiji DPRK 55 43,000 
February 2019 Fiji DPRK 55 99,000 
March 2019 Fiji DPRK 55 28,000 
April 2019 Fiji DPRK 55 49,000 
May 2019 Fiji DPRK 55 38,000 
June 2019 Fiji DPRK 55 144,000 
July 2019 Fiji DPRK 55 90,000 
August 2019 Fiji DPRK 55 74,000 
October 2019 Fiji DPRK 55 142,000 
Source: ITC Trade Map 
Machinery ! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Fiji DPRK 84 32,000 
May 2018 Fiji DPRK 84 192,000 
June 2018 Fiji DPRK 84 21,000 
November 2018 Fiji DPRK 84 13,000 
February 2019 Fiji DPRK 84 18,000 
April 2019 Fiji DPRK 84 10,000 
February 2019 Fiji DPRK 84 13,000 
Source: ITC Trade Map 
Electrical equipment #? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Fiji DPRK 85 26,000 
Source: ITC Trade Map 
Vessels 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Fiji DPRK 89 3,367,000 























Source: ITC Trade Map 


[ Exports ] 


Industrial machinery %* 





#0 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
$! Applicable resolution: Resolution 2397 (2017), paragraph 6. 
# Applicable resolution: Resolution 2397 (2017), paragraph 6. 
# Applicable resolution: Resolution 2397 (2017), paragraph 6. 


# Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 


models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Fiji DPRK 84 41,000 
Source: ITC Trade Map 
Metals 5° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Fiji DPRK 72 54,000 
May 2018 Fiji DPRK 72 64,000 
June 2018 Fiji DPRK 72 64,000 
July 2018 Fiji DPRK 72 25,000 
Source: ITC Trade Map 
Germany: The Panel has yet to receive a reply. 
[ Imports ] 
Textiles#6 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2020 Germany DPRK 61 13,000 
February 2020 Germany DPRK 61 15,000 
March 2020 Germany DPRK 61 39,000 
April 2020 Germany DPRK 61 19,000 
June 2020 Germany DPRK 61 62,000 
September 2020 Germany DPRK 61 37,000 























Source: ITC Trade Map 


Ghana: The Panel received one reply for two inquiries to Ghana. In its first reply, Ghana shared the result of its 
own enquiry which sufficiently showed the absence of prohibited trade with the DPRK. The Panel has yet to 
receive a reply for its second inquiry. 



































[ Imports ] 
Iron and iron ore *? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 72-73 43,000 
Source: Global Trade Atlas 
Seafood 5 
Da REPORTING PARTNER HS APPROXIMATE 
: COUNTRY COUNTRY CODE VALUE (USD) 
03, 
May 2020 Ghana DPRK 1603- 158,000 
1605 























Source: Global Trade Atlas 





5 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

86 Applicable resolution: Resolution 2375 (2017), paragraph 16. 

7 Applicable resolution: Resolution 2371 (2017), paragraph 8. 

$ Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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Textiles #°? 




































































































































































DE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
May 2020 Ghana DPRK 50-63 17,000 
Source: Global Trade Atlas 
Machinery °° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 84 12,000 
May 2020 Ghana DPRK 84 34,000 
Source: Global Trade Atlas 
Earth and stone °! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 25 1,519,000 
Source: Global Trade Atlas 
Guyana: The Panel has yet to receive a reply. 
Iron °? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Guyana DPRK 73 17,000 
January 2019 Guyana DPRK 73 23,000 
Source: ITC Trade Map 
Machinery” 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Guyana DPRK 84 161,000 
April 2018 Guyana DPRK 84 35,000 
June 2018 Guyana DPRK 84 103,000 
August 2018 Guyana DPRK 84 22,000 
December 2018 Guyana DPRK 84 69,000 
January 2019 Guyana DPRK 84 154,000 
February 2019 Guyana DPRK 84 77,000 
March 2019 Guyana DPRK 84 88,000 
April 2019 Guyana DPRK 84 29,000 
May 2019 Guyana DPRK 84 20,000 
June 2019 Guyana DPRK 84 51,000 
July 2019 Guyana DPRK 84 26,000 
August 2019 Guyana DPRK 84 20,000 
September 2019 Guyana DPRK 84 32,000 
October 2019 Guyana DPRK 84 30,000 


























# Applicable resolution: 
% Applicable resolution: 
°! Applicable resolution: 
*? Applicable resolution: 
% Applicable resolution: 


21-01647 


Resolution 2375 (2017), paragraph 16. 
Resolution 2397 (2017), paragraph 6. 
Resolution 2397 (2017), paragraph 6. 
Resolution 2371 (2017), paragraph 8. 
Resolution 2397 (2017), paragraph 6. 
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December 2019 Guyana DPRK 84 279,000 

February 2020 Guyana DPRK 84 31,000 

May 2020 Guyana DPRK 84 21,000 

Source: ITC Trade Map 
Electrical equipment °“ 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Guyana DPRK 85 17,000 
March 2019 Guyana DPRK 85 14,000 























Source: ITC Trade Map 


Earth and stone °° 








DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2019 Guyana DPRK 25 18,000 























Source: ITC Trade Map 














[ Export ] 
Metals °° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Guyana DPRK 72 18,000 
December 2019 Guyana DPRK 72 21,000 
January 2020 Guyana DPRK 72 27,000 























Source: ITC Trade Map 


Honduras: The Panel has yet to receive a reply. 
[ Imports ] 


Machinery °’ 




















DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Honduras DPRK 84 34,000 
November 2019 Honduras DPRK 84 41,000 
December 2019 Honduras DPRK 84 49,000 
January 2020 Honduras DPRK 84 33,000 




















Source: Global Trade Atlas 


Electrical equipment 














De REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Honduras DPRK 85 46,000 
January 2020 Honduras DPRK 85 38,000 




















Source: Global Trade Atlas 





% Applicable resolution: Resolution 2397 (2017), paragraph 6. 

% Applicable resolution: Resolution 2397 (2017), paragraph 6. 

% Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

* Applicable resolution: Resolution 2397 (2017), paragraph 6. 

% Jbid. 
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India: The Panel made two inquires to India, first for the period between May and December 2019, and the 
second for the period between January and July 2020. In this period, India recorded imports of zinc, iron 
and steel products, textiles, electrical equipment, machinery, and food and agricultural products with total 
value of 1,364,000 USD. It also recorded exports of industrial machinery, iron and metals and vehicles with 
total value of 339,000 USD. 


To both inquiries, India replied without original documents or other pertinent details that “after careful 
checks, we have found that there were no exports to or imports from DPRK” of prohibited items for both 
periods. °° 


Indonesia: Indonesia stated that while it imported 164,000 USD worth of zinc from the DPRK in January 
2020, UNSCR 2321 (2016) did not prohibit “the procurement of the specific abovementioned HS codes”, 
in this case HS 79 and HS 2608. !00 








Zinc 1 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2020 Indonesia DPRK 79 164,000 























Source: ITC Trade Map 


Italy: The Panel enquired Italy of its recorded export of metals (HS 72-83) to the DPRK in March 2020. 
Italy replied that “following investigations into the databank of the Italian Agency for Customs and 
Monopolies, no corresponding export of items, as indicated by the UN Panel of Experts, has emerged” but 
will keep the Panel informed of “any new, further details that may emerge.” 


Kenya: The Panel has yet to receive a reply. 











[ Imports ] 
Machinery !°2 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2020 Kenya DPRK 84 92,000 
August 2020 Kenya DPRK 84 96,000 























Source: Global Trade Atlas 


Kyrgyzstan: Kyrgyzstan replied that its State Customs Service found the recorded import of machinery from 
the DPRK in June 2020 was due to an inaccurate entry of the country of origin code, and this technical error 
has been corrected in its Unified Automated System. 


Mauritius: Mauritius replied that “no transaction has been effected between Mauritius and the DPRK” 
concerning its recorded imports of iron in June 2019 and of machinery in February 2020 from the DPRK. 
Mauritius further stated that “[a]n error was made in the Mauritius Customs Management System (CMS) 
which has been duly amended.” 





% See part 1 of this Annex. 

100 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex. 
101 Applicable resolution: Resolution 2321 (2016), paragraph 28. 

102 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Mozambique: The Panel has yet to receive a reply from Mozambique. 





















































































































































[ Imports ] 
Zinc 13 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 79 117,000 
May 2020 Mozambique DPRK 79 104,000 
Source: ITC Trade Map 
Seafood !° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 03 56,000 
Source: ITC Trade Map 
Textiles !°5 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 63 25,000 
June 2020 Mozambique DPRK 55 42,000 
Source: ITC Trade Map 
Machinery 116 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 84 10,000 
Source: ITC Trade Map 
Electrical equipment !°7 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 85 10,000 
Source: ITC Trade Map 
[ Exports | 
Metals!°8 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 78 350,000 























Source: ITC Trade Map 





1% Applicable resolution: Resolution 2321 (2016), paragraph 28.. 

1% Applicable resolution: Resolution 2371 (2017), paragraph 9. 

15 Applicable resolution: Resolution 2375 (2017), paragraph 16. 

106 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

107 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

18 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraîft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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Nigeria: The Panel has yet to receive a reply. 


[ Imports ] 





















































































































































Iron 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Nigeria DPRK 72, 73 19,000 
May 2019 Nigeria DPRK 72, 73 21,000 
Source: Global Trade Atlas 
Textiles 110 
Da REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Nigeria DPRK 50-63 28,000 
June 2018 Nigeria DPRK 50-63 18,000 
August 2018 Nigeria DPRK 50-63 18,000 
November 2018 Nigeria DPRK 50-63 10,000 
April 2020 Nigeria DPRK 50-63 31,000 
June 2020 Nigeria DPRK 50-63 64,000 
Source: Global Trade Atlas 
Machinery !!! 
. REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Nigeria DPRK 84 26,000 
March 2018 Nigeria DPRK 84 54,000 
April 2018 Nigeria DPRK 84 136,000 
January 2019 Nigeria DPRK 84 56,000 
April 2019 Nigeria DPRK 84 20,000 
July 2019 Nigeria DPRK 84 18,000 
December 2019 Nigeria DPRK 84 63,000 
January 2020 Nigeria DPRK 84 142,000 
February 2020 Nigeria DPRK 84 25,000 
March 2020 Nigeria DPRK 84 15,000 
April 2020 Nigeria DPRK 84 131,000 
June 2020 Nigeria DPRK 84 90,000 
Source: Global Trade Atlas 
Electrical equipment ? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2018 Nigeria DPRK 85 20,000 
August 2018 Nigeria DPRK 85 11,000 
October 2018 Nigeria DPRK 85 10,000 
December 2018 Nigeria DPRK 85 10,000 
April 2019 Nigeria DPRK 85 15,000 
April 2020 Nigeria DPRK 85 109,000 
June 2020 Nigeria DPRK 85 37,000 




















Source: Global Trade Atlas 

















1% Applicable resolution: Resolution 2371 (2017), paragraph 8. 
110 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
1 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
112 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Agricultural products 


113 






































DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2019 Nigeria DPRK 7,8, 12 11,000 
Source: Global Trade Atlas 
[ Exports ] 
Metals!!{ 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2019 Nigeria DPRK 74 310,000 
August 2019 Nigeria DPRK 76 279,000 























Source: Global Trade Atlas 


North Macedonia: North Macedonia replied that its recorded imports from the DPRK of iron, machinery and 
electrical equipment between 2018 and 2020 were “due to the technical error on all Customs declarations”, and 
indicated its willingness to provide the digital copies of relevant customs declarations. 


Pakistan: The Panel made two inquiries to Pakistan, first for the period between September 2019 and March 


2020, and the second for the period between June 2017 and July 2020. 


In its first reply, Pakistan shared the result of its own enquiry which unequivocally showed the absence of 
prohibited trade with the DPRK using original documentation. 


The Panel has yet to receive a reply for its second inquiry. 










































































[ Imports ] 
Copper !! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2017 Pakistan DPRK 74, 2603 21,000 
January 2018 Pakistan DPRK 74, 2603 10,000 
March 2018 Pakistan DPRK 74, 2603 83,000 
Source: Global Trade Atlas 
Zinc 6 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2017 Pakistan DPRK 79, 2608 13,000 
June 2018 Pakistan DPRK 79, 2608 276,000 
Source: Global Trade Atlas 
Iron 7 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2017 Pakistan DPRK 72, 73 2,292,000 
October 2017 Pakistan DPRK 72, 73 49,000 


























13 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

14 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

15 Applicable resolution: Resolution 2321 (2016), paragraph 28. 

116 Applicable resolution: Resolution 2321 (2016), paragraph 28. 

117 Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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November 2017 Pakistan DPRK 72, 73 376,000 
December 2017 Pakistan DPRK 72, 73 21,000 
January 2018 Pakistan DPRK 72, 73 45,000 
February 2018 Pakistan DPRK 72, 73 63,000 
March 2018 Pakistan DPRK 72, 73 412,000 
April 2018 Pakistan DPRK 72, 73 10,000 
May 2018 Pakistan DPRK 72, 73 95,000 
June 2018 Pakistan DPRK 72, 73 56,000 
July 2018 Pakistan DPRK 72, 73 145,000 
August 2018 Pakistan DPRK 72,73 78,000 
September 2018 Pakistan DPRK 72,73 59,000 
November 2018 Pakistan DPRK 72, 73 15,000 
July 2019 Pakistan DPRK 72, 73 30,000 
July 2020 Pakistan DPRK 72, 73 27,000 
Source: Global Trade Atlas 
Textiles 115 
ie REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Pakistan DPRK 50-63 20,000 
April 2018 Pakistan DPRK 50-63 44,000 
June 2018 Pakistan DPRK 50-63 19,000 
July 2018 Pakistan DPRK 50-63 83,000 
August 2018 Pakistan DPRK 50-63 42,000 
September 2018 Pakistan DPRK 50-63 54,000 
October 2018 Pakistan DPRK 50-63 287,000 
December 2018 Pakistan DPRK 50-63 30,000 
May 2019 Pakistan DPRK 50-63 29,000 
January 2020 Pakistan DPRK 50-63 21,000 
Source: Global Trade Atlas 
Machinery !!° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Pakistan DPRK 84 88,000 
March 2018 Pakistan DPRK 84 61,000 
April 2018 Pakistan DPRK 84 145,000 
May 2018 Pakistan DPRK 84 38,000 
June 2018 Pakistan DPRK 84 244,000 
July 2018 Pakistan DPRK 84 140,000 
August 2018 Pakistan DPRK 84 161,000 
September 2018 Pakistan DPRK 84 108,000 
October 2018 Pakistan DPRK 84 15,000 
November 20138 Pakistan DPRK 84 19,000 
February 2019 Pakistan DPRK 84 26,000 
Source: Global Trade Atlas 
Electrical equipment !?° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Pakistan DPRK 85 34,000 


























18 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
19 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
120 Applicable resolution: Resolution 2397 (2017), paragraph 6. 


21-01647 


263/427 


S/2021/211 





















































March 2018 Pakistan DPRK 85 32,000 
April 2018 Pakistan DPRK 85 12,000 
May 2018 Pakistan DPRK 85 130,000 
June 2018 Pakistan DPRK 85 25,000 
October 2018 Pakistan DPRK 85 16,000 
Source: Global Trade Atlas 
Agricultural products 12! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Pakistan DPRK 7,8, 12 16,000 
September 2018 Pakistan DPRK 7,8, 12 40,000 
October 2018 Pakistan DPRK 7,8, 12 16,000 























Source: Global Trade Atlas 


Russian Federation: The Panel made two inquiries to the Russian Federation, first for the period between 
September 2019 and March 2020, and the second for the period between June 2017 and July 2020. The 
Russian Federation replied to both. 


In its first reply, the Russian Federation stated that all ‘imports’ from the DPRK were delivered from countries 
other than the DPRK, and the country of origin was the ROK. All ‘exports’ to the DPRK, are "covered by the 
exclusions provided for in paragraph 7 of Security Council resolution 2397 (2017) on the Democratic People's 
Republic of Korea (spare parts needed to maintain the safe operation of commercial civilian passenger aircraft of the 
Democratic People's Republic of Korea), paragraph 22 of that resolution (goods needed by the Embassy of the 
Russian Federation in the Democratic People's Republic of Korea) or paragraph 18 of Council resolution 2375 (2017) 
(concerning the Russian Federation-Democratic People’s Republic of Korea Rajin-Khasan port and rail project).” 


In its second reply, the Russian Federation provided full details of the exports to the DPRK, stating that all of them 
are “covered by exemptions provided for in Security Council resolutions.” It also confirmed the statistical data 
provided by the ITC were accurate. (See Annex T3) 


Senegal: The Panel has yet to receive a reply. 



























































[ Imports ] 
Iron !?? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Senegal DPRK 72-73 269,000 
Source: Global Trade Atlas 
Textiles 123 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Senegal DPRK 50-63 12,000 
Source: Global Trade Atlas 
Machinery !?{ 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 


























21 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
12 Applicable resolution: Resolution 2371 (2017), paragraph 8. 
1% Applicable resolution: Resolution 2375 (2017), paragraph 16. 
14 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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October 2019 Senegal DPRK 84 210,000 
March 2020 Senegal DPRK 84 28,000 
May 2020 Senegal DPRK 84 11,000 
Source: Global Trade Atlas 
Electrical equipment !?° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Senegal DPRK 85 22,000 
Source: Global Trade Atlas 
Wood 126 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2019 Senegal DPRK 44 10,000 























Source: Global Trade Atlas 


South Africa: The Panel inquired South Africa of its recorded import of electrical equipment from the DPRK 
worth of 480,000 USD in September 2020. South Africa replied that it would respond in due course. 


Spain: The Panel has yet to receive a reply. 
[ Imports ] 


Machinery !?7 











DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Spain DPRK 84 404,000 




















Source: ITC Trade Map 


Sweden: Sweden replied that its competent authorities confirmed that the recorded import of electrical equipment 
in September 2020 refers to an import from Japan, not from the DPRK. Sweden informed that it was caused by 
the importer’s mistake, and its authorities now rectified the matter. 


United Kingdom: The Panel made two inquiries to the UK for recorded import of machinery in November 2019, 
and trade of electrical equipment between April and September 2020. 


In its first reply, the UK explained in full detail that the trade was with the USA, not the DPRK. In its second 
reply, the UK clarified that both imports and exports were conducted with the ROK as a part of routine trade. 


Uruguay: The Panel has yet to receive a reply. 





























[ Imports ] 
Electrical equipment 25 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
DS Jbid. 


126 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
7 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
18 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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May 2020 Uruguay DPRK 85 18,000 
June 2020 Uruguay DPRK 85 21,000 
July 2020 Uruguay DPRK 85 13,000 





Source: Global Trade Atlas 


Venezuela: The Panel hast yet to receive a reply. 











[ Imports ] 
Textiles 12° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Venezuela DPRK 50-63 54,000 
November 2019 Venezuela DPRK 50-63 23,000 























Source: Global Trade Atlas 


Electrical Equipment 1° 














Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Venezuela DPRK 85 53,000 
October 2019 Venezuela DPRK 85 15,000 




















Source: Global Trade Atlas 


Machinery !*! 














Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Venezuela DPRK 84 57,000 
October 2019 Venezuela DPRK 84 189,000 




















Source: Global Trade Atlas 








[ Exports ] 
Iron, steel, and other metals (HS 72-83) !*? 
Dat REPORTING PARTNER HS APPROXIMATE 
: COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Venezuela DPRK 72-83 44,000 























Source: Global Trade Atlas 


Zambia: The Panel hast yet to receive a reply. 


[ Imports ] 








Zinc 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2019 Zambia DPRK 79 351,000 























Source: ITC Trade Map 





1% Applicable resolution: Resolution 2375 (2017), paragraph 16. 

130 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

1 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

132 Applicable resolution: Resolution 2397 (2017), paragraph 7. Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I1-18D, I1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

13 Applicable resolution: Resolution 2321 (2016), paragraph 28. 
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Textiles 13 



















































































e REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2018 Zambia DPRK 63 95,000 
July 2018 Zambia DPRK 55 12,000 
September 2018 Zambia DPRK 63 28,000 
September 2018 Zambia DPRK 55 71,000 
December 2018 Zambia DPRK 55 75,000 
June 2019 Zambia DPRK 56 16,000 
Source: ITC Trade Map 
Machinery 
Däte REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2018 Zambia DPRK 84 18,985,000 
Source: ITC Trade Map 
Electrical equipment 16 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Zambia DPRK 85 42,000 

















Source: ITC Trade Map 





14 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
5 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
36 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Annex 42: Reply from the Russian Federation on the Panel’s inquiry to the recorded 
trade with the DPRK, April — September 2020 


Translated from Russian 


In response to the request for information from the Coordinator of the Panel of Experts on the 
Democratic People’s Republic of Korea of the Security Council Committee established pursuant to 
resolution 1718 (2006) contained in note OC.326, we should like to transmit the following table 
provided by the Federal Customs Service of Russia containing data on the export of goods subject 
to sanctions from Russia to the Democratic People’s Republic of Korea in the period from April to 


September 2020. 


The goods in question were listed in two customs declarations and are covered by the 
exemptions provided for in Security Council resolutions. Specifically, paragraph 22 of Security 
Council resolution 2397 (2017) provides for deliveries to the Embassy of the Russian Federation in 
the Democratic People’s Republic of Korea and paragraph 7 of the same resolution provides for 


deliveries of spare parts for civilian passenger aircraft. 


The shipments were accompanied by a permit from the Russian Federation Commission on 
Export Controls which was provided to the customs authorities. Customs inspections (screenings) 


were conducted. 


The statistical data provided by the International Trade Centre are accurate in this case. 
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Table 1: Industrial machinery (HS 84-85) 
CC Value Decl | Recipient/ Goods Authoriz | Custom | Note 
FEA (in aratio ation of s 
EAËEC | thousan n No. the inspecti 
comm | ds of Russian on 
Guy dollars) Federatio | (screeni 
group 
code L . ng) 
Commiss 
ion on 
Export 
Controls 
1 2 3 4 6 6 7 8 
April | 84 25 1071605 | Embassy of the Russian Federation/ Concrete mixers Inspecte | Security 
2020 0/ for construction mixtures, firefighting handline d Council 
170420/ | spray nozzle, firefighting valve, butterfly valve, resolution 
00 check valve, mechanical presses, drain pumps, gate 2397 (201 
09766 valves, ball valves, sprayers, filters, air vents, of 
; : à 22 Decem 
thermostatic valves, sets of mechanical hydraulic ber 2017 
tools and pneumatic tools, tools with built-in electric para. 22 . 
motors, grinders 
85 67 1071605 | Embassy of the Russian Federation / Transformers, Inspecte | Security 
0/ cables for distribution of electricity, emergency d Council 
170420/ | signalling devices, inductors, distribution panels, resolution 
00 contactor (soft starter), heat guns, automatic 2397 (201 
09766 switches, apparatus for switching or protecting 7) of 
electric circuits, plugs and sockets, transformers, 22 Decem 
insulating fittings, other switches, incandescent ber 2017, 
lamp-holders, wires and cables with insulated para. 22 
conductors 
Augu | 84 776 1070207 | Air Koryo / TA-12-60 auxiliary power unit (gas | No. Inspecte | Security 
st 0/ turbine), used, repaired; hydraulic jacks and hoists; | 271/20- d Council 
2020 10820/0 | metered hand pumps, jacks and hoists for servicing | ST20 of resolution 
185728 | TU-204-100B and TU-204-300 civilian aircraft 12 March 2397 
2020 (2017) of 
22 
December 
2017, para. 
7 
Table 2: Transportation vehicles (HS 87) 

1 2 3 # 5 6 7 8 
August | 87 34 10702070 | Air Koryo/ For the maintenance of TU-204- | No.271/2 | Inspect | Security Council 
2020 /1 100B and TU-204-300 civilian aircraft: coupling | 0-ST20 ed resolution 2397 

10820/01 | and towing device - tow bar, manual rolling | of (2017) of 22 
85728 transportation device - tilt-back tire changer) 12 March December 2017, 
2020 para. 7 
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Table 3: Metals (HS 73-83) 
April 73 13 10716050 | Embassy of the Russian Federation/ Other Inspect | Security Council 
2020 / stamped ferrous metal products (couplings, ed resolution 
170420/0 | pressure heads, fittings, tees, bends, thermal 2397 (2017) of 
0 09766 clips, elbows and bends, brackets, flanges, 22 December 20 
stainless steel pipes, threaded ferrous metal 17, para. 22 
products (dowels and naïls) 
74 6 10716050 | Embassy of the Russian Federation/ Couplings, Inspect | Security Council 
/ fittings, air vent, mounting sleeves, adapters, tees ed resolution 
170420/0 | and threaded pipe fittings 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
76 13 10716050) Embassy of the Russian Federation/ Heating Inspect | Security Council 
/ radiators, aluminium foil, aluminium window ed resolution 
170420/0 | profiles and aluminium structures 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
82 3 10716050) Embassy of the Russian Federation/ Press jaws, Inspect | Security Council 
/ extensions, vises, circular saw blades, putty ed resolution 
170420/0 | knives, hand tools for masons, moulders, 2397 (2017) of 
009766 | concrete workers, plasterers and painters 22 December 20 
17, para. 22 
83 2 1071605 | Embassy of the Russian Federation / Electrodes Inspect | Security Council 
0/ ed resolution 
170420/0 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
August | 73 43 1070207 | Air Koryo/ Spare parts for the maintenance of | No. 271/20 | Inspect | Security Council 
2020 0/ TU-204-100B and TU-204-300 civilian aircraft | -ST20 of ed resolution 2397 
110820/0 | (plugs for wheel bearings and brackets) 12 March (2017) of 22 
1 85728 2020 December 2017, 
para. 7 
82 10 1070207 | Air Koryo/ Hand tools and spare parts for the | No. 271/20 | Inspect | Security Council 
0/ maintenance of TU-204-100B and TU-204-300 | -ST20 of ed resolution 2397 
110820/0| civilian  aircraft (handheld non-adjustable | 12 March (2017) of 22 
1 wrenches, lug wrenches and interchangeable 2020 December 2017, 
85728 wrench heads) para. 7 
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Annex 43: Reply from Cambodia to the Panel’s enquiry 





KINGDOM OF CAMBODIA 
——— NATION - RELIGION - KING 
PERMANENT MISSION __—— 
TO THE UNITED NATIONS 


No. PMC/UN/021/21 


The Permanent Mission of the Kingdom of Cambodia to the United Nations 
presents its compliments to the UN Security Council's Panel of Experts and, further to 
its Note Verbale No. PMC/UN/015/21 dated 15 January 2021 in response to 
communication (No. S/AC49/2020/PE/OC.461) dated 21 December 2020 from Mr. 

, Coordinator of the Panel of Experts established pursuant to UN 
Security Council Resolution 1474 (2009), has the honour to convey to the 1718 
Committee and to the Panel of Experts the results of the investigations carried out 
by the Roval Government of Cambodiainto the dacumentary “The Mole: 
Undercover in North Korea”. 


The Permanent Mission of the Kingdom of Cambodia to the United Nations 
avails itself of this opportunity to renew to the UN Security Council's Panel of Experts 
Established Pursuant to Resolution 1474 (2009) the assurances of its highest 
consideration. 


New York, 3 February 2021 


ff - 


United Nations Security Council 


cc to: 

Mr! 

Coordinator of the Panel of Experts established 
pursuant to UN Security Council Resolution 1874(2009) 
United Nations Security Counct] 
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Intormetion regarding the documenter “The Male: Undercover in North Korea” 


With reference to the Letter Ho: SAC. 402000 PE OC. A461 of ME t:c: 
Cowdinator of tre Fanel of Experts established porsuant lo Security Council Resolution 
1674 (200), dated 21 December 280 régarding the Panèl's réquest for assistance on 
irvestigations ariseng from the documentars The Moke: Undercover in North Korea” which 
es brosdcastes En ne BEC on à senies of 2 episodes, one of which shows whal appears 
ti bé an arm deal discussion partait Simed at two locations in Phnom Penh, Cambodia, 
the Foyal Govemment of Cambodis Has camied out 8 thorough investigation with the 
results as follows: 


Essed on the review of fhe above documenéar,, Cambodien experts dentiied tac 
locations which ere filmad in Phnom Penh, Cambeodis, including: 
1. The Bale Phnom Penh Resort The place where the North Korgans steved ar 
negotated the prios of Weapons, 
2. Q11 Cyclone Shooting Range: The place where the Horth Korean group wert 
to test weapons, 
Result of Investigation and Location Veriication 
1. The Bale Phnom Penh Resort: Address: Haliorel Road 6, Bidge 8, Sangkai Eek 
Kheng, Khan Chroy Changua, Phnom Penh. 

# According to the manager M irc Germany } of The Bale 
Phnom Penh Resort, the discussion shown in he documentars cartainty tock 
place in The Bals Phnom Panh Resort. 

S. 91 Kembol Shocäing Range: Address: Taphem Villsge, Kambol Cisiict, Phnom Penh, 
whach ds controlled by the Parachute Special Brigade Cormmand 91L. 

ke The SL Shooting Range is open to the public for weapons ftranéne and ks gtrictty 
mhibited born arr train. 

3. Cheracters in the documentary: 

mo Jen Meñdi Latrache Guortrup (Plaved as James in Me Cééurnentany 

Gender: Male 
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Date of Birth: 06 / Juty / 1972 
Nationality: Danish 
> Jin Meh® Latrache Gvortrup entered Cambodia on Apri 21, 2019 (LQ671 
Bangkok-Phnom Penh} and left Cambodia on April 25, 2019 (MI605 
Phnom Penh-Singapore ). 
*  HEINE KAARSBERG ( Accompanying Jim Meh® Latrache Quortrup } 
Gender: Male 
Date of Birth: 29 / August / 196? 
Nationality: Danish 
> Both people stayed at The Bale Phnom Penh Resort in Rooms 21 and 22 
from Apr 21, 2019 and left on April 25, 2019. 
Conclusion: 
- The production of he above documentary aims to attack North Korea, 
= Cambodia experts did not identify any signs related to the arms trade in Cambodia. 
- The production of the above documentary video does not have clear basis and evidence 
that corroborate tho arms trade since the production of this documentary &s imaginative, 
fbonal and appsaling to the audience to earn money or for other purposes. 


Pians: 
- Continue to cocperate in researching and Kfentifying targets as required. 


- Pay attention to monitoring activities related to the Mlegal arms trade {inchuding through 
Social media} and take effective repressie measures. 


Page 2 
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Annex 44: Reply from Nigeria to the Panel’s enquiry 


PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 


828 SECOND AVENUE 

NEW YORK, NY. 10017 
TELEPHONE; (212) 953-0130 
FAX: (212) 697-1070 





Ref. Na: PMN/DPR/15 November 4, 2020 


HE, 
Coordinator of the Panel of Experts established 
pursuant Lo Security Council Resolution 1874 (2009) 


Your Exvellency, 





We wish to refer to your letter with ref, No: S/AC.49/2020/PE/OC.76 of May 
27, 2020 on the alleged presence of Mr. Hong Yong Su, a national of the 
Democratic People's Republic of Korea (DPRK] in Nigeria, in January 2020. 


2. We wish to note that the Nigeria Immigration Service (NIS) has n0 record 
of Mr. Hong Yong Su in its database and that investigations have revealed that 


the Hackungsan Trading Corporation is neither domiciled nor operational in 
Nigeria. 


À Please accept, Excellency, che assurances of my highest oonsideration. 


CRT L 





_Afñbassador Samson. S. legboje” 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the United Nations. 
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Annex 45: Reply from Russian Federation to the Panel’s enquiry 


Translated from Russian 


OC.227 


In September 2016, Mr. Pak Zen Un, a representative of Sonkwang, the North Korean foreign 
trade company, illegally purchased a batch of spare parts for MIG-29 aircraft from citizens of the Russian 
Federation, Vladimir Vyacheslavovich Lyubishin and Konstantin Viktorovich Moskal, with the intent of 


smuggling them to North Korea with Mr. Lyubishin’s assistance. 


However, in November 2016, while they were in Budapest on business, Mr. Lyubishin and his son 
Vladimir were detained by the Hungarian authorities, at the request of the Department of Justice of the 
United States of America, on charges of smuggling weapons and trafficking drugs to the United States. 
The United States was adamant that the Russian nationals should be extradited as quickly as possible to 
the United States for judicial inquiry. The Drug Enforcement Agency of the United States had initiated 


criminal proceedings. 


In June 2017, the Investigative Department of the Federal Security Service of the Russian 
Federation initiated criminal proceedings against the elder Mr. Lyubishin for planning to smuggle military 


equipment to the Democratic People’s Republic of Korea. 


The Investigative Committee of the Russian Federation initiated concurrent criminal proceedings 
against the younger Mr. Lyubishin under article 222 of the Russian Criminal Code (illegal acquisition, 
transfer, sale, storage, transportation or possession of weapons), which was closed in February 2020 in 


view of the absence of corpus delicti in the defendant’s actions. 


Having reviewed the documents in these criminal cases, the Prosecutor General’s Office of the 
Russian Federation submitted a request to the Ministry of Justice of Hungary seeking the extradition of the 


defendants to Russia. 


On 10 August 2018, the Minister of Justice of Hungary approved the transfer of both the father 


and the son to Russia. 


In September 2019, the Nagatinsky district court of Moscow found the elder Mr. Lyubishin guilty 


under article 30 (1) and article 226.1 (1) of the Criminal Code of the Russian Federation and sentenced him 
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to one year and six months in prison. Mr. Lyubishin pleaded guilty and provided testimony incriminating 


Mr. Zen Un Park in the organization of the illegal shipment of Russian-made military equipment abroad. 


Mr. Moskal, who together with the elder Mr. Lyubishin participated in illegal activities on behalf 
Of Mr. Park Zen Un, was not present for the transaction that took place in September 2016; he had been 
imprisoned following prosecution by the Federal Security Service in connection with a different incident 


involving criminal activity. 





Original: Russian 

OC.227. 

B cexra6pe 2016 r. npexcTaBnTens ceBepokopeñCckoË BHeIIHETOPTOBOË KOMHAHHH «Sonkwang» 
Iak 3en VH He3akonHo npnoGper y rpaxzan Poccañckoï Denepauun JhoGnmmHa Braxumupa 
Bsuaecragognua x Mockars KoHcTaHTHHA BukTOpoBHUa HaPTHI 3anaCHBIX dacTeË JuI4 camoreroB MI - 
29, KoToprIe C noMOMBEO JIbGummna B.B. HaMepeBarci KOHTPaGAHAHEIM CHOCOGOM BBIBE3TH B 
CeBepxyro Kopeïo. 

Oxxako 8 Ho46pe 2016 r. JlroGumux B.B. u ero chi Braxnmup Brannmupoguu, BHrexaBume 0 
dacTHOMY aery B byraneuT, GRH 3axepxXaHB1 BTaCTaMH Bexrpun 110 npencrasrennro Muniocta CIHA 
3a OPTAHH3AUHIO KOHTPAOAHABI OPYXKHA H yd4aCTHe B o6ecreueHnn HapkoTpapuka B CA. [pu 5ToM 
AMePHKAHCKAH CTOPOHA HACTAHBAJIA Ha CKOpeñEA SKCTPAAALAN poccuHaH B CIIA xI4 npoBerexna 
cyxeGHoro paccreroBanuns. ÎHAHHATOPOM yYro10BHOrO npecre10BAHAA BBICTYHHJIO ArexTCTBO CILA no 
Gope6e c HaPKOTHKAMY. 

B wione 2017 r. CrexcrzenHbmM ynpasrenaem DCE Poccuu 8 oTHomennn JIroGnmmnHa-cTapiero 
GBUIO BO36YXJIEHO YrTOTNOBHOC JEJ10 110 DakTY HPHTOTOBIEHAI K KOHTPAGAHAHOMY BBIBO3Y HPOAYKLHAH 
BOCHHOTO Ha3HaueHys B KH/IP. 

Oxnxogpemenxo CrencTBeHHBIM KOMHTeToM Poccuñckoï Derepauxun B oTHomMeHAu JIroGummHa- 
MJamuero GBJIO B030YXJIEHO yrozoBHoe zero no CT.222 VK Poccun (HesakonHoe npnoGperenxe, 
rleperaua, COPIT, XpaHeHHE, HépeBO3Ka HJIH HOIIEHHE OPYKHA..), KOTOPOE B heBparie 2020 r. npekpareHo 
B CBA3H C OTCYTCTBHEM B ACÂCTBHAX PATYPAHTA COCTABA HPECTyYILIEHUA. 

Ha ocHoBaHHH MaTepHaJoB YKa3AHHBIX YTOJNOBHBIX Jen l'exnpokyparypa Poccun HanpaBnza B 
Maiocr Bexrpuu 3anpoc 06 5KkCTpaznumn PHTypaHTOB YTONOBHBIX Je B Poccyro. 

10 agrycra 2018 r. MAHACTP HCTAUHA BeHrpun HPHHAN HOIOKHTEIPHOE pelleHHE O Hepezade 
JroGummrix poccniñckoï CTopoe. 


B cexrTa6pe 2019 r. npurogopom Hararaxckoro pañonHoro cyra r.MocxkBBi JIoGmmmH-crapru 
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GBUI HPH3HAH BAHOBHBIM B COBePIIEHHH HPeCTYILICHAS, HPeXYCMOTPEHHOTO 4.1 CT.30 n 4.1 cT.226.1 YK 
Poccuu n npuroBopex K HHIICHHAIO CBOGOJBI CPOKOM Ha 1 roz n 6 Mecaueg. CBoro Buxy JloGnmmx B.B. 
HPA3HAN À HAN HOKA3aHUA, H30071ndaromme [lax 3ex Va B opranu3zannn He3aKOHHOÏË HoCTABKH 3a py0ex 
H31CTH BOCHHOTO HA3HAUCHHA POCCHËÂCKOTO HPOH3BOJICTBA. 

Mockars K.B., KOTopp coBMectTHo © JIHoGUMAHEIM-CTapIUM HPHHAMAT YuacTHe B 
TIPOTABO3AKOHHOË JACATENRHOCTH B HHrepecax Ilaxk 3eH VHa, B cenxra6pe 2016 r. Ha caerxe He 
HPHCYTCTBOBAJ B CBA3H C ETO IpHBJIe4eHneM opraxaMn DCE Poccun K YTONOBHOË OTBETCTBEHHOCTH IO 
APYTOMY 3HH301Y TPECTYHHOÏ ACATENPHOCTH, B PAMKAX KOTOPOTO OH H GBLI HPATOBOPEH K JIHIICHHIO 


CBOGOJIEI. 
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Annex 46: Reply from Hungary to the Panel’s enquiry 


Permanent Mission of Hungary tothe United Nations 


Ho. LEO MNHUPALNE# 


Ref, Ho: SAC AMI PEACE 238 


eu Tark, 1 HMovemibssr HA 
Excellence, 


The Permanent Mission of Hungary to de Uoited Nations has the honour vo subenit vo the 
Coordinaior af thé Panel of Expenis established porsuant to Security Council Resolution 1474 
(20H91 thé informarian required by the Panel i in its of LE Seprerber 2020. nas ihe 






déadlang for atnniting de required inÉcrmeaten. 


HE. ke. Eaialin Annamär 


Ambhasader, Permanent Beprèss 


is Exccienc, SD 
Coordinubor 
Panel of Experts established parseant te Security Council Resolution L#74 (201) 


Aérachmcar: HP DPRE Po - armes 


227 Fes 57 rat, Mew Verk, M9 LOS Te: GITE Fa IS Esreil: bongarsensébrrts go fai 
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L Av information rour authoritie: are able co provide om recent cases chat bave not 
been publicly reported, and au assessment of current DPRK effort: to procure 
embargced equipment: 


Hungary possesses neither any infocmatioe on the recent cuses that have not been publiciy 
reported mor an assessment of cure DPRK efforts to procure embargocd equipment. 


2 The autheuticiey of che aborementioned media report in respect of che referemcez 
to matter: concerning Hungary and it: competent authoritie:; 


Phe Proscoutor General’s Office of the Russian Passion subomtiod an cxtraditson request 
far the extradition of Vladimir L'YUBISHIN Sr 27 September 2017 fo erimemal affences 
with military teams amd services acoording 10 the Homgarian Criminal Code. 


Accarding ta the facts of the case, Vladimir LYUBISHIN Sr. was part of à compuratory 
group, mich plammed to smuggle mulbitary Mens Énoem the Russtun Federation 10 the 
Democrate People's Republic af Koces. 


Vhe Budupest Capital Regional Court has established in its final decision dated 27 June, 
2018, Cut the begal conditions fo the extraction of Viadinne L'YUEMSHIN Sr. are met foc 
all oflences described in the request. 


Me Minister of Justice has ondered te extradition of Vladimir L'YUBISHIN Sr. 10 the 
Russian Federatson bused upon the final dectsson of the Enadipest Capital Regional Court. 


he extraditson of Vladimir L'YUEMSHIN Sr. to the Russiun Federation toak place où 10 
August 2018. 


Vladimir LYUEMSHIN Jr. wus also extradited 10 the Russian Federatio® où the same day 
based upon an extradition request for diflercnt offences. 


3. The specific circumztancez of chis case, including cimes, placez, passport: detail: 
ad Visa bitory concerning Ar. Lrubiskin amd bi son (of che same mame), the 
process and rezulke of che case: 


Hungary possesses no infocmatso où se spoctiic circumstances Of this care. 


4. Lise of all che items chat Ar. Lrubichis amd Ar. Aozkal incended to :mupgpgle co che 
DPRK such az spare parts for aircraft or other conventional weaponz or related 
materiel; 


Hungary possesses no further exfocmation ce the items Cut Vladimir L'YUBISHIN Sr. and 
Mr. MOSKAL imtemed to smuggle to the DPRK compared with the list referred 10 the 
donementoned mods report. 


5. Information où aur financial transaction: (incledine date, amount amd metkod of 


payment) related to dhis case and bauk accouxt information and tranifer 
information of relevant individual: berwees 2015 co 2017: 
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Hungary possesses no eformation co any financial transactons, bank acocount eformation 
and transéer informatson related 50 both of this case ad relevant endrviduals. 


6. The content: of auyr investigation report. with documemtatios; 
Hungary possesses no infocrmatso ce ne CONICNEs Qf any CSI FPT. 


r À 


The legal docemenut: (judement, semtence, verdict or court order) and che 
extraditon agreement berwees Hungary and the Ku:sian Federation relating to 


he extradition peoccedings of Vladimir LYUBISHIN Sr. ad lus sou Vladimir 
LYUBISHIN Jr. to the Russian Federatioe was comacted in acoarduncce with the European 
Coeventioe où Extraction and the Humgaran autscoul luws referring 10 extraditson. 


En light of this. the court muy decide ce the fulfilment of the conditions for extraditioe 0e on 
the grounds far refusing extradition, and subscquemtiy, ce Che buses of the couet's dectsion, 
the Minister of Justice decades on Cle issus Of the extraction. 


Phe kegal comdition for the extradetion are the follon img 


280/427 


Article 2 (1) of tie European Convestion on Extradition: "£xtrédition shaîl be 

in réiperct of éffences punishable under the laws of the réquesting Party and of the 
réquested Parts by dégrivetion of liberty or wnder à detantion crdér fer à maximum 
périod ef at least one year or by & more sevére penalty. Where à conviction and prison 
téniencé have occurred or à détention order has ben made in the térritory of the 
réquesting Parts, the punishment awarded must have been fer à périod of at laust four 
months. ” 


Article 14 of x European Convention on Extraction 

"1. À périon niho has beën extradited shall not be proccedéd against, séntenccd or 
détained mit a vien Lo the carrsing cut cf s sentence or détention order for ar ofence 
comeiltéd nricr to his surrénder other than thai for nhick ke was extraditéd, ner 2hall 
ke be for any other resto restricted in his pérional fracdom, excant in the follening 
cases. 


à) Whén thé Party which rurrendéred hi contents. À réquést for consent 2hall be 
submittéd, accomaanicd E the documents mentioncd in Article 17 and à legal record 
of any siatémaent made Es the extradited person in respect of the offence concerned 
Censent 2hall be given mhen the offence for which it is requested is itself rubject 10 
éxtradition in accordance nith thé provision éf this Convention, 


£) when that person, having had an cpportunis, to leave the territors of the Parts 10 
which he has bac surrendéréé, has noi done 20 withie 45 days ef his final discharge 
or has réturnéd 10 that térritory, afier lesving it 


2. The réquesting Party mas, however, lake any méasurés nécéssary lé rémoué thé 


person from its lérrilory, or any mécrurer nécéstéry under its law, including 
préceédings by default, te prévent any legal effects ef lagse ef time. 


LL 
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3. When the description of the cflence charged is aliered in the courre ef proceedings, 
the extradised pérson 1hall only be procceded against or rentanced in 20 fer as the 
cffence under its new description is shomm by its constituent elements to be an ofence 
which woulé allow extradition 





Hungarian Act No XXXVII of 199%6 om iternatsanal legal assistance in Criminal 
matters: 

© a) and b) subparagraph of Article 5 (1} 

e Aricle 1141} 

e Article 1142) 

© Article 12 

© Arile 14 

© Arucle I4A 


On the buses of te international and national laws. kegal conditions foc the extradition were 
suly2ed by the Budapest Capital Regional Court through ts envestigatio® Therelowe, the 


Budapest Capital Regional Cost bus not examined the extradito® in substance, and 
cvxkntury procedure was not been conducted, as well. 


8. Cooperation, if aux, between the competent authorities in Humparyr and any otber 
coumtriez is this case. 


Phese us no cooperation between Hungary and ay other LIN Member State in this case. 
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Annex 47: Reply from Venezuela to the Panel’s enquiry 


Ê HIETTE lan Perraas ds be Papas 
Bolr-ananrez . run ch Proche F = Cistenians Deer Br 
Ce Van à r Reason Euteriro access Lucas - Him ‘Vork 


Ho. 000196 


The Permanent Mission of Me Bolisanan Reqgublic of Venezuels to the United Mations 
presente Me compliments to the distinguished Panel of Experts established purgusnt 45 
Seounty Conci Resdlubon 1874 (2009) in the opporunits of relering to the lsbters Notes 
verbales Mos. SAC SO IMPENGC. 113 and SAC AGPOMWPE)OC 146, dated 24 Cctober 
019 and 12 June 2020, respectively. 


At the outset, the Permanent Mission of ie Bollaran Republic of Venezuels 40 the 
United Mations would ke to stress Muree (0) pointe: 


1. The Bol-anian Republic of Vensauels ls 8 responsible member of the Iintematonal 
omenunty at has share met te Iintemetonal legal otigatons, Induding those 
dertving from the Charter ofthe Unibed Nations, Induding those referred to matiers 
of miemsationsl pesce and securite, under Chagies VIL 


oh to engage in and develop friendly radsabons and cooperation vil any other 
Ste It 80 decides, In line with one of the fundamenisl purposes of the United 
Nabons. 


3. ‘The Bolivarten Republic of Vensauels ke Bulh, ssare and respect'ul ofthe messures 
Imposed by vire of relevant resohutions of the Security Council of the United 
Nabons on the Democratic People's Republic of Kores, hich are legal, binding 
by virus of relevant pronteions of the Charter of the United Nations. 


in light of Be sbove send In particulser reference Mo he communications 
abosementoned, the Permanent Mission of the Bolaran Fepublis of Venezuels io the 
United Matos sdviass hérebne at the visit ofnemibers of te Mational Constituent À semi 
of he Bollvaran Republic of Veneasels and the United Scctalist Party of Venezuels (FSU, 
in Spanish} to Me Democratic People's Republic of Kores. from 24-27 September 2018, 88 
of an exousive political nature, at tie ritsbon of the Workers Parts of Kores, and ait the 
sole purpose of strengihening the tes of iendship between both nations, induding amonget 
fe political parties sand parisaments. 


Morsover, the Permanent Mission of Me Bolisaren Republic of Venezuets io the 
United Mations tanenmits Its senous concem at Me decision of the Fane of Experts 
established pureusnt Mo Security Coundl Resoution 1674 (2009) to lists an official 

on the basis of inécrmation from *s medis report: namely. one single sources. as 
can be concluded from he communication dated 24 CGictober 2018 and its Annex, pariculantÿy 
taking into scccunt és fact that ere ls no gngle spresment between Me Bollvartan Republic 
Coopersilon. 


IS Est dé Smet bare rene, BOT SOON « Tomber (130 STRESS s Far A ST -ES 
TS CT SR | 
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Cotterrno Lémor Perrrananm 2e la Paçaflc 
Botrvanano ltrntert dd Pode Pate Dobemtans ce verer mm née 
Co Voie E que fisactonse Esterores haconan imian - hasmus York 


sq mr rent emonr men pm age om À ad 
AE RE fabricsted alegatons, has allowed, perhaps 
inadvertentiy, he instrumentalizati on of the Panel of Experts to attack a full Member State of 
the United Nations, as is the Bolivarian Republic of Venezuels. For instance, lis is most 
recently demonstrated by the way in which international medis has reported in recent days 
the previous communications from the Panel of Experts to the Permanent Mission of the 
Bolivarien Republic of Venezuela to the United Nations and which, despite being of a non- 
public nature, were still leaked to the press and are being used for political purposes, as part 
of propagands campaigns against Venezuela. 


in addition, while the Permanent Mission of the Bolivarian Republic of Venezuela to 
the United Nations understands the mandate and scope of the work of the Panel of Experts 
established pursuant to Security Counci Resolution 1874 (2009), it stresses that the Panel 
of Experts must ensure at all mes compliance with EE 
protection of rights. Sources must be rigorously corroborated and alegations must be duly 
verifled, in order to avoid the initiation of a state of permanent suspicion and accusations 
against any country — including Venezuela —, without actually presentng any proots. The 
contrary would then require constant responses to never ending accusations or media reports 
that have no backing, and which shall be an undesired practice. 


Furthemmore, the Permanent Mission of the Bolivarlan Republic of Venezuela to the 
United Nations respectiully suggests the Panel of Experts established pursuant to Security 
Council Resoktion 1874 (2009), for future reference, to provide concrete evidence and/or 

onus 


imposed by the Security Council of the United Nations on the Democratic People's Republic 
of Kores, in order to ensure that it can respond accordingty, insofar as the queries of the 
Panel of Experts are duty substantiated andior from serious sources. 


The Permanent Mission of the Bolivarian Republic of Venezuela to the United Nations 
presents avalls fself of this opportunity to renew to the distinguished Panel of Experts 
established pursuant to Security Council Resolution 1874 (2009) the assurances of its highest 
esteem and conskderation. 


of Experts established 
Securty Counci Resokuion 1874 (2009) 
New York. 





225 Gant 407 Smet. Men York, NY 20017 + Talbinex (2129 SST-2CEE + Fax (212) 27-2228 
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Annex 48: Reply from Yemen to the Panel’s enquiry 


3 Nr. MORE D 
rene C4) CPDE 


TEL: El 2255172) 
FA: H3-750 T4 


Est. EOTI0G0E 20 


Excellency, 


In reply to our Letters dated 22  Movember 2019 with reference 
(SAC A9/2019/PE/OC 193), with regard to the Panel of Experts establiched Bursuant to 
(2013), 270 (2016) 2321 (2016} and 2356 (20171 2371 (2017). 2375 (2017) and 2397 (2017), 
TFabya Al-Sbari sined a letter inviting two delerations from the DPRE t5 pneet in Diammascus. 
The second was concerning onpoing investigation ofa project deal invokving Mr. Naif Abined 
or the sapply of military equipeent. Please be advised that the s0-called Zalkaris Yakya Al- 
Shan is popersonatinr the position of “Chief of Defense staff. le is an afblate of the 
Hensthi militia and does not represent the Government af Yemen in amy capacity, therefore, 
his actions and atterapts to ectablih military cooperation with The Democratic Peoples 
Eepoblic of Kores (DPRE) ave a clear viohtion of Security Council resohutions of DBRE. 
well as resobutions on arms embarpo af Yemen, m particular, resolution 2216 (2015) These 
attempts ave part of a vide array of efforts led by the Houthis and Han: and ave aimed at 


to Damascns Sri following the Syrian reguse s violation of the Vienna Convention on 
representative of the Henthi muibitis in à Sagrant vicbtion of international recclutionc. The 
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Republic of Yemen. Further, the actions of Al-Qanis, including the signing of a protocol with 
a Syrian arms dealer called “Hussein AÏ-Al” in order to import military equipment into 
Yemen, are in clear violation of the Security Council resolutions of DPRK, as well as 


resolutions related to the arms embargo on Yemen, in particular resolution 2216 (2015). 


The Government of Yemen recommends that the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) to share with the Panel of Experts 
established pursuant to Security Council Resolution 2140 (2014) any information related to 
the aforementioned individuals or any other representatives of the Houthi militia in order to 
enable the effective tracking of the sources of the weapons used by the Houthis to prolong 


EL 
Coordinator of the Panel of Experts established 





Pursuant to Security Council Resolution 1874 (2009) 


21-01647 285/427 


S/2021/211 





Annex 49: Several previously reported cases related to the Democratic Republic of the 
Congo (DRC), Eritrea and Myanmar 


Democratic Republic of the Congo 


The Panel continued its investigation into the involvement of the Democratic People’s Republic of Korea in 
gold mining in the Democratic Republic of the Congo, and the provision of military training and arms sales 
by the Democratic People’s Republic of Korea to the Presidential Guard of the Democratic Republic of the 
Congo (see S/2019/171, para. 68). The Panel wrote to Fouad Dakhlallah, who is suspected of violating Sec- 
urity Council resolutions by engaging with nationals of the Democratic People’s Republic of Korea who 
were either working on behalf of entities designated by the Security Council or had been previously reported 
as being involved in prohibited arms-related activities in Africa and the Middle East (see S/2019/171, para. 
67 and S/2020/151, para. 104). The Panel has requested information from the Democratic Republic of the 
Congo on the above cases. The Panel has not yet received a reply to its enquiry from the DRC. 


Eritrea 


The Panel continued its investigation into arms-related cooperation between the Democratic People’s Repub- 
lic of Korea and Eritrea. Eritech Computer Assembly & Communication Technology PLC (also known as 
Eritech or Etech), “operated by the Eritrean Defence Forces” and co-located with “Asha Golgol Military 
Technical Centre”, was identified as a recipient of arms and related materiel from Glocom, a company of the 
Democratic People’s Republic of Korea supplying military communications equipment (see S/2018/171, para. 
91, S/2019/171, para. 70, and S/2020/151, para. 105). The Panel also continued to investigate Kim Kwang 
Rim, a national of the Democratic People’s Republic of Korea whom the Panel had previously reported to 
be the representative of the Green Pine Associated Corporation in Eritrea. Eritrea has not provided 
substantive information in its responses to the Panel”’s repeated enquiries. The panel continues to ask Eritrea 
for further clarifications. To its further clarifications and enquiry, the Panel has not yet received a reply from 
Eritrea. 


Myanmar 


The Panel repeated its earlier request for documentation and other information concerning matters involving 
military cooperation between Myanmar and the Democratic People’s Republic of Korea, including ballistic 
missile cooperation since October 2006, as well as evidence of the return of technicians from Myanmar and 
the Democratic People’s Republic of Korea to their respective home countries (see S/2019/171, para. 78 and 
S/2020/151, para.110). The Panel has not received a response on these matters. The Panel has not received a 
response on these matters. 
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Annex 50: Essentra 


Following the announcement on 16 July 2020 of a deferred prosecution agreement between Essentra 
FZE Company Limited and the US Department of Justice relating to sales to the DPRK of compo- 
nents used in the manufacture of cigarettes, the Panel wrote to Essentra who cooperated with the 
Panel. The Panel is continuing its enquiries and has written to entities in several Member States 
concerning potential violations of UN sanctions. 


https://www.justice.gov/opa/pr/essentra-fze-admits-north-korean-sanctions-and-fraud-violations- 
agrees-pay-fine 
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Annex 51: Cash and Gold Smuggling by DPRK nationals in the Islamic Republic of 
Iran between Iran and the United Arab Emirates 


Smuggling gold and cash could be in violation of multiple sanctions measures stipulated in relevant 
resolutions including: 


Paragraph 11 of resolution 2094 (2013) prohibited transfer of financial assets, including bulk cash, 
to and from the DPRK, which could contribute to the DPRK'’s nuclear and ballistic missile 
programmes, or other activities prohibited by relevant resolutions. Paragraph 14 of resolution 2094 
(2013) clarifies that all States shall apply the measures set forth in paragraph 11 of this resolution 
to transfers of cash, including through cash couriers, transiting to and from the DPRK. 


Paragraph 37 of resolution 2270 (2016) clarifies that all States shall apply the measures set forth in 
paragraph 11 of resolution 2094 (2013) to transfers of gold, including through gold couriers, 
transiting to and from the DPRK. 


Furthermore, although the Panel is still investigating the route of the transfer of gold, it notes that 
paragraph 30 of resolution 2270 (2016) prohibits the supply, selling or transfer of gold, regardless 
of whether it is directly or indirectly, from the DPRK territory or by DPRK nationals. 


Concerning the three Iranian individuals who are suspected of involvement in the DPRK gold and 
cash smuggling between Tehran and the airport of Dubai!*?, the United Arab Emirates informed the 
Panel that as of October 2020, these three Iranians were residing in Dubai. According to a Member 
State, the nationals of the Democratic People’s Republic of Korea involved in the smuggling often 
travelled using Emirates Aiïrline. Since 2019, the Panel has been requesting information from the 
airline but has not yet to receive a substantive response. 


The Member State assesses two nationals of the Democratic People’s Republic of Korea, Pak Sin 
Hyok and Ri Kuk Myong, both in the Economic and Commercial Section of the Embassy of the 
Democratic People’s Republic of Korea in Tehran, as being current participants in this smuggling. 
The Member State further informed the Panel of multiple nationals of the Democratic People”’s 
Republic of Korea, including a former diplomat. *# 


Source: The Panel 





7 Mr. Mohammad Hussain Mehrchian, Mr. Mohsen Hussain Fahad and Mr. Heidar Saheb Faraji Dana. 
18 S/2020/151, para. 108, Annex 26. 
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Annex 52: On advertisement or display of prohibited items, Mansudae Art Studio and 
its artwork 


Relevant UN security council resolutions obligate Member States to prevent the DPRK from generating or 
acquiring revenue to support its WMD program. To this end, the Committee and Security Council designates 
entities and individuals that are engaged in or provide support for DPRK’s nuclear-related, other WMD and 
ballistic missile-related programmes. The designated entities are subject to the asset freeze pursuant to para- 
graph 8(d) of resolution 1718 (2006). 


DPRK’s Mansudae Overseas Project Group of Companies (a.k.a Mansudae Art Studio, hereafter 
“Mansudae”) was designated for the assets freeze pursuant to paragraph 8(d) of resolution 1718 (2006) in 
2017 (see annex II, resolution 2371 (2017)). Mansudae work, to include statues and artwork available from 
their studio, are subject to the asset freeze by Member States pursuant to paragraph 8 (d) of resolution 1718 
(2016). Also, the artwork potentially available at Mansudae Art Studio includes statues. The procurement of 
statues was prohibited in November 2016, pursuant to the resolution 2321 (2016), prior to the designation of 
Mansudae Art Studio in August 2017. 


Paragraph 8(d) of resolution 1718 (2016) further requires Member States to ensure that any funds, financial 
assets or economic resources are prevented from being made available by their nationals or any persons or 
entities within their territories, to or for the benefit of designated individuals, entities, or persons or entities 
acting on behalf of or at their direction. Paragraph 12 of resolution 2270 (2016) affirms that “economic 
resources” as referred to in paragraph 8(d) of resolution 1718 and prohibited to be transferred to the 
designated entities includes “assets of every kind, whether tangible or intangible, movable and immovable, 
actual or potential, which potentially may be used to obtain funds, goods, and services.” 


The Panel has previously highlighted the potential risks of showcasing prohibited items. The Democratic 
People’s Republic of Korea’s parades that showcase its tanks, ballistic missiles, and conventional arm, for 
example, also promote the country”’s illicit military sales that generate revenue (see para 203, S/2020/151). 
Similarly, the DPRK may directly or indirectly benefit from the advertisement or showcasing of prohibited 
artwork or statues, which ultimately support Mansudae”s overseas operations. The Panel is investigating the 
activity of Mansudae overseas. It previously investigated the exhibition and advertisement of Mansudae 
artwork, as well as purchase and transfer of Mansudae artworks by the visitors to the studio (see S/2020/840, 
paras. 102, 103, S/2020/151, paras. 102, 103, S/2019/171 para.95). Furthermore, individuals or organizations 
that facilitate the sale of prohibited artwork or statues would be subject to the relevant provisions of the 
Security Council resolutions (e.g. asset freeze or seizure). 


Source: The Panel 
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Annex 53: Website of Chugai Travel Co. Ltd. !*° 


(1) Advertisement of tailored Korean ethnic dress during tours in Pyongyang 


TOP > SNaTRR* à lé lo En EE | HAE RE 


AT IY, AHETO-BE 


CISRAU 


eV 


MATE NEC UNS 11) 
AERRSTILOAINIT E. MRÉEL2TEULIGÉDIRERE D TE FRET 252 


UAREMONEMRTMT. MENSSODERRMOMATHÉO, GETÆ 
F7 nstimit, JL FAM=ZIL2. Fa 
AFAMEI,L 

PR ERA ILE 


SNA AH T-EES 





Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020) 





19 Address: 7-2-6, Ueno, Taitoku, Tokyo, Japan. According to the website of the General Association of Korean Residents. in Japan 
RAA SÉSS) , this company is listed as a " business organization" (AT X|) of the association. Chugai shares address 
with other companies/organizations including the Korean Football Association in Japan. 
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(2) Chugai Travel as general agency of Air Koryo!* and Korean International Travel Company“! 


nran 


ss RAR IT tt MATRERONERINIM) M928 ATAT EN 


uen: AMVS Erette 
Chugai Travel Co.,Lrd 


& 03-3842-6380 


s092-00 20187) » 2120 


NOM! 


ENAIN=-JEHIALTESRIRITERLES ! 


RARMATILTIIA—-S—X FORME 
FEROEAR - HYLCSNET 
HRFRELTUARSZT. 


SOFORPERMENDMRATRERAMETRAOMANELELOMESMILET | 
a : : : » _ S et ANA2D 


MAMEF Go To RSAIEPYA—-UIEDUT- D: 
RE » JAIMESMIRQS)ESR 


HART -GoTok > AJLILDLT 


TU T1 ÉLETE LIN 
LL PR 4 D" « 


LIT, 


LRRRELELLLE LET 2.) 


Welcome to Chugai Travel 
Japanese General Agency of Korea International Travel Company and Air Koryo 





Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020) 





140 The Panel continues to investigate links between the DPRK military and Air Koryo, noting the absence of boundaries between the 


Korean People’s Army Air Force and Air Koryo as well as the role of Air Koryo in incidents of non-compliance with the relevant 
sanctions. 


41 KITC is controlled by the National Tourism Administration (in Korean: 27H48). 


[=] 
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Annex 54: Article on Mansudae Art Studio (excerpt) on Young Pioneer Tours !#? 
Website 


Mansudae Art Studio 








Mansudae Art Studio 


VISITING MANSUDAE ART STUDIO 


Guess what? You can totally visit. On a great deal of our tours, so long as it’s arranged beforehand, it's entirely possible to 
visit the studio yourself! Much of it is inaccessible unfortunately, but it's entirely possible to tour the outsides, see some 
magnificent works, buy a few for yourself and if you're very lucky, even get to see some of the artists at work and ask a 


few questions! You don’t get much closer to the action than this without being a Korean yourself. 


For those packing a lot of cash, the studio also offers large ornate pieces that likely won't fit in a suitcase. Luckily, that's 


no problem because the studio offers an exclusive postal service to help ship it overseas. For a fee, naturally, but if you've 





gone so far as to buy one of those huge works, why not go the distance? 


IF YOU°’D LIKE TO VISIT FOR YOURSELF, CHECK OUT 

OUR TOUR LISTINGS AND SEE WHICH ONES OFFER IT! 

IF YOU CAN'T FIND ONE THAT SUITS YOU, FEEL FREE 
TO TRY AN INDEPENDENT TOUR INSTEAD! 


Source: Website of Young Pioneer Tour (accessed 30 December 2020); square was added by the 
Panel. 





142 Address listed on the reply to the Panel: Leahkena Home, Taphul Road, Siem Reap, Cambodia. 
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Annex 55: Website and reply of Koryo Studio !# 


(1) Advertisement on Koryo Studio website 


© KORYO STUDIO Artworks for sale Exhibitions Publications Films Blog About Koryo Studio Contact 


North Korean Art 


Koryo Studio commissions with DPRK artists 


Our goal is to commission North Korean art rather than buy from the DPRK (North 
Korean) Art Studios. As a collaboration with Koryo Studio the artists develop a brief that 
differs from repetitive themed works their studios dictate. It frees them from the 
limitations of the DPRK art world and gives them more latitude to experiment Due to 
these opportunities, local artists constantiy seek us out and pitch their ideas. In a 
system where copy work abounds,we make sure the commission process and art 

are fully recorded. In certain commissions due to sensitivities not all information 
artist will be made available. Our aim is to produce a limited selection of artwork 
collectors who want to be a part of North Korea's contemporary art history 


Koryo Studio projects in collaboration with 
international photographers 


We work with a limited number of photographers who are prepared to inv és 
photographing the country, and to create unique works not only of artistic value 
which also challenge and inform the viewer. 


£) koryo sTupio Artworks forsale Exhibitions ons log About Koryo Studio 


Oil Paintings: Commissioned by Koryo Studio to support young artists in Pyongyang 
and representing themes from sport, family, military, and more. These pieces are 
not created through official channels so the work is signed by the artists’ pen names. A 
variety of copy works and original compositions. 


Size: 84 x 64 cm Size: 84 x 64 cm SOLD - Size: 84 x 64 cm Size: small Size: 94 x 64 cm Size: 81 x 66 cm 

Artist: N/A Artist: N/A Artist: N/A Artist: N/A Artist: N/A Artist: N/A 

Price: 3868-58 140 EUR Price: 386-EBR 140 EUR Price: 3886-48 140 EUR Price: 388-EHR 140 EUR Price: 488-EHR 200 EUR Price: 388-EUR 140 EUR 
1D: OPOOI 1D: OPOO2 ID: OPOO3 1D: OPOO4 ID: OPOOS 1D: OPO06 

Original composition Original composition student copywork Original composition Original composition Original composition 





[used 


Source: Koryo Studio website, https://koryostudio.com/commissions/ (last accessed 17 December 2020). 


Poster created in 2020 


143 Address: No. 27 Bei San Li Tun Nan East Courtyard, Chaoyang District, Beijing, China. Formerly known as Pyongyang Art 
Studio. 
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Let's Wash Our Hands! 


First commissioned North Korean poster depicting life 
during COVID-19 





Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last cecessed 17 December 2020) 
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Advertisement of the Mansudae artist”s artwork 


Limited edition linocuts 


depicting the iconic roles 
of women in Korean 
society 


Limited edition linocuts from ‘The Spiritual Core of 
Korea’ series 








Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last accessed 17 December 2020) 


2) Reply from Koryo Studio founder (excerpt 
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With regard to the artwork ‘Let's Wash Our Hands’, | would like to inform the Panel that on 
the 30°” June 2020 we sent out the following press release to clarify that it was painted by a 
North Korean artist who was not affiliated with any North Korean entity and was no longer 
living in North Korea: 


As Koryo Studio director ME. 0 commissioned the piece. 
from his North Korean artist contacts) put 1t, “When we realised that North 
Koreans were being instructed on hygiene rules, we imagined that the message 
would also be handed out, as it often is, through visual notices in the form of 
propaganda posters. However, as North Korea was the first country to close 
and it still remains inaccessible, we had no way of finding out what visual 
imagery they would be using to prepare their citizens”. 


Koryo Studio worked with the artist over email and it took a few weeks for us 
to get the first sketch. By this time, the health emergency was global. We 
asked the artist to add the year and he did s0 in such a way as to make it rather 
striking with ‘2020° loomimg behind the diligent hand-washing lady. 


Again, we worked with the animation artist who is living in PR China (an employee of one of 
animation studios in Pyongyang, absolutely no connection with Mansudae Art Studio). 


The artists we have commissioned who were connected to Mansudae Art Studio are those 


who worked on the Asia Pacific Triennial in 2009, BE in 2015 and artist Hwang 
in jae, who died in 2015. 


Source: The Panel 
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Annex 56:Replies from Republic of Korea, K-Mecenat Network and Korean Fine Arts 
(D)Reply from the Republic of Korea 


The Republic of Korea provided the Panel with information concerning artwork exhibited at Odusan 
Unification Observatory held in 2019 and 2020. According to the reply, “for the Odusan Unification 
Observatory South/North Art Exhibition, artworks owned by K Mecenat Network and two ROK art 
collectors were rented. In accordance to Article 16 and 17 of the Personal Information Protection 
Act, information regarding the ROK art collectors is protected by law. Therefore, the names are 
provided in an anonymous format.” 


The Republic of Korea further stated “the artworks displayed at the exhibition are owned by the 
organizer, K Mecenat Network and ROK collectors. Therefore, no contact, direct or indirect, was 
made with DPRK nationals, including the Mansudae Overseas Project of Companies.” The 
Republic of Korea provided list of artworks exhibited in 2019 and 2020 at Odusan Unification 
Observatory, stating “it is extremely difficult to verify the affiliation and job title of the DPRK 
artists considering the limitation of information due to the clandestine nature of DPRK.” The list 
of DPRK artworks exhibited in 2019 includes the following: Kim Chung Hee, “Tiger in Mt. Baeksu” 
(unidentified), Son U Yong (Sun Wu Young), “Ripening Autumn” (2006), Jung Chang Mo 
“Pomegranate” (2007). The list of DPRK artworks exhibited in 2020 includes the following: Jung 
Chang Mo, “Magnolia Sieboldii” (2008), Son U Yong (Sun Wu Young), “Mt. Geumgang” (2002), 
Hong Un Seok, “Strong Prosperous, Cultural Country” (2019), “Bright Future of Homeland”(2019), 
and “Dokdo” (2019). 


The Republic of Korea further stated that “Among the artworks displayed at the Odusan Unification 
Observatory South/North Art Exhibition, the alleged Mansudae Studio affiliated artists are Kim 
Chung Hee, Jung Chang Mo, and Sun Wu Young. Owners of the displayed artworks, including K 
Mecenat Network, purchased the artworks in the DPRK from 2010 to 2013.” And “after speculative 
media reports named DPRK artist Hong Un Seok as a Mansudae Art Studio affiliate, the relevant 
Korean authorities have tried to verify this information through various channels. So far, no such 
affiliation has been confirmed.” 
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(2) Reply from K-Mecenat Network!#* 


Response regarding the “Peace, the wind is coming” 
South-North Exhibition 


Exhibited artworks made in North Korea 


o South North Exhibition was hosted by the Institute for Unification Education, 
and organized by K Mecenat Network to promote inter-Korean reconciliation 
and peace. Regarding the exhibited artworks made in North Korea, artworks 
owned by K Mecenat Network and artworks{rented) of 2 South Korean art 
collectors were exhibited. 


o Unfortunately, we do not have sufficient information to confirm the alleged 
affiliation of the North Korean artists. 








14 The artists reported to be displayed, and enquired regarding affilication to Mansudae include Jeong Chang Mo( # &# ), Son 
U Yong(# ? À) and Hong Un Seok( 8?) . Jeong Chang Mo and Son U Yong have been lisetd as Mansudae Art Studio 
artits in other exhibitions held prior to the designation of Mansudae Art Studio. "London Korean Links, Mansudae Artists to 
visit London from DPRK in November", https://londonkoreanlinks.net/2014/09/08/mansudae-artists-to-visit-london-from- 
dprk-in-november/ 
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Regarding owmership information of the exhibited North Korean 


o artworks owned by K Mecenat Metwork and artworks{rented) of 2 South 
Korean art collectors were exhibited. 


Regarding alleged communication with Mansudae Art Studio 


o We made no such contact with North Koreans nor entities of other countries for 
the purpose of Odusan Unification Observatory South-North Art Exhibition. 


Response to media's allegation 


o The artworks of the alleged artists owned by K Mecenat Network and South 
Korean art collectors were purchased in South Korea prior to the UNSC Morth 
Korea Sanction designation(17. Their artworks were purchased in South 
Korea between 2010-2013. Therefore, the artworks are not subject to the 
UNSC sanctions. 


o After the media reports on Hong Un Seok(&®&4{js Mansudae Art Studio 
affiliation, we have tried to check his affiliation in many ways. But no official 
information has been confinmed regarding the alleged Mansudae Art Studio 
affiliation. 


Source: The Panel 


(3) Reply from Korean Fine Arts Association 


Concerning the two exhibitions held in 2018 and 2019 in which artwork of Kim Cheong Hee was displayed, 
Korean Fine Arts Association (KFAA) replied that according to the staff who worked in 2018, the artworks 
displayed in the exhibitions in 2018 and 2019 were leased for free of charge by collectors in the ROK (2018) 
and China (2019) and has been returned to ROK collector or will be returned to China. KFAA also provided 
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the list of artworks exhibited at the National Assembly in 2019. The list includes two artworks of Kim Chung 
Hee. KFAA stated that according to the collector in China the two artworks exhibited in 2019 were both 
produced in 2009. The Panel requested relevant document to support the statement. 
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Annex: 57: Congo Aconde 


Procurement of statues from the Democratic People’s Republic of Korea has been prohibited since 2016 
pursuant to paragraph 29 of resolution 2321(2016). 


Congo Aconde SARL, headed by Mr. Pak Hwa Song and Mr. Hwang Kil Su was involved in projects to 
build several statues in the Lualaba and Haut-Lomami provinces, DRC, from 2018 to at least late 2019. 
Based on the information seen by the Panel, the Panel considers Congo Aconde to be a front company for 
the state-run Paekho Trading Company, which exports artwork including statues created by Paekho Art 
Studio (Figure). 


The Panel also notes the passport of Mr. Pak and Mr. Hwang were issued on 14 July 2014, which suggests 
that they may have been active overseas since 2014 (Annex 79, 80). The Panel is investigating their overseas 
activities before the establishment of the Congo Aconde. The Panel has not yet received reply from the 
Democratic Republic of Congo. For detail of the case see finance section. 


Figure : Congo Aconde’s letter head (top left), company’s seal (bottom left) appared on Request for 
Surety Bond and certificate of Paekho Trading Corporation for artwork 
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Annex 58: Reply from Romania 


21-01647 


PERMANENT MISSION OF ROMANIA 
TO THE UNITED NATIONS 


The Ambassador, 
Permanent Representative 


No. 7519 New York, 19 November 2020 
Dear Mr. Coordinator, 


We are writing in reference to your letter no. S/AC.49/2020/PE/OC.20 concerning the 
implementation of international sanctions imposed on the Democratic People's Republic of Korea 
(DPRK) in Romania, and in addition to our letter of 4 August 2020, we have the honor of providing 
supplementary information. 


According to the outcome of the investigations carried out by the Romanian competent authorities, 44 
legal/natural persons entered into lease agreements with IMA PARTNERS SRL regarding the 
building located at 28 - 36 Soseaua Nordului, 1° District, Bucharest. 


Based on the above-mentioned lease agreements, during the period 1 January 2018 and 30 June 2020, 
the rent collected by IMA PARTNERS SRL amounted to a total of 2.693.380 RON (approx. 653.700 
USD), most of the money being wire transferred. 


Further detailed information on the businesses and transactions operated in relation to the premises 
are provided in the attached document. 


Within the aforementioned reference interval, no transactions - neither cash, nor wire transfers - were 
identified between IMA PARTNERS SRL and the DPRK Embassy. Furthermore, as we had 
mentioned in our previous letter, according to the statements of the two parties, the lease agreement 
concluded between IMA PARTNERS SRL and the DPRK Embassy was terminated as of 10.11.2017. 
The company continues the sublease agreements in relation to the building, invoking a retention title 
for investments made in the premises. The representative of the company declared in writing that no 
payments had been made to the DPRK between 1 January 2018 and 30 June 2020. 


Romania will continue to take all necessary measures aimed at ensuring an adequate application of 
UNSC Resolutions. Moreover, we would like to express our availability to continue our close and 
open cooperation with this Panel. 


Please accept, Mr. Coordinator, the assurances of my highest consideration. 





. Jon IL. Jinga 


Annex: List of parties to lease agreements with IMA PARTNERS SRL 


Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 
United Nations 


EEE 


573-577 3° Avenue, New Yock, NY 10016 
Phone: (212) 682-3273, (212)582.3274, Fax: (212) 682-9748 
E-mai newyork-009@ma 10 http/impnewyork mae.ro 
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Annex 59: Excerpts from lease agreement and addendum between the Embassy of DPRK to 
Romania and S.C. Ima Partners S.R.L. 


This annex is confidential. 
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Annex 60: Information on the sales of Mercedes vehicles to LS Logistica & Spedizioni SRL 


For what concerns the relationship with LS, European informs the Panel that during 2018 Europ 
sold to LS ITALIA three more Mercedes as indicated as follows: 


Invoice  Invoice 














Vehicle Car Chassis Plate N.Contr. DateContr. No. Date Delivery 
WDD2221761A35648 | FNO3SC | | 03/04/1 | | 
8 H 121/17 | 27/12/17 | 20 8 | 13/02/18 | 











WDD2229801A35165 | 07/08/1 
5 | FR39RD | 62/18 25/06/18 | 


WDD2229761A33335 | 26/09/1 | 
| FN144YT | 27/18 8 | 12/03/19 










06/03/18 





For these three Mercedes the Complaint of the Termination of Movement with PRA has been made 
January 10, 2020. \ 


Source : The Panel 
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Annex 61: Images of Mercedes brand vehicles (Maybach Pullman W221, W221 restyling, S600 
Landaulet) used by the DPRK leadership 





Source : 





e i— 


Source : https:f/www.drive2.ru/c/471173169168777960/ 
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Annex 62: Images of Lexus LX 570 vehicle used by Kim Jong Un (Agust 2020) 





Source: KCTV 
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Annex 63 : Reply Letter from Singapore 


308/427 





PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE 


15 September 2020 


Coordinator 
United Nations Security Council Panel of Experts established pursuant to 
Resolution 1874 (2009) 


I write to inform you of the Singapore Government’s forfeiture of a 
shipment of wine allegedly bound for the Democratic People's Republic of Korea 
(DPRK). 


Singapore received information from a Member State in January 
2020 concerning an allegedly DPRK-bound shipment of alcohol that transhipped 
in Singapore from 7 to 10 January 2020. The shipment was held for checks while 
in Singapore, and was seized by Singapore authorities on 31 January 2020. 


According to the invoice and packing list submitted by the shipping 
agent, the shipment of wine was supplied to Sangmyong General Trading 
Corporation (“Sangmyong”). The hygiene certificate submitted by the shipping 
agent identified Sangmyong as the importer. The Panel would recall that 
Sangmyong had previously been identified as an entity that had actively violated 
Japan’s ban on luxury goods trade with the DPRK in the Panel's reports 
S/2012/422 (2012) and S/2013/337 (2013). Sangmyong is also listed by the Dow 
Jones Risk Center as an “entity fully owned by the OFAC comprehensively 
sanctioned government of North Korea via the Korean Worker’s party”. 


Under Regulation 5(a) of Singapore’s United Nations (Sanctions — 
Democratic People's Republic of Korea) Regulations 2010, “no person in 
Singapore and no citizen of Singapore outside Singapore shall supply, sell or 
transfer, directly or indirectly, any designated export item or designated luxury 
item to any person in the DPRK, whether or not the item originated in Singapore”. 


US bat 4 Street, Ken Vorke NY TON, laited States of Ameories DT +212 826 0S40 F 4112125 S20 2964 Lun 











21-01647 


S/2021/211 





21-01647 


Our authorities investigated the shipping agent for possible offences 
committed under the laws of Singapore in relation to the seized shipment. 
Following the completion of investigations, no offence was disclosed against the 
shipping agent. 


On 25 August 2020, our authorities obtained a court order under 
Regulation 17(1) of the United Nations (Sanctions — Democratic Peoples 
Republic of Korea) Regulations 2010 for the shipment to be forfeited to the 
Director-Gencral of the Singapore Customs for disposal. The relevant court 
documents related to the proceedings resulting in forfeiture are attached at Annex 
for information. The forfeiture also fulfils the obligation of Member States under 
Paragraph 20 of United Nations Security Council (UNSC) Resolution 2397 
(2017) to seize and dispose of items the supply, sale, transfer, or export of which 
is prohibited by the relevant UNSC Resolutions. 





Singapore reiterates our commitment to upholding our obligations 
under the relevant UNSC resolutions, and will continue to be of assistance to the 
Panel where possible. 


Yours sincerely, 


NX 
\ a 
BURHAN GAFOOR 


Ambassador and Permanent Representative 


Enc. 
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ANNEX 


APPLICATION PURSUANT TO REGULATION 17(1) OF THE UNITED 
NATIONS (SANCTIONS - DEMOCRATIC PEOPLE’S REPUBLIC OF 
KOREA) REGULATIONS 2010 


Third Report of Deputy Chief Superintendent of Customs RS, made in 
support of the application of the Attorney-Gencral under Regulation 17(1) of the United 
Nations (Sanctions - Democratic People's Republic of Korea) Regulations 2010 (UN 
DPRK Regulations”), before the undersigned District Judge, State Courts of the 
Republic of Singapore, on 25 August 2020. 


Items seized vide rt/Case No.: C2003520/1P/01 


2. As stated in the First Report of DCSC filed on 11 August 2020 (the “First 
Report”), Singapore Customs scized the following goods on 31 January 2020 in 
exercise of its powers under Regulation 14A of the UN DPRK Regulations read with 
Sections 34 and 35 of the Criminal Procedure Code (Cap. 68) (‘Seized Goods”): 


(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine; 

(b) 50 cases x 12 packets x | litre of Orange Juice; 

(ce) 25 cases x 12 packets x 1 litre of Summer Pine Juice; 

(d) 25 cases x 12 packets x | litre of Medly of Fruit Juice; 

(e) 49 cases x 12 packets x 1 litre of Mango Juice; and 

(f) 25 cases x 12 packets x | litre of Secrets of the Valley Juice. 


toms on 11 August 2020 and 21 August 2020 


3. The background facts and outcome of Singapore Customs’ investigations are set 
out in detail in the First Report. To summarise, shipping documents revealed that 
Sangmyong General Trading Corp (*SGTC") was the client / receiver of the Seized 
Goods. Korea Sangmyong General Trading Corporation (also known to Singapore 
Customs as SGTC) was flagged by the United Nations Panel of Experts as a “DPRK 
end-user” in its 2013 Report! and its 2012 Report? for its involvement in the smuggling 
of luxury goods into the DPRK. 


4. As stated in the Second Report of DCSC HR filed on 21 August 2020 (the 
“Second Report”), Singapore Customs gave notice of the application Lo five parties 
thal appeared to have an interest in the Seized Goods, pursuant 10 Regulation 17(3) of 
the UN DPRK Regulations. As at 20 August 2020, two parties had indicated that they 
would not be contesting the forfeiture of the Seized Goods. As at 25 August 2020, there 


* Report of the Panel of Experts (5/2013/337). 
? Report of the Panel of Experts (5/2012/422). 
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was no response received from the remaining three parties. Singapore Customs’ 
correspondence with the five parties are set out in detail in the Second Report. 


Mention on 25 August 2020, at 10:00 am, Court 7A of the State Courts, Republic 


of Singapore 
5. State Counsel RE «00 OR où bchal! of the Attorney- 


General of the Republic of Singapore, applied for the forfeiture of the Seized Goods 
under Regulation 17(1) of the UN DPRK Regulations. The Seized Goods were proved 
to be designated export items (i.e. items listed in paragraph 2{a) to 2(P) above} and 
designated luxury items (i.e. items listed in paragraph 2(a) above)!. The Seized Goods 
were also proved to be the subject of a contravention of Regulation S(a) of the UN 
DPRK Regulations which reads: 


“A person in Singapore and no citizen of Singapore outside Singaporc shall — (n) supply, 
sell or transfer, directly or indirectly, any designated export item or designaied luxury 
item 10 any person in the Democratic People's Republic of Korca, whether or not the item 
originated in Singapore”. 


6. Upon the application of the Attorncy-Gencral, and upon reading the First and 
Second Reports, the learned District Judge MR vas satislied that forfeiture of 
the Seized Goods under Regulation 17(1) of the UN DPRK Regulation was made out. 


4 In view ofthe above, may 1 seck a court order for the Seïzed Goods to be forfeited 
to Singapore Customs, and either destroyced or otherwise dealt with. 


SSSR 
Assistant Head 

Trade Investigation Branch 
Singapore Customs 





for Director-General of Singapore Customs 


* Regulation of Imports and Exports Regulations, Seventh Schedule (Prohibited imports from and exports to 
(including transhipped goods and goods in transit originating from or bound for) country or territory, Third 
Column, DPRK, (18) Any goods that are for the purposes of trade with any person in the Democratic People’s 
Republic of Korea. 

< Regulation of Imports and Exports Regulations, Seventh Schedule (Prohibited imports from and exports to 
{including transhipped goods and goods in transit orlginating from or bound for) country or territory, Third 
Column, DPRK, (SM{t}) wines and spirits. 
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Annex 64 : Reply from Singapore on SINSIMS 
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PERMANENT REPRESENTATIVE OF THE REPUBLIG OF SINGAPORE 


( 


20 January 2021 


Coordinator 
Panel of Experts 
Security Council Resolution 1874 (2009) 


1 refer 10 your letter (S/AC.49/2019/PE/OC.102) dated 30 August 2019, 
requesting information on SINSMS Pte Ltd (*SINSMS”) and related entities and 
individuals; and Singapore's reply to the Panel dated 20 September 2019. 


SINSMS provided services relating to freight forwarding, packing and 
crating. Lim Cheng Hwee (“Lim”) was the director and a shareholder of SINSMS. Lim 
was in-charge of SINSMS's business and operations. Hong Leng Ooi (“Hong”) is 
Lim's wife. Hong assisted Lim with the administrative operations of SINSMS and took 
instructions from him. On seven occasions between December 2013 to July 2018, 
SINSMS, on the instructions of Lim, arranged for the freight of wines and spirits from 
Singapore to Dalian, China, with the knowledge that the said wines and spirits were 
ultimately bound for Nampo, DPRK. Lim knew that supply of the wines and spirits to the 
DPRK was in breach of Singapore's UN (Sanctions — DPRK) Regulations 2010 
(‘UN-DPRK Regs”). Lim deliberately concealed the fact that the goods were destined for 
the DPRK, by supplying the goods to the DPRK via transhipment through Dalian and failed 
to declare the final port of delivery to Singapore Customs. Hong was involved in preparing 
the booking confirmations and bills of lading for the shipments. She thus had information 
relating to the said shipments but failed to report the same to the relevant authorities. The 
total value of the prohibited goods supplied to the DPRK in this manner amounted to 
SGD 745,488.87, or approximately USD 562,082. 


1 Nereët. Non York. NY 10017, Dasitesl States 1 Neraori ARAMEZTILT 6212) Se 208 À of 
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Lim, Hong, and SINSMS pleaded guilty to the charges against them on 
12 December 2020. The charge shects, which were also provided in our letter to the Panel 
on 20 September 2019, are enclosed for the Panel's reference. They were sentenced as 
follows: 


a) Lim: Two months’ imprisonment for three charges of engaging in a conspiracy to 
supply wines and spirits 10 DPRK, under Regulation 5(a) read with Regulation 
16(1) of the UN-DRPK Regs; 


b) Hong: Fine of SGD 4,000 for two charges of having information about the supply 
of goods to DPRK, and failing to report such information to the relevant authorities, 
under Regulation 14(1)(cXi) read with Regulation 16(1) of the UN-DPRK Regs: 
and 


c) SINSMS: Fine of SGD 30,000 for three charges of supplying wines and spirits 10 
DPRK, under Regulation $(a) read with Regulation 16(1) of the UN-DRPK Regs. 


During court proceedings, the Prosecution emphasized that the legislative 
intent of the UN-DPRK Regs is to give effect to the United Nations Security Council's 
resolutions against the DPRK and that freight forwarders such as SINSMS and its agents 
play a vital role in countering the DPRK'"s illicit shipping and sanctions evasions efforts. 
The Prosecution also highlighted the aggravating features of the case, namely, the 
protracted period of offending. the substantial value of the goods involved, and difficulty 
of detection given the deliberate concealment of the fact that the goods were destined for 
DPRK. The presiding District Judge accepted the Prosecution’s submission and fully 
agreed with the sentences as submitted by the Prosecution. 


This outcome is testament 10 our shared commitment in ensuring the full 


implementation of the relevant UNSC resolutions. We look forward to continuing our 
cooperation and partnership with the Panel. 


Yours sincerely, 


BURHAN GAFOOR 
Ambassador and Permanent Representative 


sil 


Enc. 
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Annex 65: DPRK cyber threat actors in the Reconnaissance General Bureau (KPe.031) 


The United States, in a published document, assessed that most of the country’s cyber operations 
take place in the Cyber Warfare Guidance Unit (aka Bureau 121) of the Reconnaissance General 
Bureau, which has more than 6,000 members with many of them operating from overseas. 
According to the document, three cyber threat actors — Lazarus, Andariel and Bluenoroff — belong 
to the Cyber Warfare Guidance Unit, and the Andariel group has about 1,600 members and the 
Bluenoroff Group has about 1,700 members. The document did not specify the size of the Lazarus 
group. The United States considers the Andariel and the Bluenoroff as subgroups of Lazarus. 


Source:https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN30043-ATP 7-100.2-000-WEB-2.pdf 
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Annex 66: Reply from Japan on a suspect of DPRK-linked ATM heist 


The Panel previously investigated cyberattacks against financial institions and cryptocurrency 
exchanges based on information from a Member State (S/2019/691, paras. 57-68 and annex 21), 
and the Panel notes that the cases correspond to the activities of BeagleBoyz, a newly identified 
cyber threat actor of the DPRK. 


The Panel enquired of Japan about a suspected ringleader of an ATM heist using stolen credentials 
from a foreign bank who reportedly!# fled from Japan to the DPRK after the attack. Japan replied: 
“[T]he Police of Japan and the relevant authorities have been continuing thorough investigation of 
this case. With regard to the media article quoted in the Panel’s letter, there is no confirmed 
information as of 29 January 2021 that indicates connection between the suspects arrested with the 
case, including [ (readacted), (redacted), (redacted), (redacted) |, and North Korea, including their 
contacts with any North Korean individuals/entities.” 





145 https://english.kyodonews.net/news/2020/04/2b45db5e313b-suspected-ringleader-of-huge-coordinated-atm-scam-entered-n- 
korea.html#:-:text-A%20man%20believed%20to%20be,incident 2C%20investigative%20sources20said%20Saturday.&text=The 
%20fake%20credit#20cards%20used,from%20South%20Africa's%20Standard20Bank 
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Annex 67: Football players 


Several football players of the Democratic People’s Republic of Korea earn income at teams 
abroad.'*# The Panel is seeking information on the current situation of the three football players, 
Mr. Choe Son Hyok, Mr. Pak Kwang Ryong and Mr. Han Kwang Song. Italy informed that Mr. 
Choe was still in Italy due to the suspension of international flights to enter the DPRK. Concerning 
Mr. Pak, Austria replied that “there is no further information on this case that we have not shared 
with the panel of experts already.” Qatar replied with information about Mr. Han’s deportation in 
January 2021 (figure 1). Several media reported that a Russian football team FC-Tambov was 
planning to contract with Mr. Han (igure 2), while the Panel has not received a reply from the team. 
Concerning several football players who played in Japan and the Republic of Korea, !* Japan 
replied “the Government of Japan has generally banned the entry of any DPRK nationals into Japan, 
and there are no nationals of the DPRK whose repatriation is required pursuant to paragraph 8 of 
UNSC Resolution 2397(2017)”. Japan provided information regarding the football players 
requesting not to “disclose the information considering that it includes personal information.” The 
Republic of Korea replied, “No DPRK worker has been granted work authorization or entered the 
Republic of Korea since the adoption of UN Security Council Resolution 2375 on 11 September 
2017. Please note that requested information on individuals cannot be provided in accordance with 
Articles 16 and 17 of the Personal Information Protection Act of the Republic of Korea.” 


The Panel is further collecting information on several cases reported by a media outlet!# in which 
students from the Democratic People’s Republic of Korea in Russian universities were illegally 
working at construction sites. It is reported that in one case, such students were arrested and fined 
2000 rubles. In another case, students were arrested but released as they had been working under 
an internship program (figure 3). 





146 S/2020/151, para. 132, S/2020/840, paras.127-128. 

147 Information was collected from various sources including websites of football teams and Korean Football Association in Japan(# H 
HR A BR 2). This association is listed as “a centaral level organizations” by the General Associaion of Korean Residents in Japan, 
and sharing address with Chugai Travel Co. Ltd. (See embargo section). 

148 BBC, https://www.bbc.com/russian/features-55447145. 
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Figure 1: Reply from Qatar concerning Mr. Han Kwang Song 
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The Permanent Mission of the State of Qatar to the United Nations presents 
its compliments to the Coordinator of the Panel of Experts established pursuant to 
Security Council resolution 1874 on the Democratic People's Republic of Korea 
and has to honour to refer to its note verbale dated 26 January 2021 (ref. 
2021/006564/5) regarding the DPRK football player Mr. Han Kwang Song, which 
conveyed that, in keeping with the commitments of the State of Qatar per the 
provisions of Security Council resolutions concerning DPRK nationals carning 
income abroad, he had been terminated from Al Duhail Sports Club and no longer 
has any association with the club, and that he would depart from the State of Qatar. 


In that regard, the Permanent Mission of the State of Qatar has the further 


honour to inform the Panel of Experts that the relevant authorities of the State of 


Qatar have confirmed that Mr. Han Kwang Song has departed Doha on Tuesday 26 
January 2021 at 08:05 a.m. on board Qatar Airways flight no. QA131. 


The Permanent Mission of the State of Qatar to the United Nations avails 
itself of this opportunity to renew 10 the Panel of Experts established pursuant to 
resolution 1874 the assurances of its highest consideration. 


, 29 January 2021 


Coordinator 

Panel of Experts on the DPRK established pursuant 10 UNSC resolution 1874 
United Nation 

New York 


Email: dppa-poe1874(a un.orc: SD 


809 U.N. Plaza * 4* Floor + New York, NY 10017 + U.S.A. + Tel: (212) 486-9335 + Fax: (212) 758-4952 


Source: Member State 
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State of Qatar to the United Nations 
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Figure 2: Media report dated 25 August 2020 
«TaM6oB» MoXeT apeH10BATE GHIBIIETO CEBEPOKOPEÜCKOTO HTpOKA «FOBeHTyca» 
25 agrycra 2020, 12:38asrop Cepreï Pa6Kkux 


Harnanarbmuñ KatTapckoro «Ank-/lyxañnps» Xax KBaH CoH MOXeT HPpoloTKUTE Kapbepy B 
«Tam6o8e». Mcrounux Betting Insider cooGmaer, uro kxy6 PIUI caenan npexnoxenne 06 
apeHJe ceBepoKkopeñra. 


21-xerHuü opBapz paHee BBICTYnan 3a «KaJBApu» H CTall HePBHIM CeBEPOKOPEAÂCKAM 
pyTôorncroM, 3a6uBmnM B Cepuu A. 


Jlerom 2019 roxy Xax KBan CoHa 3a 5 Max eBpo npno6per «IOBexTyc» — oH npoBen 17 
MaTueÏ 3a BTOPYIO KOMAHAY EMIHOHOB MTarnn B TPeTREM AUBH3HOHE H He 3AOUN HH OHHOTO 
Maua. Vxe B 3AMHee TpanchepHoe oKkHo «IOBe» rnporan Hanazaroimero B KarTap. 


OrmerTuM, uTo Transfermarkt onexuBaer ceBepokopeïñna B 2,7 MJIH eBpo. 


Source: Betting Insider, https://betting.team/ru/blog/tambov-khan 





(Summary in English) 


The forward of Qatari Al-Duhail Han Kwang Song may continue his career at Tambov. A 
Betting Insider source reports that the club has made an offer to lease Mr. Han. In the summer 
of 2019, Han Kwan Song was bought by Juventus for 5 million euros. In winter Juventus sold 
Han to Al-Duhail. 
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Figure 3: Media report concerning work of DPRK students (excerpt) 
(Œnglish translation) 


North Korean students outside of Russian laws. Why do they come to Russia? 
Anastasia Napalkova 
BBC 


28 December 2020 


Because of United Nations sanctions, workers from North Korea have stopped coming to Russia. But North 
Korean students who want to learn the Russian language or graduate from a local university do come. The 
authorities then find some of these students at construction sites in the Far East. What happens to them after 


that? 


Several students from the Democratic People’s Republic of Korea (DPRK) were detained at the construc- 
tion site of an apartment building in Irkutsk in February 2019. According to Interior Ministry officials, they were 


working there as construction workers, without a work permit. 


Among the detainees was an assistant brigadier: he received instructions from his superiors and distributed 


them among the workers, the court materials say. His name is not in the court documents. 


When detained, he explained to the police that he had “arrived in the territory of the Russian Federation for 
the purpose of employment” and that he had obtained a student visa solely for entry into the country. Since early 
January 2019, he “along with fellow DPRK nationals” had been “working at the construction site without permits,” 


according to court filings. 


Once in court, the DPRK citizen retracted his earlier explanation, stating that he and his comrades were at 


the construction site not for work, but “on a tour from an educational institution”. 


In the courtroom, he was unable to say the name of the institution, its address, programme, cost and period 
of study. A construction site guard told Interior Ministry officials that 10 to 15 DPRK citizens were living at the 


construction site in the back rooms. 
The court fined the student 2 thousand roubles without deportation from Russia. 


There are dozens of such cases in the “Justice” State automated data system. Some students are less fortu- 
nate. In Bashkortostan, a court ordered the expulsion of student An. G. Ch. from Russia with a fine of 2 thousand 


roubles because he was working, although he had come to study. 


Hiring unauthorized citizens is also perilous for companies. A court decided to suspend the operations of 
“Stroy Alliance” in Vladivostok for 14 days because a worker from DPRK, who had arrived as a student at Pri- 


morsky Polytechnic College, was found building a multi-level parking lot. 
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Others are luckier. For example, the court cases were dismissed against students Chon Her Cher and Cho 


Kym Men from Artem Regional Technical College. 


The Migration Service found them assembling fittings at a construction site. The students said that they 
were doing internships, which was consistent with the academic schedule, plus there was no evidence that they were 


getting paid for their work. The court accepted these arguments. 


DPRK citizens have become more frequent visitors to Russia for private, tourist and educational purposes 
in recent years (not counting 2020), as shown by data from the border service of Russia’s Federal Security Service. 
At the same time, the number of work trips has dwindled to nothing: United Nations sanctions prohibiting new em- 
ployment contracts with North Korean nationals were enacted in 2017. The contracts already in place expired in De- 


cember 2019. Work trips of DPRK citizens to Russia then stopped. 
Bringing in workers disguised as students? 


From 5 August 2020, foreign students in Russia can officially work in their free time, and no special per- 
mission is required. State Duma deputy Kazbek Taisaev suggested in a conversation with the BBC that this law 


could help the situation of DPRK citizens who are forced to leave Russia. 


According to court records, there has been at least one attempt to bring North Korean workers to Russia, 
first by sending them there to study. True, this was back in 2018, before the law was adopted allowing students to 


work, but after the ban on work contracts with DPRK nationals. 


The trial took place in September 2020 between two private individuals in Smolensk: Evgeny Pivnyak ap- 
proached Inessa Skakova for help — he asked her to arrange for 96 DPRK citizens to study in Russia. This was “nec- 


essary for business, so that the citizens could legally work in Russia,” says the case file from the witness testimony. 


Skakova testified that Pivnyak planned to employ them after they had learned Russian. The cost of enrol- 
ling one student under their agreement was 10 thousand roubles. Pivnyak transferred an advance payment of 


500,000 roubles. 


Skakova, as an “agent”, was able to arrange for the DPRK citizens to enrol in the “Academy of Additional 
Education” to study Russian. But in order to start studying, the State fee had to be paid: the parties argued about who 


should pay it. 


It is not entirely clear whether the DPRK citizens were required to enter Russia specifically on a student 
visa. Another obscure point is that the case file indicates that the DPRK nationals were to work as “highly skilled 
labour”, but learning Russian is not mandatory for this category of workers, said lawyer Sofia Batura, deputy gen- 


eral director of Confidence Group. 


Pivnyak could not be contacted, Skakova did not respond to the letter from the BBC and the educational 


institution”’s phones were not working. 
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The “agent” who found the educational institution for the North Koreans, according to the case file, worked 


for “Megalayn” LLC as the project manager for the reconstruction of a military unit in Krasnoye Selo in 2013. 


At that time there were only two construction companies with that name registered in St. Petersburg. One 
of them is linked to Evgeny Prigozhin and was a contractor for the Ministry of Defence on many projects. There is 


no evidence that DPRK nationals have worked on projects for the Department of Defence or for “Megalayn”. 
“Defectors” 


Some citizens from DPRK who came to Russia do not want to return to their home country even after their 
visa expires. These are, first and foremost, migrants workers. They are trying to obtain temporary asylum and refu- 


gee status in Russia. 


“Such appeals are isolated cases,” says Novosibirsk-based lawyer Anna Gulevich, who assists DPRK citi- 
zens in the courts. She says that, following the adoption of United Nations sanctions, lawyers had expected an in- 
crease in the number of DPRK nationals seeking asylum. But that did not happen. “They probably didn’t know that 


they were leaving Russia for good,” she explains. 


Lawyer Tatyana Tyutyunnik from Vladivostok is now defending four DPRK citizens who did not want to 
return to their home country. Some took advantage of this opportunity, including against the backdrop of the corona- 
virus pandemic. “If there was no coronavirus, they would have gone home, but they stayed and decided to seek 


help,” she says. 


(Original) 

CeBepokopeñckne CTYAEHTEI BHE POCCHÂCKAX 3aKOHOB. 3a4eM OHH Hpue3XAIOT B Poccuro? 
AHacTacus HarnazkoBa 

bu-Gun-cn 

28 nekaGps 2020 


W3-3a cankuuü OOH 8 Poccui nepecrarn npne3xaTk paGoune u3 Cesepoï Kopen. 3ato npne3xaïoT 
CeBePOKOPEÏCKHE CTYACHTEI, KOTOPBIE XOTAT H3YAUTE PYCCKAË A3HIK HU 3AKOHAUTE MECTHBIX BY3. BracTu 
HAXOJHAT HOTOM HEKOTOPEIX H3 9TAX CTYACHTOB Ha CTpoñKkax Ha /[anpHemM Bocrtoke. ÜTro c HAMH noce 5Toro 
HPOHCXOHUT ? 


Ha crpoñxe xnroro xoma 8 Hpxyrcke 8 heBpare 2019 roxa GB1HIHU 3aePKAHBI HECKOJIBKO CTYACHTOB H3 
KH/JTP. Ilo Bepcuu corpyanukoB MB/1, oHn paGoTarn TaM CTPOTeNAMH, He HMeA Ppa3PeLEHHA Ha PaGOTY. 


Cpexu 3a€Pp KAaHHBIX GI HOMOIHUK Gpuraxupa: OH HONVUAAI YVKA3AHHA OT HAHAJIBECTBA H PACHPÈTNÈNAN HX 
Cpean paGouux, TOBOPHTCA B MATEPHANIAX CYJHA. EÉro nMexu B CYAeGHEIX AOKYMEHTAX HET. 


Ipu 3anepxaHnn OH OGBACHUN HOIHUEÂCKAM, TO "HPHOBII Ha TeppaTopun P c er "paGorTa no 
HañMY"", a VACOHYIO BH3Y ODOPMHI HCKIIOUHTENBHO JUIA BRe3JA B CTpany. C HauaJa aHBaps 2019 roxa oH 
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"BMeCTe C 3eMJIAKaMu - rpaxzaaHaMH KH/I[P paGoraer a crponTenbHoM 068eKkTe 6e3 pa3PeIIHTETNBHEIX 
AOKYMEHTOB", - TOBOPATCA B MATEPHAJIAX CYIA. 


Vxe B cyre rpaxznanux KH/JIP oTkazanca OT cBOUX H1peKHUX OGPACHEHHÜ, 3AABUB, UTO OH HA ETO TOBAPHINH 
GBInH Ha CTpoïñKke He n10 paGoTe, à "Ha 5KCKYPCHH OT YACOGHOTO 3ABEIEHHA". 


B 3axe cyJa oH He CMOT CKa3aTE Ha3BaHHE Y4eOHOTO 3aB€JEHHA, ETO aAJAPeC, IPOTPAMMY, CTOHMOCTE H 
nepnon o6yuenns. OXpaHHUK CTpoñKu CKa3an coTpyaHnkaM MB/1, uto 10-15 rpaxaan KH/I[P xHBYT Ha 
CTPOATEJNBHOË IJIOIMAIKE B HOACOGHEIX HOMEIIEHHAX. 


Cyx omTpabogan cryxenTa Ha 2 TIC. pyOneñ 6e3 BBLIBOPeEHUHA C TeppnTopuun Poccuy. 


Takux xer 8 6a3e l'AC "Ilpasocyaue" xecarkn. HekoTOpIM cTyxeHTaM Be3er Mexbue. B bamkoprocrane 
CYA HOCTAHOBHJ BBIABOPUATE CTyAeHTa AH I. U. 3 Poccuu co mTpabom 2 Tpic. py61eñ, HoOTOMY TO 0H 
paGoTaz, XOTA HPHEXAN AJUIA YACOBI. 


[purnamaTe Ha paGoTy rpaxXJIaH, He HMeIOIUX PaA3PEMEHHA, APEBATO H AJIA KOMNAHHÏ. CyA HPAHAIN 
peluieHHe HPHOCTAHOBUTE ACATEIBHOCTE KOMHaHuUUH "CTpoñarbaxc" BO BrannBocToke Ha 14 CYTOK, HOTOMY 
UTO Ha CTPOHTEJNECTBE MHOTOYPOBHEBOË H1aAPKOBKH 6BUI OGHApyYXEH paGOTHHK 13 KH/IP, koTopErù npuexan 
Kak CTYAeHT IIpuMopcKkoro HoJTHTEXHAHECKOTO KOJIIENXA. 


JApyrum 8e3er Gonpiue. Tak, cyreGHpie Hera HPOTHB CTYAEHTOB PerHOHAJNBHOrTO TeXHHHECKOTO KOJIIE]XKA H3 
ropoza ApTem r0 HMeHn doux Xep Uep n do Krim Men GBIIH npekpalieHpt. 


MurpaunonHas c1yxO6a OGHapyXHJIA HX 3a MOHTAKOM aPMaTYPBI Ha CTpOKe. CTYACHTBI TOBOPHIH, TO 
HPOXOHAT HPAKTHKY, ATO COOTBETCTBOBAJIO YACOHOMY rPaŸHKY, K TOMY Xe He OBLIO AOKA3ATEJIECTB, ATO OHH 
HOJIYUAAIOT JAEHBTH 3a paGOTy. CyA HPHHAN 5TH APTYMEHTBI. 


lpaxzrane KH/IP 8 nocrexxne roxBi CTau dame npne3xXATE B POCCHI © 4ACTHBIMH, TYPACTHAIECKAMH 
yueGHBIMu ueraMu (He cauTas 2020 roxa), cHeAYeT 43 AaHHBIX norpaxuaHOoË cryxOB1 DCE Poccuu. B To 
Xe BPEMA, KOJIHHECTBO paGouux H06310K COIO Ha HeT: B 2017 roxy GBIIU HPHAHATBI CAHKHUH OOH, 
3anpelHalOInne 3aKH1IOUATE HOBHIE TPYAOBBIE HAOTOBOPEI C rpaxzaHaMu CeBepaoï Kopeu. JleïcrBune yxe 
3aKTIOUCHHBIX AOTOBOPOB 3aKOHAHJIOCE B xeka6pe 2019 roxa. Torxa xe npekpaTurnce paGoune n10e31Kn 
rpaxran KH/IP 8 Poccuio. 


IpuBe3Tu paGouHX 01 BHAOM CTYAEHTOB ? 


C 5 agrycra 2020 roxa HHoOCTpaHHBIe CTYACHTBI B POCCHH MOTYT ODHLHAIRHO HOAPAGATEIBATE B CBOGOJHOE 
OT YHeGBI BPEMA, H CHELHHANLHO pa3zpeleHHe Ha 9T0 He TpeGyercs. /lenyrar l'ocaympr Ka36ek TaïñcaeB 
npexrozaran B 6eceze c bu-6u-cu, YTO 3TOT 3aKOH MOXET HOMOUR H010XeEHUHI rpaxzaH KH/J[P, roroppre 
BHIHYXJICHBI HOKHJHATE POCCHIO. 


CorracHo MatTepHaraM CY10B, GBIJIA KaK MUHUMYM OJHA HOTNBITKA HPHBE3TH B POCCHIO CeBePOKOPEACKHX 
paGouux, CHadaJIa OTHpaBHB ux Ha ydeOy. IIpaBza, 570 6110 B 2018 roxy, elle A0 HPHHATHA 3aKOHA, 
HO3BOJIAIOIETO CTYAEHTAM PaOOTATE, HO HOCJIE 3aNPeTA Ha 3aKIIOUEHHE paGOUAX AOTOBOPOB C TPaKIAHAMH 
KH/TP. 


Cyx npoucxonun B cexra0pe 2020 roxa Mex]Yy HBYM4 4aCTHBIMH HAuaMu B CMornencke: Esrexnÿ IIuBHaKk 
o6Gparunca k Hnecce CKkakoBoï 3a HOMOIMBIO - OH HpOCHI eë YCTPOATE 96 rpaxzan KH/[P Ha yaeGy 8 
Poccuu. 9To "Heo6xoanMo zxuI4 GH3HeCA, YTOOBI AAHHBIE TPAKJHAHE MOTJIH 3AKOHHO TPYAHTECA Ha 
TeppuTopuu Poccuu",roBOpHTCA B MATepHaJIAX ACTA CO CJIOB CBAJETEITI. 


322/427 21-01647 


S/2021/211 





Co cos CKakoBoï 3anucaHo, 4TO [IUBHAK HNAHAPOBAN HX TPYAOYCTPOÂCTBO HOCJIE H3YACHHA PYCCKOTO 
43BIKa. CTOHMOCTE YCTPOMCTBA Ha yY4eOY OAHOTO CTYACHTA 110 HX AOTOBOPEHHOCTH COCTaBHJA 10 TIC. 
pyôreï. [uBxax nepeBer nperonrary 500 rricau pyGreï. 


CKakoBa B KauecTBe "areHTa" CMOIJIA OPrAHA3OBATR HOCTymIeHne rpaxzan KHJIP xu14 o06yuennsa pyccKkoMy 
B "AKAJeMHIO JOTOMHHTENBHOrTO O6pa3oBaHu4". Ho xuI4 Hauara o6yueHUI HYXKHO OBLIO ele ONJIATATE 
TOCHOUIHAHY: CTOPOHBI CHOPHJIH, KTO AOMKEH € ILIATHTB. 


He 70 KOHIHA ACHO, AOMKHBI JU OGBINA rpaxznaHe KH/IP BBexaTE B PoccHX nMexHo 10 yaeGHoÿ Bn3e. Emme 
OHMH HCACHBIA MOMEHT - B MATEPHAJIAX JEJHA YKA3AHO, \TO rpaxzane KHJIP xonxHBI GRH PaGOTATE KaK 
""BRICOKOKBANHHHAPOBAHHAI paGOUAI CHIA", HO H3VACHHE PYCCKOTO HE ABJIACTCA OOH3ATENBHBIM JJIA 9TOÏÛ 
KATETOPHU PAGOTHAKOB, TOBOPUAT HpACT Cobus baTypa, 3aMeCTATENR reHeparBHoro xnpekropa Confidence 
Group. 


CB43aTbca c IIuBH4KoM He VAATIOCE, à CKakoBa He OTB€THJIA Ha HHCEMO bu-Gu-cu, Tee Do yaeGHoro 
3aBEICHHI HE paGoTaror. 


"AreHT", KOTOPAA HaULIA AJIA CeBepokopeñleB yaeOHoe 3aBeJeHHE, COTIACHO MaTepHaJIAM JeJIa, paGOTAJIA B 
O00 "MeraraäH" HaA4ATPHAKOM HPOEKTA HO PEKOHCTPYKHUH BOAHCKOË actu B KpacxoM cexe B 2013 roxy. 


B To Bpems 8 Caxkt-Ilerep6ypre GB1710 3aperuCTPAPOBAHO TOIEKO JBE CTPOUTENBHBIE KOMIHAHAH C TAKUM 
Ha3BaHyeM. OnHa u3 HuX CB43aHa c EBrexueM [IpnroXHHBIM  GBINIA HONPAAAAKOM MHHOGOPOHEI HO 
MHOTUM HPOEKTAM. JlaHHBIX O TOM, uTo rpaxzane KH/JIP Tpyaunuce Ha HpoeKkTAX MHHOGOPOHBI HIH 
"MerarañHa", HeT. 


"TlepeGexuauKkn" 


HexorToprie rpaxraHe 13 KH/J[P, npnexasmne B Poccuro, He XOTAT BO3BPAIHATECA Ha POHHHY HaXKE HOoCJHe 
OKOHUYAHUA BH3HI. B THePBYIO oUepe]E peUE HACT HAMEHHO O TPYAOBEIX MHrpaHTax. B Poccun OH HBITAITCA 
HONYUHTE BpeMeHHOC YOeXHINE H CTATYC 6GeXKEHIA. 


"Takne o6pameHus - 9T0 eAHHHAHBIE CHYAAH", - TOBOPHT azBOKkarT AHHa l'yreBnu u3 HoBocuGnpcxa, 
KOTOpas HOoMOraeT rpaxzaHaM KH/JIP 8 cyxax. Ilo ee croBaM, noce npaHaTus cankuuñ OOH wpucTsi 
XJAJIH pocTa aucra rpaxzan KH/IP, koroprie xoGnBarorcsa y6exnima. Ho 5Toro He npou3zou0o. "CKopee 
BCeTO, OHH He 3HAJIH, {TO Ye3XAIOT 13 Poccun HaBcerxa", - OORACHACT OH. 


AJBOKaT T'aTbaHa THTIOHHUK 3 BranuBocroka ceïuac 3amtumaer erBeprix rpaxzax KH/IP, Koroprie He 
3aXOTeJIH BO3BPAINATECA Ha pOAAHY. HeKOTOPEIe BOCHONP30BANHCE STOË BO3MOXKHOCTEH B TOM YHCJIE Ha 
PoHe nanxeMun KopoxaBnpyca. "Ecrn 6p1 He GBI10 KOPOHABHPyYCa, OHH YeXaJIn CBI AOMOÏË, à TAK OCTAJIHCE 
H PeANA OGPATATECA 3a HOMOIBIO", - TOBOPUT OH. 


Source: BBC website, https://www.bbc.com/russian/features-55447145 


21-01647 323/427 


S/2021/211 





Annex 68 : Replies from Nigeria to the Panel concerning bilateral agreement in the field 
of health and medical sciences with the DPRK 


(1) Letter dated 23 September 2020 





324/427 


Ref.No. PMN/DPR/15 September 23, 2020 


Your Excellency, 


REPORT OF THE FEDERAL REPUBLIC OF NIGERIA ON THE 
IMPLEMENTATION OF THE MEASURES IMPOSED ON THE 
DEMOCRATIC PEOPLES’ REPUBLIC OF KOREA (DPRK) BY 

SECURITY COUNCIL RESOLUTION 2397 (2017) 


We wish to refer to your letter with ref. No. 
S/AC.49/2020/PE/OC.167 of June 29, 2020, requesting for an 
update on the current repatriation process for DPRK nationals 
earning income in Nigeria and other sundry matters. 


2: We wish to note that, even before your aforementioned 
inquest, the Nigeria Immigration Service (NIS) had further 
discovered that additional Thirty-Seven (37) DPRK nationals were 
present in some states of the federation. 


3. Following the above discovery, the Minister of Interior 
proceeded to grant approval for their subsequent deportation in 
March 2020. However, the outbreak of Covid-19 and the ensuing 
lockdown, as well as restrictions of international flights have stalled 
the deportation process. In addition, the NIS has notified the state 
governments of the federation on the need to abide by UNSC 
resolutions on the employment of DPRK nationals. 


4. With regard to the operation of Haekumgang Trading 
Corporation in Nigeria, investigations have revealed that the 
company is neither domiciled nor operational in Nigeria. 


PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 
828 SECOND AVENUE 

NEW YORK, N.Y. 10017 
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5. With respect to enquiries made on the implementation of the 
Bilateral Agreement in the field of health and medical sciences 
between Nigeria and DPRK , it is pertinent to note that based on the 
terms of the Agreement, ‘Parties shall bear the cost of its personnel 
and where there is a joint project the cost shall be shared between 
the parties except otherwise agreed. Nigeria will continue to 
implement Security Council resolutions and fulfill its international 
obligations. 


6. Please accept, Excellency, the assurances of my highest 
consideration. "a 





Amba$Sador Samson S. Itegboje” 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the United Nations 
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(2) Letter dated 4 November 2020 


326/427 


Lire 


Ref. No: PMN/DPR/15 November 4, 2020 


Coordinator of the Panel of Experts established 
Pursuant to Security Council Resolution 1874 (2009) 


Your Excellency, 





Further to our letter of even reference dated September 23, 
2020 on the Implementation of the Measures Imposed on the 
Democratic People's Republic of Korea (DPRK) by Security Council 
Resolution 2397 (2007). Kindly find attached herewith, document 
{Annex B) containing the names, passport number, company name, 
address and location of the thirty-seven (37) DPRK nationals 
awaiting deportation, as provided by the Nigeria Immigration 
Service (NIS). 


2.  Kindly also note that the terms of the Bilateral Agreement 
between Nigeria and DPRK signed on June 17, 2020, in the field of 
health and medical sciences, exist only in the areas of ‘Public health 
disease control and prevention, institutional Capacity in the field of 
health as well as political sensitization and Cooperation which 
further requires that both Parties shall bear the cost of its 


A PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 


c! PR 828 SECOND AVENUI 
PA TS NEW YORK, N.Y. 10017 


TELEPHONE: (212) 953.010 
FAX: (212) 697-1970 
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personnel and, where there is a joint project, the cost shall be 
shared between the parties except otherwise decided. 


3. The following are the main areas of interest jointly agreed 
upon by the parties as contained in the Bilateral Agreement: 


à Communicable diseases HIV/AIDS, Tuberculosis and 
Malaria, polio and measles eradication; 


li. Non-communicable diseases, primary health care and 
emerging and re-emerging diseases: 


ii. Biotechnical development and Ophthalmology. 


4. Please accept, Excellency, the assurances of my highest 
consideration. 





*mbassador Samson. S. Itegboje 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the United Nations 
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DPRK NATIONALS IN NIGERIA AWAITING REPATRIATION 
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Annex 69: Corman Construction 


The Panel has been investigating about 30 nationals of the Democratic People’s Republic of Korea 
affiliated with Corman Construction & Commerce Senegal SUARL.'* Corman Construction is for- 
merly known as Mansudae Overseas Project Group of Companies in Senegal. 


The Panel has obtained internal financial records that indicate Corman Construction was sending 
revenue to the Democratic People's Republic of Korea embassy. According to the ledger, these 
transactions, which totalled approximately USD 3,500 from September 2019 to August 2020, were 


recorded as “ET 0] HAFETO HS” (“dedicated to the embassy by the chairman of the 


party”). The ledger also listed the consignee for these transactions as the “embassy.” For detail of 
the activity of Corman see finance section. 





14 S/2020/151, para.144. 
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Annex 70: Reply from Thailand to the Panel concerning DPRK workers 


Information requested by 


the Panel of Experts established pursuant to UNSC Resolution 1874 (2009) 


as per the Panel of Experts’ Note No. S/AC.49/2021/PE/OC.26 dated 7 January 2021 


The Royal Thai Government wishes to provide information related to “Mokran Lake 
Restaurant” in the Magnolias Pattaya Boutique Resort, Pattaya, as follows: 

1. On 29 November 2019, Thai authorities conducted on-site inspections at Mokran 
Korean Restaurant/Mokran Lake Restaurant, located in the Magnolia Pattaya Boutique 
Resort, Pattaya, Chonburi province. This on-site inspection of the restaurant was included in 
Thailand’s Final Report pursuant to paragraph 8 of UNSC Resolution 2397 (2017), sent to 
the Chair of the Security Council Committee established pursuant to resolution 1718 
(2016). 

2. Durine the on-site inspection, the authorities found that Mokran Korean 
Restaurant/ Mokran Lake Restaurant was already out of business and no North Korean 
nationals were found in and around the vicinity. Concerned authorities continue to monitor 
the locale as a precaution measure. 

3. Concernine the POE'’s inquiry into the operations of the Mokran Korean 
Restaurant/ Mokran Lake Restaurant, the Thaï authorities have reported that the restaurant 


remain permanently closed for business. 





Source : The Panel 
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Annex 71 : Reply from Georgia to the Panel”’s enqury concerning presence of the 
DPRK nationals 


1. Georgia replied to the Panel that there were no DPRK nationals on Georgia 
Government’s controlled territory. 


2: With regards to the Georgian regions of Abkhazia and the Tskinvali 
Region/South Ossetia, Georgia replied to the Panel that Georgian Government has 
no effective control over these regions, hence it did not have information on the 
Panel’s enquiry regarding the travel and/or presence of DPRK workers from Russia 
to Abkhazia, Georgia and the Tskinvali Region/South Ossetia, Georgia. 
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Annex 72: Overseas banking representatives 


According to the February 2020 legal proceedings of a Member State!%, between December 2015 and 
January 2019, Han Jang Su carried out prohibited activities as the Moscow-based representative of FTB."! 
On five occasions, from November 2017 to July 2019, the Panel requested information from the Russian 
Federation regarding Mr. Han’s whereabouts, his financial activities, and his status as the Moscow-based 
representative of FTB. 


e  According to the court proceedings, on 10 January 2018, Han Jang Su provided documentation to 
a Russian bank that confirmed the status of Ko Chol Man, Han Ung, Ri Jong Nam, and O Song 
Hui as members of FTB’s board of directors. 


e  According to the court proceedings, on 29 January 2018, Han Jang Su provided a signature card to 
a Russian bank for FTB’s account, containing the signatures of the previously mentioned board 
members, as well as Ri Yong Si, Jo Un Hui, O Song Hui, and Ri Jong Won.!* 


e In April 2018, the Russian Federation submitted a notification to the Chair of the Security Council 
Committee established pursuant to resolution 1718 (2006) that Russia would request an exemption 
from the asset freeze provisions for Mr. Han to cover basic living expenses. 

e In July 2018, the Russian Federation submitted to the Panel that “it has taken all measures under 
Russian national legislation to implement the relevant resolutions of the Security Council” regard- 
ing Mr. Han. 


e  According to the court proceedings, on 13 August 2018, Han Jang Su aided Ri Chun Song with 
information on how to establish a Russian bank account for a foreign company. 


e In November 2018, the Panel sent a letter of inquiry to the Russian Federation regarding 
information, provided by another Member State, that indicated that Mr. Ri Jong Won was serving 
as a Moscow-based deputy representative of FTB. The Russian Federation replied in December 
2018 that Mr. Ri Jong Won “arrived in Russia on 5 February 2018 as an official accredited member 
of the Embassy of the Democratic People’s Republic of Korea to the Russian Federation.” 


e According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence doc- 
uments, which specified Ko Chol Man as the beneficial owner of FTB’s Moscow-based account. 


e  According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence 
documents, which specified Kim Kwang Chol (Korea Ungum Corporation) as the beneficial owner 
of Ungum’s bank account. 


e _According to the court proceedings, on 27 January 2019, Ri Myong Jin and Jo Un Hui—members 
of FTB in Pyongyang—received a communication affirming Han Jang Su”s status at FTB Moscow. 


e According to the court proceedings, in September 2019, Han Jang Su facilitated a payment on 
behalf of Unha Daesong Trading Company to accounts held at two banks located in Russia. 








150 See, https://www.washingtonpost.com/context/u-s-indictment-usa-v-ko-chol-man-et-al/e872ed0c-7f79- 
4122-abcS-b7ce2bd47e99/. 

151 See paragraph 177 of S/2020/151 and paragraph 125 of S/2019/171. 

12 This suggests that Mr. Ri was continuing to act as an FTB representative while also acting as an officially 
accredited member of embassy personnel. 
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e In February 2020, the Russian Federation informed the Panel that Mr Han Jang Su left Russia in 
2019. 


In response to the Panel’s enquiry regarding these differences, the Russian Federation replied: “With re- 
gard to the request of the Panel of Experts concerning citizens of the Democratic People’s Republic 
of Korea, Hang Jang Su and Ri Jong Won, we ask the Panel to let itself be guided by the reliable 
information already provided, rather than allow itself to be influenced by the idle speculations and 
insinuations being fed to it periodically by a certain Member State.” 


China 

In October 2017, the Panel sent an inquiry to China regarding the status of several DPRK nationals believed 
to be working on behalf of FTB in China. Among others, these individuals included Kim Tong Chol 
(KP1.068), Ko Chol Man (KP1.069), Ri Chun Hwan (KP1.074), and Ri Chun Song (KP1.075). The Panel 
asked for, inter alia, travel records, financial records, diplomatic accreditation records, and any measures 
taken by China’s competent authorities to investigate and/or expel the individuals. On 25 January 2018, 
China informed the Panel that its competent authorities had listed the designated individuals as being for- 
bidden to enter or transit through China and had requested Chinese banks and financial institutions to freeze 
their assets. 


In May 2018, the Panel once again requested information from China regarding the status of FTB repre- 
sentatives operating within China. In its July 2018 reply, China stated that it had “taken corresponding 
measures in accordance with the requirement of the resolutions” and that it “has closed all the 
representative offices of the DPRK financial institutions in China in 2016, and all of the relevant 
representatives in China have left China”. China indicated that it could not verify whether the individuals 
have a relationship with the designated financial institutions. 


In November 2019, the Panel once again sent an inquiry to China requesting information about Han Yong 
Chol (KPe.047), who was suspected of continuing to operate as an FTB representative in Beijing. China 
replied that it “has closed all the representative offices of the DPRK financial institutions in China, and all 
the relevant representatives in China have left China.” In response to the Panel’s enquiry, China replied 
“There 1s no transaction involving Ri Chun Hwan in April 2019. There is neither any Ri Chun Song in- 
volved transaction record related to the payments from accounts located in China to any Chinese or Russian 
companies in 2016 and 2017, or any acceptance of payments in June 2017.” This is different from infor- 
mation in the February 2020 court proceedings, namely: 


According to the court proceedings, Ri Chun Hwan (KP1.074) acted as FTB’s representative in Zhuhai, 
China from October 2013 to at least April 2019. 


e  According to the court proceedings, in December 2018, Mr. Ri Chun Hwan received a 
communication, in his capacity as à China-based FTB representative, from Mr. Ri Myong Jin (FTB 


Pyongyang). 


e  According to the court proceedings, in April 2019, Mr. Ri Chun Hwan confirmed to FTB 
Pyongyang that he directed a payment from his China-based accounts. 
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e  According to the court proceedings, Ri Chun Song has acted as FTB’s representative in Beïjing, 
China from 2015 to 2019. 


e  According to the court proceedings, in November 2016 Ri Chun Song directed payment to a Chi- 
nese company from a China-based account. 


e  According to the court proceedings, in May 2017, Ri Chun Song directed a payment to a Russian 
company from a China-based account. 


e  According to the court proceedings, in June 2017, Ri Chun Song received payment into a China- 
based account. 


In response to the 


China has closed all representative offices of DPRK financial 
institutions in China according to the Security Council resolutions. All the 
relevant representatives have left China. Chinese banks have always strictly 
implemented the targeted Security Council sanctions, and would not provide 
any financial services to individuals or entities designated by the Security 
Council. Considering its cooperative relationship with the Panel, China has 
overcome great difficulties and has had the commercial banks to carefully 
investigate the two individuals mentioned in the Panel’s letter. There is no 
transaction involving Ri Chun Hwan in April 2019. There is neither any Ri 
Chun Song involved transaction record related to the payments from 
accounts located in China to any Chinese or Russian companies in 2016 and 
2017, or any acceptance of payments in June 2017. 
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Annex 73: Korea Ungum Corporation and Unha Daesong Trading Company account num- 
bers and relevant transactions 


Agrosoyuz Commercial Bank 
Account: 40807810800000000010 
Account Owner: Korea Ungum Corporation! 
Transactions: 
e September 2017 payments from [REDACTED] 
February 2018 payments from [REDACTED] 


Sputnik Bank 
Account: 40807810240000000002 
Account Owner: Korea Ungum Corporation 
Transactions: 
e February 2019 payments from [REDACTED] 


Asia Pacific Bank 
Account: 40807810700580000008 
Account Owner: Unha Daesong Trading Company !** 
Transactions: 
e September 2019 payments from [REDACTED] 


Russian Financial Society 
Account: 40807810300000000599 
Account Owner: Unha Daesong Trading Company 
Transactions: 
e September 2019 payments from [REDACTED] 


Sberbank 
Account: 40807810250000000032 
Account Owner: Unha Daesong Trading Company 
Transactions: 
September 2019 payments from [REDACTED] 


Source: À Member State 





153 Korea Ungum Corporation (aka TS Ungum Corporation; Korea Yngum Corporation, Korea Ungum Company) is a suspected front 
company for DPRK’s Foreign Trade Bank (designated KPe.047). See, paragraphs 172-173 in the 2020 Final Report (S/2020/151). 

154 Unha Daesong Trading Company (aka “Unha Daisong”) is a suspected front company for DPRK’s Foreign Trade Bank (designated 
KPe.047). 
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Annex 74: Corman Construction & Commerce SUARL Registration Documents 


nn (ORIGINAL) Serre ae 


ET DES FINANCES 
“AVIS D'IMMATRICULATION 


Le numéro ci-dessous vous est définitivement attribué à la suite des modifications intervenues dans le no 


N.LN.EA:  006422422 5 7 #4 
















CITé ASSEMBLéE OUAKAM VILLA N° 103 / 








En cas de désaccord sur les renseignements portés sur cet avis, veuillez y apporter les rectifications souhaitées et le retourner à : 
SERVICE REGIONAL DE LA STATISTIQUE ET DE LA DEMOGRAPHIE DE DAKAR 


Rocade Fann Bel-Air Cerf-Volant BP 116 Dakar 
RP - SENEGAL 





LL 


e DAKAR, le 23/06/2017 
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DENOMINATION : <<CORMAN CONSTRUCTION & COMMERCE>> SUARL 


NOM COMMERCIAL : CORMAN CONSTRUCTION & COMMERCE ENSEIGNE:  SIGLE : CCC 

ADRESSE DU SIEGE : Dakar (Sénégal), CIé Assecbiée Ouskam, villa si 183, N° RCCM DU SIEGE:SN.DKR-2017.8.16435 
ADRESSE DE L'ETABLISSEMENT CREE : 

FORME JURIDIQUE : SUARL 

CAPITAL SOCIAL 1 000 000 Fcfa DONT NUMERAIRES 4 000 000 F CFA DONT EN NATURE 0 F CFA 





RENSEIGNEMENTS RELATIFS A L'ACTIVITE ET AUX ETABLISSEMENTS 
ACTIVITE : Activité Principale(Préciser) Réalisation & construction de bâtiments et tous Travaux de maçonnerie et de £ 










PRINCIPAL ETABLISSEMENT OÙ SUCCURSALE :<<CORMAN CONSTRUCTION & COMMERCE>>SUARL 
‘ Adresse : 
Origine : 








ES Achat E3 Apport ES Prise en location gérance 


Prénom : 










STARS 
RARE Re — 
sèN Rs Etre) SCP NDIAYE & NDIAYE Associés 
ZA YDEMANDE D'IMMATRICULATION AU R.C.C.M 
Sie) ps hs attente ds 
0 D g ral a été verifiée par le greffier en Chef soussigné qui a procédé 
arinsatpton- #1 x |” 
Lo 2208/2017 sous is NUMERO SN.DKR.2017.8.16435 
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* Cotte intercalaire doit IMPERATIVEMENT être annexé au formutaire Mo lorsque les rubriques 15 et 16 de ce formulaire 
n'ont pu être entièrement renseignées. 


INSCRIRE CI-DESSOUS LES NOMS, PRENOMS, DOMICILE PERSONNEL, DATE ET LIEU DE NAISSANCE, NATIONALITÉ, DATE ET 
LIEU DU OÙ DES MARIAGES, REGIME MATRIMONIAL, CLAUSES RESTRICTIVES OPPOSABLES AUX TIERS , SEPARATION DE 
BIENS, DE TOUS LES ASSOCIES TENUS INDEFINNIMENT ET PERSONNELLEMENT DES DETTES SOCIALES / 


INSCRIRE CI-DESSOUS LES NOMS, PRENOMS, DATE ET LIEU DE NAISSANCE, ADRESSE, QUALITE ( Préciser : Gérant, PDG ,PCA , 
Administrateur ou associés) CONCERNES ET QUI N'ONT PAS PU ÊTRE INSCRITS SUR LE FORMULAIRE Mo EN RUBRIQUE 14 : 





La conformité de la déclaration avec les pièces justificatives produites en application de l'acte uniforme 
sur le droit commercial général a été verifiée par le greffier en Chef soussigné qui a procédé à l'inscription 
lo 22/06/2017 sous le NUMERO SN.DKR_.2017.B.16435 





(reporter ici le numéro de formalité figurant sur le formutaire Mo) 
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ENREGISTRE Csf Ngor Alma DIRECTION GENERALE DES IMPOTS ET DOMAINES 
Le 21/06/2017 12:45:10 D 


N° 28 
L' 
ee. DECLARATION D' EXISTENCE 
De la Société Anonyme ou civile ou commandite simple 
ou société en nom collectif: : CORMAN CONSTRUCTION & COMMERCE SUARL 
Faite par SCP NDIAYE & NDIAYE Associés , demeurant au 10, Rue Mohamed V BP 22922 DAKAR Ponty 
en qualité de Notaire. 


Dénomination de Ia Société: CORMAN CONSTRUCTION & COMMERCE SUARL 


OQbiet de la Société: Réalisation & construction de bâtiments et tous Travaux de maçonnerie etde menuiserie : NL 
Bâtiment Travaux Publics (BTP); 8 songs \æe) 
Ingénierie technique, financière et architecturale; D / 
La maîtrise d'ouvrage; <P mn TN 
Travaux publics, Bâtiments ; voiries et Réseaux divers : Terrassement, Sue _Hohamod_ dd 
Décoration, 

Le génie civil, 

Fournitures de biens et équipements ; 

Achat et Vente de Matériaux de Construction; (Engins lourds, grue fixe, grue mobile, excavateur, chargeurs, camions) 

Assistance technique dans les procédures administratives et financière : 

La conception, la production ou l'assemblage, la commercialisation, l'installation d'équipement solaires et leur représentation exclusive 


L'importation, l'achat, la venie, la fourniture et la distribution de tous matériels et équipements s’y rapportant ; 

La formation, l'entretien, la maintenance et le service après-vente ; 

Toutes activités liées à l’industrie immobilière (L’acquisition, la Propriété, la Gestion, l'administration par bail ou autrement et la 
disposition des immeubles et droits immobiliers; l'exploitation et la location-gérance de tous immeubles et droits immobiliers); 


Recherche de financement et Étude de faisabilité 

Société de négociation et d’import-export 

Le Négoce; le Négoce international ; le Partenariat commercial ; 

Re EE 

L'importation, la transformation, l'exportation, la mise en œuvre, la maintenance de tous biens matériels et/ou immatériels relatifs aux 

domaines d'intervention de la société. 

Assistance en Commercialisation ; 

Commerce général 

Import- Export 

Le tout directement ou indirectement pour leur compte et pour le compte de tiers, soit seuls, soit avec des tiers par voie de création de 
sociétés nouvelles, d'apport, de fusion, de sociétés en participation, ou de gérance de tous biens ou de droits ou autrement. 
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Annex 75: SCI ADJA Seneba and Corman Construction contracts and transactions 


According to documents obtained by the Panel, SCI ADJA Seneba, which is a subsidiary of EMG Universal 
Auto Group, entered into at least two contracts with Corman Construction between May 2017 and October 
2017. EMG Universal Auto is a group of Senegalese companies owned and operated by Mr. Mbaye Gueye. 


In May 2017, MOP Senegal entered into a contract with SCI ADJA Seneba to perform construction services 
at a Sengalese hotel. The period of performance for the work was October 2017 to October 2018 (Figure 
1). The contract, which does not state a value, is signed by Mr. Mbaye Guye representing SCI ADJA 
SENEBA and Mr. Im Song Sun representing MOP Senegal. 


In October 2017, Corman Construction entered into a contract with SCI ADJA Seneba to perform construc- 
tion services at or near a local airport. The value of the contract was CAF 83,000,000 (approximately USD 
150,000) and was to be paid in four installments (Figure 2). On page 2 of the contract, Corman Construction 
1s listed as “CORMAN GROUP OF COMPANIES.” Both the email address and phone number listed are 
the same used by MOP Senegal. The contract names “Monsieur Cholung Choe” as the representative for 
Corman Construction. !* 


Figure 3 shows two payments made from Mr. Mbaye Gueye and EMG Automotive, respectively, to Corman 
Construction. The first payment is dated 25 February 2017 in the amount of CAF 900,000 (approximately 
USD 1,600). The second payment is dated 13 December 2017 in the amount of CAF 24,900,000 (approxi- 
mately USD 45,000). Although the Panel is unable to assess the purpose of the first payment, it 1s likely 
that the second payment (dated 14 December 2017) is an installment on the October 2017 contract. Repre- 
sentatives from SCI ADJA Seneba have not responded to the Panel’s request for information. 





155 The Panel assesses that “Cholung Choe” is likely the same as Mr. Choe Song Chol— a known representative of MOP Senegal. 
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Figure 1. May 2017 Mansudae Overseas Project, Senegal, contract with SCI ADJA SENEBA 
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Figure 2. October 2017 Corman Construction Contract with SCI ADJA SENEBA 
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ÿe @ an 
En cas de faillite, de décès. de liquidation des biens ou règlement judiciat 
l'entreprise, le maître d'ouvrage peut résilier de plein droit le contrat sans 
compensatoires et sans préjudice de tout droit ou recours qu’elle peut 


Réception des travaux : elle sera faite en présence des deux parties et du 
du maître d'ouvrage. À cet effet le client adressera en temps utile une 
réception en précisant la date à laquelle les travaux seront achevés. 


La durée d'exécution des travaux sera de 120 Jours à compter de la date de 


bonne marche des travaux, les deux parties déclarent fixer do 


sus MCOnNLIONNES 
ET IA 
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Figure 3. Payments from SCI ADJA Seneba to MOP Senegal and Corman Construction 
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Annex 76: Patisen and Corman Construction 


Patisen is a Sengal-based food processing company, founded in 1981 and headquartered in Dakar (also 
known as Patisserie Senegal). According to documents obtained by the Panel, Patisen signed a contract 
with MOP Senegal in September 2016 (Figure 1) to perform construction-related services on a loading 
dock. The contract is valued at CAF 750,000,000 (approximately USD 1,353,000) and signed by Mr. Choe 
Song Chol. 


In January 2018, Patisen signed a contract with Corman Construction for interior construction related ser- 
vices at a salt factory — including, demolition, paving, and painting (Figure 2). The contract was valued at 
CAF 15,638,228 (approximately USD 28,200). Mr Choe Song Chol is listed on the contract as representing 
Corman Construction. Additionally, Corman Construction lists its email address as the same email address 
used by MOP Senegal. 


Documents obtained by the Panel suggest that Corman Construction and Patisen signed into an additional 
contract for supplemental construction services in May 2018 (Figure 3). It is not known to the Panel whether 
these services were performed, but media sources indicate the presence of Democratic People's Republic 
of Korea labor at the site in September 2019 (Figure 4 and 5). The contract value was CAF 2,327,354 
(approximately USD 4,000). 


Figure 6 shows three payments from Patisen to Corman Construction. The first payment is dated 13 Febru- 
ary 2018 and payable to Mr. Choe Song Chol in the amount of CAF 26,008,638. The second payment was 
for CAF 7,500,000 on 2 May 2018 and the third payment was for CAF 2,000,000 on 2 July 2018. The 
second payment was payable to Mr. Im Song Sun— a representative of both MOP Senegal and Corman 
Construction. Representatives from Patisen have not responded to the Panel’s request for information. 
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Figure 1. September 2016 contract between Patisen and MOP Senegal 
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Figure 2. January 2018 contract between Patisen and Corman Construction 
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Figure 3. May 2018 contract between Patisen and Corman Construction 
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Figure 4. Reported DPRK nationals at the Patisen worksite, 16 September 2019 





Source: https://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal 





Figure 5. Undated Photo of Patisen Loading Docks 








Source: Google Maps 
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Figure 6. Payments from Patisen to Corman Construction 
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Annex 77: Corman Construction work on the Diamniadio Lake City development 


Based on information obtained by the Panel, as well as publicly available information, the Panel made 
inquiries into alleged work performed by Corman Construction on the Diamniadio Lake City development 
project in Dakar, Senegal. In its response to the Panel’s inquiry, representatives from the company in charge 
of the Diamniadio Lake City development project stated that their organization did not have “any partner- 
ship or commercial relationship with the company Corman Construction & Commerce SUARL...” The 
representative further stated that in July 2019, representatives from Corman Construction visited the project 
site to offer their services but those services were declined. 


The Panel has obtained additional financial records, however, that indicate at least two payments were made 
to Corman Construction and Commerce for work performed on the Diamniadio Lake City development 
project. These payments occurred in May and June 2020, in the amount of CAF 15,000,000 and CAF 
21,000,000, respectively. 
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Annex 78: Corman Construction Financial Accounts 


Figure 1. Corman Construction Account Statement at Banque Atlantique 
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Figure 2. Corman Construction check from Banque Sahelo-Saharienne, payable to Patisen 
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Annex 79: Passport for Pak Hwa Song 
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Annex 80: Passport for Hwang Kil Su 
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Annex 81: Corporate Registration and related documentation for Congo Aconde SARL 


Figure 1. Corporate Registration document, dated 26 February 2018 





DECLARATION #8 de CONSTITUTION DE PERSONNE MORALE 
ou O1 d'OUVERTURE d'un ETABLISSEMENT SECONDAIRE 
ou DId'OUVERTURE d'une SUCCURSALE d'une personne morale ETRANGERE 


ACTIVITE : ACTIVITE PRINCIPALE : (préciser) Aménagement des places publiques Embellissement de l'environnement Décoration 
° toutes les opérations financières, commerciales, industrielles, mobilières et immobilières, 
baser lmsbnteeclelroposntel 


Origine : BB Création C3 Achat C1 Apport [1 Prise an location gérance [1 Autres 
(préciser) : 
Prénoms : 
N° RCCM : 


renseignements rolaëits à cos associés doit IMPERATIVEMENT figurer sur le formulaire complémentaires Mo Bis annexé 
RESUME DES INFORMATIONS : 


[PRENOM ________|DATE LIEU DE NAISSANCE ADRESSE 
ER SRS ER] EST M RER EN 





L) Les rensaig ts ne po qurer c-dessous doivent IMPERATIVEMENT dtre reports sur le 10 o Bis ang 

NOM PRENOM __|DATE LIEU DE NAISSANCE [ADRESSE _______JFonCnont") 
qu avenue Ufindi,Q/Goif, C/Lubumbashi, 

mme fnc(uminoume (ES NE | 









LE SOUSSIGNE (préciser si mandataire) : MAÎTRE RICK LUMBALA NGOY, MANDATAIRE 
demande à ce que la présente constitue 8 DEMANDE D'IMMATRICULATION AU R.C.C.M. 
18 PART ND Sn) See PRE ASE ErE ECS mel pren de Lise esse ai 
Droit commercial général a été vérifiée par le Greffer Titulaire du Guichet Uniq melgné qui 
l'inscription le 26/02/2018 sous le NUMERO CD/LSH/RCCM/18-B-000 LAS 
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Figure 2. Corporate National Identification record 
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Figure 3. Congo Aconde corporate tax document 
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s als identifiés sous le Numéro Impôt: A1803944H 


A cet effet, j'appelle votre attention! 
ro aussi bien sur toute correspondancesav 
éturier-ou.autre.document.émis en tenäntel 








h légale d'afficher led 
ation Fiscale que s L 





es entre services gesile 
de : Centre d' Impôt 
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Figure 4. Articles of Incorporation signature page 


12 


, 2: En outre les soussignés donnent mandat à Monsieur PAK 
HWA SONG résident au n° 194Æ Avenue ULINDI Quartier Golf Commune et. 
Ville de Lubumbashi à l'effet de prendre les engagements suivant au nom et. 
pour le compte de la société CONGO ACONDE S.AR.L ETES UE 


Article 28 : Les frais, droits et honoraires des présents statuts sont à charge de 
la société. 


Fait à Lubumbashi, le 21/02/2018 en 6 
originaux 


LES ASSOCIES 
1. Monsieur PAK HWA SONG 


2. Monsieur HWANG KIL SU 
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Figure 5. Capital Declaration 


DECLARATION DE SOUSCRIPTION DU CAPITAL SOCIAL 


Nous soussignés : PAK HWA SONG et HWANG KIL SU 
déclarons par la présente avoir souscrit le montant de 10.000USD (dollars 
américains dix mille) comme capital social de la société CONGO ACONDE 
S.A.R.L en sigle C.A 


Fait à Lubumbashi le 21/02/2016 
LES ASSOCIES SIGNATAIRES 
1. PAK HWA SONG 


2. HWANG KIL SU 





*The Panel is investigating the date discrepancy with the date on the capital declaration. 
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Annex 82: Congo Aconde account numbers and domicile statement 
















Afriland First Bank 
IN [NAMES ACCOUNT N° DATE OF OPENING 
1. PAK HWA SONG 14/06/2019 
E james | Dnsnos 
E [moe | DT 
jus | nero 
OCT Is 

| 23/02/2018 


CONGO ACONDE SARL 





27/04/2018 
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= . Afriland First Bank CD 


ETES 
Mextqwert Ge 20 pan n'AGT 
amet cé ae Qué 
1242) 06 C00 11 tt 
(M2) 20 C0 22 22 





Musrde €'rapait AUSTIN 
CMONICCM* 4 8-3330 


Nous soussignés AFRILAND FIRST BANK CD SA, dont le Siège 
Social est au n°767 Boulevard du 30 juin, BP 10470 à 
Kinshasa/Gombe. 


Alestons que CONGO ACONDE SARL, STE EN FORMATION, 
entretient le compte suivant : 


- COORDONNEES CORRESPONDANTS / BMCE BANK 
SWIFT CODE  : BMCEFRPP 


manu» av SSI 


- COORDONNEES AFRILAND FIRST BANK CD 
SWIFT CODE  : AFCDCDKIXXX 


Ouvert dans nos livres 4 l'Agence de Lubumhashi avec un versement 
de SUS 10.000,00 pour la constitution du capital social, 


En foi de quoi, la présente aticstation est délivrée pour servir et valoir 
ce que de droit. 


Fait à Lubumbashi, le 23 Février 2018 


Pour Afriland First Bank CD SA 
Agence de Labumbashi 
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Annex 83: Passports of Han Kyong Ho, Ri Yong Gwang and Rim Chol 


Figure 1. Han Kyong Ho’s passport 





462 / Hokier's © 


À À | 
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Figure 2. Ri Yong Gwang’s passport 
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Figure 3. Rim Chol’s passport 
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Annex 84: Congo Aconde and Monuments in Haut Lomami 


Haut Lomami : inauguration des monuments Mzee Kabila et Ilunga Mbidi a Kamina 


Agence Congolaise de Presse (French) 
Mercredi 23 Janvier 2019 


Kamina, 23 janvier 2019 (ACP).- Le gouverneur du Haut Lomami, Kalenga Mwenzemi a procédé mercredi 
à Kamina, au dévoilement du monument Mzee Laurent Désiré Kabila construit à la jonction des avenues 
Lumumba et de l'Eglise. Peu après, il a aussi dévoilé celui de l'empereur luba, Ilunga Mbidi Kiluwe, érigé 
au rond-point de la gare au croisement des avenues de la Base et des Manguiers. 


Cette cérémonie qui n'a connu aucun mot de circonstance s'est déroulée en présence des députés et des 
ministres provinciaux du Haut Lomami ainsi que de nombreux curieux venus admirer ces oeuvres d'art. 
Ces monuments ont été construits l'année dernière par la société sud-coréenne, Congo Akonde qui n'a donné 
aucun détail sur ces réalisations. Toutefois, ces travaux ont été entièrement financés par le gouvernement 
provincial du Haut Lomami. 


Source: Agence Congolaise de Presse 
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Annex 85: Contract award letter dated 23 February 2019 


Figure 1. Surety Bond Declaration by Congo Aconde’s Bank to the City of Lubumbashi 


CE €=. Afriland First Bank CD 


* 


Siège Social 
med du 30 juin n°767 
inshasa/Gombe 
43) 99 090 11 11 
43) 99 090 22 22 


EURE An D cn 
ee 20e Ee votent om 


1 ifimpôt A0T00212P 
N'RCCW14-B-3330 
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Aftiland First Bank CD/Agence de Lubumbashi, n° 92, Avenue SENDWE 
Lubumbashi/Haut-Katanga, RDC 


Bénéficiaire : Ville de LUBUMBASHI 
Sis 1041, Avenue ULINDI Q/Golf, Commune et Ville de Lubumbashi. 


Date : 10/10/2018 


Nous avons été informés que CONGO ACONDE Sarl (ci-après dénommée (de 
Soumissionnairen) a répondu à votre Appel d'Offres AAO N° N° 003/MARIE V. L'SHI/Cel- 
Techn-MP/2018 pour réhabilitation et addition d'ouvrage au bassin de la ville, 
Commune de Lubumbashi, près du stade de la Victoire dans la province du Haut - 
Katanga. (Ci-après dénommée « l'Offre ») 


En vertu des dispositions du dossier d'Appel d'Offres, l'offre doit être 
accompagnée d'une garantie d'offre. 


A la demande du Maitre de l'Ouvrage, nous AFRILAND FIRST BANK CD, nous engageons 
par la présente, sans réserve et irévocablement, à vous payer à première demande, 
toutes sommes d'argent que vous pourriez réclamer dans la limite de $US 108.225 (Dollars 
américains cent huit mille deux cents vingt-cinq). 


Votre demande en paiement doit être accompagnée d'une déclaration attestant que le 
Soumissionnaire n'a pas exécuté une des obligations auxquelles i est tenu en vertu de 
l'Offre, à savoir : 


a. s'i retire l'Offre pendant la période de validité qu'il a spécifiée dans la lettre de 
soumission de l'offre ; ou 
b. si, s'étant vu notifier l'acceptation de l'Offre du Maïtre de l'Ouvrage pendant la 
période de validité telle qu'indiquée dans la lettre de soumission de l'offre ou 
prorogée par l'Offre ou prorogée par le Maitre de l'Ouvrage avant l'expiration de 
cette période, i : 
ne signe pas le Marché ; ou 
ne foumit pas la garantie de bonne réalisation du marché, s'il est tenu de 
le faire ainsi qu'i est prévu dans la clause 38 des instructions aux 
soumissionnaires. 
La présente garantie expire (a) si le marché est octroyé au Soumissionnaire, lorsque nous 
recevrons une copie du marché signé et de la garantie de bonne exécution émise en 
votre nom, selon les instructions du Soumissionnaire ; ou (b) si le marché n'est pas octroyé 
au Soumissionnaire, à la première des dates suivantes : (1) lorsque nous recevrons copie de 
votre notification au Soumissionnaire du nom du soumissionnaire retenu, ou (il) vingt huit 
(28) jours après l'expiration de l'Offre. 


date au plus tard. La présente garantie est régie par les Règles unifommes de la Chai 
de Commerce Intemationale (CC) relaïives aux garanties sur demande, Publicatio 
no : 458. 








Le Chef de Guiche! 


Michael BAZODILA 






21-01647 


S/2021/211 





Figure 2. Notification of Contract Award by the City of Lubumbashi 


REPUBLIQUE DEMOCRATIQUE DU CONGO Lubumbashi, le #7 / cÂ# 12 o27 
PROVINCE DU HAUT KATANGA 
[x x | 
ex Ne. CPL un MaRErv LEL'SH12019 
X.__” 
VILLE DE LUBuMBA SU 


LUREAU DU MAIRE 

IRANSMIS copie pour information à 

- Madame le Maire Adjoint : 

- Monsieur le Mandataire du Budget 

- Madame le Comptable Urbain - 
Monsieur le Chef de Service Urbain de 
la Décentralisation et Réformes 
Institutionnelles 
(TOUS) à LUBUMBASHI 


Objet : Notification d'attribution de À Monsieur le directeur Général de la 
marché public des travaux Société CONGO ACONDE 
pour la réhabilitation et à LUBUMBASHI 


addition d'ouvrages au Bassin 
“de la Ville de Lubumbashi 


Monsieur le directeur Général. 


J'ai l'avantage de porter à votre connaissance 
que le marché susmentionné en marge, vous a été attribué 


Vous serez invité 4 mon office pour la signature 
du contrat aussitôt les formalités administratives terminées. 


Veuillez agréer, Monsieur le Directeur Général, 
l'expression de ma franche collaboration 
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Annex 86: Request by Congo Aconde to lift the Surety Bond 


E— 


CONGO ACONDE SARL 





N. Réf : 009/19/CA Lubumbashi, le 18 Avril 2019 


A 
Monsieur le Chef de l'Agence 
De l'Afriland First Bank CD 
À 
LUBUMBASHI 


Objet Levée de la caution de soumission 


Monsieur le Chef de l'Agence, 
J'ai l'honneur de venir auprès de votre haute autorité, solhciter la levée de la 
caution de soumission à l'appel d'Offre N°003/MAIRIEV.L'SHI/Cel-Techn-MP/2018, 


En effet, je suis votre client sous le numéro de compte ER 
USD au nom de CONGO ACONDE dont le montant de caution est à 
(Dollars américains Cent huit mille deux cents vingt-cinq) 


En attendant une suite favorable, veuillez agréer, M. le Chef, l'expression de nos 
considérations distinguées 


Le Directeur Général 
M. Pak Hwa Song 





Adresse: Avenue Ulindi, Lubumbashi/Golf N°RCCM: CD/LSH/RCCM/18-B-00029 
EL: 4243 851 217 121 E-mail: congoacondeBgmailcom N'Compte AFRI: 000190000302030648501-21 
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Annex 87: Hwang Kil Su at a project site in Kolwezi, dated 22 November 2019 


21-01647 


« Tweet 


Mairie de Kolwezi 
@MäiriedeKolwezi 


L'autorité urbaine Madame Véronique UPITE KAMINA 
a effectuée une visite d'inspection sur l'avenue 
Laurent DESIRE KABILA dans la matinée de ce 
vendredi 22 novembre 2019 en fin de s'imprégner de 
l'évolution des travaux exécutés sur la dite avenue. 
Se ce 





8:40 AM : Nov 22, 2019 - Twitter Web App 


2 Retweets 12 Likes 


EC 


O ù O 
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Annex 88: The Mole: Undercover in North Korea 


The Panel has written to several Member States and entities concerning scenes portrayed in The 
Mole. The Panel is continuing its investigation. 


Cambodia 
For the Panel’s enquiry and Cambodia’s response, see para. 90 and annex 43. 


Canada 
Canada has responded to the Panel concerning a scene in The Mole. 


Denmark 
Denmark has provided information concerning scenes in The Mole to the Panel. 


Jordan 
One scene in the film depicts Mr Hisham al-Desouki — a Jordanian national — describing a 


scheme to violate UN sanctions through a proposed joint venture between Korea Narae Trading 
Corporation and Aktham Trading. !* In response to the Panel’s inquiry, the Hashemite Kingdom 
of Jordan described Mr al-Desouki as an “infamous swindler” who maintains a small office with 
no staff and has never shipped any goods to the Democratic People's Republic of Korea. Jordan 
also supplied the Panel with the pro-forma invoice and contract (figure below) that was portrayed 
in the film and noted that “.. the deal was never implemented, and al-Desouk1’s goal was to obtain 
money without implementing his part of the deal...” 


Sweden 
Sweden has provided information concerning scenes in The Mole to the Panel. 


Uganda 


The Panel noted that the documentary suggests that international arms dealers from the 
DPRK and nationals from a European country discussed the construction of a facility on an 
island in Lake Victoria in Uganda in 2017. The suggested facility, while to be disguised as 
a hospital or resort, was potentially for the manufacture of Methamphetamine and arms from 
components sourced by or from the DPRK. The documentary also depicted subsequently 
negotiating with the representative of the island”’s owner and local officials about purchasing 
the island and constructing the facility. The documentary suggests that the project was never 
realized. The Panel has not yet received a reply to its enquiry from Uganda (see para.150). 





156 According to documents obtained by the Panel, Mr Hisham al-Desouki is the owner and operator of Aktham Trading. 
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Figure: Copies of invoice and contract 


aol os! éuue 
L ent RU Aktham Tradine Pi 


E / !! Performa Invoice ;! 
AT. / No.ÆEX02/2017 
TO; Date; NOV 11.2017 


Government of the DPR of Korea 
Mr. Alejandro Cao de Benos 
Special Delegate , 

Government of the DPR of Korea 





Price ! Qty |‘  TotalPrie 
| MT USD ;_M/T_. USD 


345 | 5000 | 1.725.000.00 | 
280 | 5000 | 1.400.000.00 | 
| 


} 


ne 77 Description 








Diesel fuel - EN 590 
2 |Gasoline — 95 Octanes 

j Country of Origin; Russia Federation - Physical & 
| chemical indicators according to attached specification 


{ 





| 3.125.000.00 | 
[Total Price_| Three million and one hundred and twenty-five thousand US dollars Only. 7 | 
TERMS & CONDITIONS: 


à-Prices quoted are CIF Prices and valid for 30 days from the date of Performa Invoice . 

2- Payment terms : in USD to be made by MT 103. 

3- Inspection : from any accredited company at the cost of sellers . 

4 Supporting documents for the consignment: Invoice Certificate of origin - Transfer 

rt Certificate of Inspection - Bill of tanding & Product Injection Report/ Vessel 
tals . 


5- Delivery within a period not exceeding forty days at Nampo port from the date of 
recelpt of your Payment . £ 


6-Bank details: 

BANK NAME ; ARAB BANK , AMMAN — JORDAN 
ACCOUNT NAME ; AKTHAM TRADING ESTABLISHMENT 
ACCOUNT NO ; 0135 / 030979 / 500 

IBAN ; 1011 ARAB1350 0000 0013 5030 9795 00 








General Manager PE | + Pit: : 
 Hisham Aldasouai HR 
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A.T.E 


A) , 2 Li pis Ange 
Aktham Trading Est. 


PETROLEUM PRODUCTS SUPPLY AGREEMENT: ne 


Sale Contract No. PI.EX 02/2017 


July 2018 


Narea Trading Corporation 





Democratic People's Republic of Korez 
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A.T.E 


dd sisi PAL 
Aktham Trading Est. 


i 


Ref: PI, No. EX 02/2017 Date: 4/07/2018 


PETROLEUM PRODUCTS SUPPLY AGREEMENT 
BETWEEN: 


blish . a company existing under the laws of the Hashemite Kingdoïniof Jordar 
and re its registered office at 481 Prince Hassan Street Amman. LEE 


le 
tr 


{ 


{Hereinafter referred to as the Seller Party A] 
AND 


Narea Trading Corporation . 2-1 Ponghwa-dong , Pothonggang District, Pyongyang , DPR Koreä 


LE 
‘ir 


[Hereinafter referred to as the Buyer Party B] : ë 


The Buyer and the Seller are herelnafter collectively referred to as the “Parties “and . : 
individually &s the “Party”. SE 


Whereas: H 
(A) The Seller |s engaged in the business of marketing and selling petroleum 
products including lubricants and has offered to sell certain Products (as defined below) 
to the Buyer during the term of this Agreement; it 
{B} The Buyer is engaged in the business of purchasing and trading petroleum 

products; DE 
{C) The Buyer is desirous of purchasing the Products from the Seller and the Seller 13 
has agreed to supply the Products to the Buyer on the terms and conditions as set out ER 
in this Agreement. î 


QUANTITY, Total Purchase Order is 5000 metric Tons Diesel Fuel & 5000 metric Tons Gasolne. E ‘ 
ORIGIN, Russia Federation £ 


THEREFORE, IT !S AGREED AS FOLLOWS: ee 
1. DEFINITIONS KE 


meanings ascribed against each: 

“Agreement” means this Petroleum Products Supply Agreement; 
“Bill of Lading” means the lading record made at the time the product is loaded into a: ships, 
tanks . 


“Delivery Location” means Nampo port or Songrim port 

“Consignment” pee each monthly volume of GASOLINE 5900 metric tons +/- 10% end Di JESEL 
+/- 10% delivered in a single consignment monthly, for twelve monts; ÿ 

“effective Date” _. the date on which the Agreement comes into force; 

“HSSE” means health, safety, security, and environment; 





ia 


SELLE BUYER : 
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z 29 Lo pif dupe 
Aktham Tradin E t. 
A.T.E Re 


“incoterms 2000" shall mean the international commercial terms published by the internat a 
Chamber of Commerce {ICC) and titled Incoterms 2000; 
“Off Spec Fuel” means any fuel supplied or offered to be supplied by the Seller that does natcbnform te 
the Specification; 
“Product” or “Products” means Diesel fuel — EN 590 & Gasoline —95 Octanes that coton to the 
Specification in Diesel fuel , EN 590 & Gasoline — 93 to 95 Octane à 
“Quantity” means 5000 + 5000 metric tons of diesel fuel & gasoline +/- 10% in total; LE 
*Specification” means the technical specification as EN 590 & Gasoline — 95 Octane rs 
“Surveyors” shall mean SGS or other third party surveyor as Seller and Buyer may mtialy 
agree; 
“Working Day” means any day other than a Saturday, Sunday, or any day on which bañking 
institutions in UK / USA & China, are authorized or required by applicable law to close for business. 


2. SUPPLY OF PRODUCT il 1#, 

2.1 The Seller agrees to supply to the Buyer, and the Buyer agrees to purchase from the Seller, 
the Product. : 

2.2 The Seller shall deliver the first Consignment in thirty days from the Effective Date. br 

2.3 Al! Consignments shall be delivered by the Seller at the tanks, ship,, or tanker trucks at ie Delivery 
Location. 

2.4 The Parties represent that they shall comply, and shali cause their authorized represeriatives 
and personnel to comply, with ail safety procedures and the HSSE standards and sb: 17 as 
observed in the industry. 





3. SPECIFICATIONS, RISK & DELIVERY OF PRODUCT 

3.1 The Seller shall deliver each Consignment (which shall, unless otherwise instructed by ve fuyer, be 
of equal proportions of the Quantity) CIF to the Delivery Location. HE 
3.2 The Seller shall obtain at Its own risk and expense any export license and other official : E 
authorization or other documents and carry out all customs formalities necessary for : 
export of the Product and for its transit through any country en route to the Delivery Lbcation. 
3.3 The Seller shall, at its own expense, provide the Buyer with the delivery order and the 2 à ra 
transport documents which the Buyer may require in order to take delivery of the Product; ; 

3.4 The Seller shall provide the Buyer with all documentation required Within fifteen days ofre Féceipt of 
the advance payment. Documents required are: 

" *gill of Lading 

®w *Commercial Invoice 

" *Certificate of Quality 

w #RTC numbers and volumes ; 

*Copies of the Refinery consignment note confirming the date and time of loading ie auity of Fuc 
foaded, the location where the Fuel was loaded, and the designated delivery location:"- 

*Statement and Composite Quality Certificate (C+ test) and the Composite Quantity Éertnchauhereby 
Surveyors confirms that the Fuel has been found to comply with the Specification for the volume;and 
quality shipped from the Supply Paint up to the Delivery Location . 

* Ali permits, licenses, approvais and other documentation required for the export and trans a the 
Consignment from the Refinery to the Delivery Location . ; 

*A duplicate of the insurance policy 

3.5 The Seller shall at all times adhere to and comply with the Quality Plan. 





LR #t 





4. NOTIFICATION OF PROPOSED DELIVERY ; 
Seller shall notify Buyer in writing no later than Five Working Days prior to the first day of the 
proposed delivery of each Consignment at the Delivery Location, {the “Delivery Date”). Buyer 





t) 
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shall, no later than two Working Days after the date of receipt of such delivery notice, conf à Ân 
writing its ability to accept the consignment on the Delivery Date and shall ensure availability of a 
tank, ship, or tanker trucks to download the full Consignment in accordance with Its pi + in 
paragraph ss. 


5. BUYER’S OBLIGATIONS ON DELIVERY 1; 

5.1 The Buyer shall deposit each Consignment into the Buyer’s tank, ship, , or tanker atthe paie 
Location. 

5.2 The Buyer shall bearthe cost of testing of the Products by the Surveyors in Accotdance with 
the procedures set forth under the headings “RTC Testing” and “Storage Tank Testing”. ! 115 
5.3 The Buyer shall accept the Seller”s Notification of Proposed Delivery, as described'{n' 





Paragraph 4 of this Agreement. 
5.4 The Buyer shall, subject to compliance by the Seller take all necessary steps to vante 
fuel at the Delivery Location. 





6. PRICE LtE 
6.1 The unit price per metric ton CIF to the Delivery Lacation shall be calculated as follows tpthe 
Delivery Location ; 
A. Diesel fuel EN 590 Price MT 345 USD — CIF HE 
B. Gasoline 95 Octane Price MT 235 USD -CIF Sr 





7. PAYMENT OF PRICE DE 
(30% of the contract value TT advance payment and 50% of the contract value TT after copy of Bill of 
landing Send by email to buyer and 20% of the contract value by MT within 5 working days after the 
consignment is arrived at the delivery location.) il ë 

7.1 Within ten (10) days after the Effective Date of this Agreement, Buyer shall obtain he 
issuance of an made ( 30% TT advance payment and 50% TT after copy of Bilf of landing Send by emal to 
buyer and 20% by MT within 5 working days after the consignment is arrived at the delivery focätion.) 
7.2 Payment shall be made for each Consignment amount of the Unit Price multiplied by the amount of 
fuel in metric tons certified in the Composite Quantity Certificate. Payment shall be made atsight agains 
presentation of the following documentation in orlginal or by electronically signed email. M £ L 

{i} Commercial invoice stamped by Buyer’s agent, three originals or copies, signed by the Seller 
indicatingthe date, the quantity of the fuel in metrictons, and the Specification of the fuel: © L 

{i)  Duplicate of the bills of lading showing quantity:of fuel in metric tons dispatched; ‘ 1 EL 

(ii) Composite of Quantity Certificate . EE 
(iv) Composite of Quality Certificate. . Ï 
7.3 In the event that the issuing Bank, Advising Bank, or Confirming Bank fails or NS td. Paye 
sight draft presented by Seller, Seller has full rights to sell the Consignment to any other part) à gtSeller s 
discretion. 

7.4 Buyer may only transport a Consignment from the Delivery Location after payment in api pt the 
sight draft is received by Seller. 

7.5 All amounts payable under this Agreement, or any portion of the Price, shall be payable by the 
Buyer in United States Dollars (USD) by electronic funds transfer without " offset, CpREN or 
counterclaim. 

8. TERMINATION 

8.1 If the Seller shall commit any breach of this Agreement and does not remedy the — thin: 10 
days after the notice of default from the Buyer, the Buyer may terminate this Agreement. In ithe event 
of such termination by the Buyer, the Buyer shall have no obligation or fiability to the Seller other 
than to pay the Seller for amounts due in respect of Product delivered at the Delivery gti +! Ki 
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8.2 The Buyer shall have the right to terminate this Agreement by giving 60 days prior writtén not 

el xs ae cannot : ri Within 60 days of the Effective Date. Such ttc pee cl rar 
r w e option to deliver and recelve paym nments 

ha He ro payment for three further monthly Censnpes after 

8.3 The Seller may terminate this Agreement with immediate effect and without prior notice if Buyer 

breaches any of its obligations and/or violates any of the provisions of this Agreement: Bl Ë 

9. NOTICES Fa 

9.1 lfthere is a state of emergency was paramount to prevent the entry and exit of ships to the Korean 

ports The delivery and discharge of the tank shall be in{free alongside ship) terms in internaÿonal waters 

- Without any modification in the contract and without any additional expenses. RS 

9.2 AI notices and other communications given under this Agreement must be in writing 

(electronically signed email and fax acceptable}, in the English language, and shall be LE 

deemed to have been properly given and delivered to the other party hereto at its :: ? 

address listed below. Any such notice given will be deemed to have been given or :i° : 

received at the time of delivery, or the next Working Day following the date of sending, if. i à: 

sent by facsimile on a day that is not a Working Day. il 






Seller: 
Aktham Trading Establishment 
Mr.Hishamm AL Dasougi 
General Manager 


Buyer: 

Narae Trading Corporation 

Mr. Alejandro Cao de Benos 

On behalf of the President of the Narae Trading Corporation 





stu : 
{lu ; 


[A 


10. INCOTERMS 18 i : 
Incoterms 2000, including the provisions therein under the heading “CIF”, are hereby étpréssiy 
incorporated Into and form part of this Agreement. In case there is any Inconsistency: between a 
term(s) herein and the applicable term in incoterms 2000,the SI: 41 
term(s) of this Agreement shall apply. tiré 
11. FORCE MAJEURE il 6 : 
if Buyer or Seller is affected by a Force Majeure Event which prevents, hinders or delaysit frg 
performihg any of its obligations under this Agreement then the affected perty:shall 
reasonably practicable after and in any event after the commencement of the bréven 
hindering or delay due to the Force Majeure Event, notify the other party in writing givig &e 
the nature of the Force Majeure Event, the date on which it began to effect the affected partÿ’s : 
obligations and its lIkely effect an the affected party’s ability to perform its obligations under this 
Agreement. Provided that the affected party has notified the other party pursuant to this claüse the 
affected party shall be excused from performance of, and shall not be liable for any delay orf; Îlure to 
perform under, this Agreement to the extent that the performance is prevented, hindered of pélaved by 
the Force Majeure Event. EE 

For the purposes of this Agreement, “Force Majeure Event” means, with respect to any obligation of a 
party (the “Affected Party") under this Agreement any event or circurstance that:  1;° : 

{i}_is beyond reasonable control of the Affected Party in performing such obligations and Is'hpt.the 
resuit of the fault or negligence of the Affected Party (including the Affected Party's Affll{ates and 
any of its or their employees, directors, officers, agents, or contractors) and which by the exercise of 
reasonable efforts under the circumstances, the Affected Party could not reasonably be' expetted 
to avoid,,.amt which prevents the Affected Party from performing such obligation; HS 
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(it) is not the direct or indirect result of the failure of the Affected Party to perform any 

of its obligations under this Agreement: . se 
it} materially or adversely affects the ability of the Affected Party to perform any of CL 
its obligations under this Agreement; LS 
fiv) the occurrence of which the Affected Party has provided notice of to the other LE 
party hereto in accordance with this section: lei 
{v) is not due to the negligent or intentional acts, errors or omissions of, or material or negligènt or 
intentional failure to comply with any requirement of an applicable governmental authority by, 
the Affected Party or any affiliates, contractors, agents or employees of the Affected Party; : 

{vi} which is of an extraordinary nature; or Ib: 

{vü} is a direct or indirect result of the action or omission of an applicable governmentaf authority 
which materially adversely affects the ability of the Affected Party or any ofits affiliates to pêtiorm ar 
of its obligations under this Agreement 13: :! 
12. GOVERNING LAW IL 

This Agreement shall be governed by and construed in accordance with the laws of England and 
Wales without regard to its principles of conflicts of law that would require the application of laws ôf 
another jurisdiction. EE à 
13. DISPUTE RESOLUTION File 

{} Mutual Discussion. If any dispute, controversy or claim arising out of or relatingto this Agreement 
or breach thereof arises, including any question regarding its existence, validity, or terminätion {2 
“Dispute”} the parties hereto shall attempt to settle such Dispute, by mutual discussions. ŸiE : * 
{i) Arbitration. In case of any Dispute not resolved by mutual discussion, either partÿ hereto 
may, by giving the notice to the other party hereto, refer to the Dispute to binding arbitratign ‘at the 
London Court of international Arbitration (the “Court”). The arbitration will be condu d by a 
sole arbitrator chosen in accordance with the Rules. pi 
The arbitration fee shall be borne by the losing party hereto unless otherwise awarded by ! | 
the Court. The arbitration shall take place in London, United Kingdom. The languageto  : 
be used in the arbitral proceedings shall be English. ME 

(Hi) Arbitration- Final. An arbitral award shall be final and binding upon both parties heretjand shall 
be immediately enforceable. Judgment on the award may be enteredand execution had in any court 
having Jurisdiction or application may be made to such court for a judicial acceptance of the ward and 
an order of enforcement and execution, as applicable. Any damages which may be awarded by the 
arbitrator shall bear interest from the date of any relevant breach or violation to the date off ; 
satisfaction of such award at a rate equal to the lesser of (i} the ten percent (10%) or (ii}the maximum 
rate permitted by applicable law. SE 
14. MUTUAL REPRESENTATION & WARRANTIES | Ë 
Each party hereto represents and warrants to the other party hereto as of the Effective Date: ! :: - 
{it is duly formed, validiy existing and in good standing under the laws of the state:and C uritry ofits 
organization; D HT si 

{ii} it has ail requisite power and authority to conduct its business, to own or lease îts propeïties, andto 
execute, deliver and perform its obligations under the Agreement: Let 

{ii} The execution, delivery and performance by it of this Agreement and the consumition of 
the transactions contemplated hereby have been duly authorized by all necessary action on Îts part, and 
do not and will not violate any provision of its governing documents, any indenture, contraci bf | 
agreement to which it is party, or any applicable law; and ii 

(iv) The Agreement is a legal, valid and binding obligation of such party hereto enforceäble 
against such party hereto in accordance with its terms. Lik : 

15. SELLER’S REPRESENTATIONS & WARRANTIES 

Seller represents and warrants to Buyer, as of the date of delivery of the Product: KE 

{1} Seller has good title to the Product, and the Product is delivered free and clear of all liens, security 
interests, adverse claims, privileges or encumbrances; gli : 


He: 








ii 
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{ii} Seller has the right to sell and deliver the Product to Buyer under the terms of this Agree ement; 
{üi) The Product conforms to the Specification: and RER 
(iv) Seller has all necessary licenses and permits to supply the Product pursuant to the terms; of this 
Agreement. 4 
16. ENTIRE AGREEMENT 
This Agreement comprises the full and complete agreement of the parties hereto with; À 
respect to the subject matter hereof, and replaces and supersedes all prior communicà dors, 
understandings and agreements between the parties hereto, whether oral or written, expressed or 
implied, with respect to the matters addressed herein. 
17. SUCCESSORS & ASSIGNS 

This Agreement is binding and enforceable on the parties hereto, and their affiliates, $ fre $, 
assigns, and legal representatives. 

18. SEVERABILITY ci É 

Should any part of this Agreement be held invalid or unenforceable for any reason, such ro wil not 
affect the remaining parts, which will continue in full force and effect. 
19. COUNTERPARTS £ 

This Agreement is executed in two (2) originals fn the English language, each of which will bé feines an 
original but all of which will constitute one and the‘same instrument, one {1) such original for path 
party hereto. The Parties acknowledge this Agreement may be translated into a language ‘ other 
than English. Should any discrepancy arise between the English language version of this Agreement 


and any such translation, the English language version of this Agreement shall prevail, FI E £ 

20. WAIVER & AMENDMENT RES 

None of the terms and conditions of this Agreement will be deemed wailved or amended by 8 ther party 
hereto unless such waiver or amendment is executed in writing by a duly authorized agent pr: 


representative of each of the’ parties hereto. The failure of either party hereto to ane 


LE 


Le 
; 
i 


mes 


mi — 


Ë 
Nas 





hereunder will not waive or amend any right of such party hereto under this Agreement or fwise 
The right of either party hereto to require strict performance will not be affected by any: previous 
waiver, action or course of dealing. {; ï jé 

21. ASSIGNMENT TE 
Neither party hereto may (i) assign this Agreement or (ii) asslgn Its rights or delegate its obiiga ons 
under this Agreement in whole or in part, without the prior written consent of the other pa 

excepting that Seller shall have the right to assign fts rights, but not ls obligations, without ne en 
consent of the Buyer. 

22. CONFIDENTIALTY 

22.1 This Agreement, the information that it contains, and all information exchanged relating 
to it, including without limitation any pricing information, are confidentia! between t W - 

Buyer and the Seller. Neither the Buyer nor the Seller shall, without the others written con dr; discis 
such information on any basis to any person other than its directors , officers, emploÿees, a 
professional advisers who need to know the same for the purposes of this Agreement and sl be 
bound by the same obligation of secrecy. 

22.2 Notwithstanding the above, f a Party receiving confidential information is required byhu : 

or in the course of any judicial, arbitral or administrative proceedings or in the course of anÿ bther 
compulsory process to disclose any Information which it Is obliged to keep confidential; the Party 
concerned may to that extent and for those purposes only disciose such Information providéd Blways 
that such Party shall {ifit is lawfully so permitted) first give to the other Party a prompt notice pone 
requirement to disclose. : 

23. LIABILTY AND INDEMNIFICATION 

23.1 The Seljer shall protect, defend, indemnify and' hold harmless the Buyer and its : 
ontractors and agents {the “Buyer's Indemnifled Parties”) from and against anÿa pd all 
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claims, demands, losses, damages, costs, actions, suits, labilities, judgments and expbnses 
{including but not limited to legal fees and court costs), and any fines, penalties and assessments, that 
may be asserted against or incurred by the Buyer’s indemnified Parties, arising out of, Iésulting 
from, or otherwise connected with the negligence or intentional wrongful performance or. ka 
performance of this Agreement by the Seller 

The Buyer shall protect, defend, indemnify and hold harmiess the Seller and its empoll! 
contractors and agents {the “Seller’s Indemnified Parties") from and against any and all claÿr $ 
demands, losses, damages, costs, actions, suits, liabilities, Judgments, and expenses fine 
but not limited to legal fees and court costs), and any fines, penalties, and assessments,'t pat may 
be asserted against or incurred by the Seller’s Indemnified Parties, arising out of, resulting! roi 
otherwise connected withthe negligence or intentional wrongful performance or non < 
performance of this Agreement by the Buyer. DE 

23.2 The Seller and Buyer shall take out with reputable insurance companies such insurance : JE 

as is reasonably required to satisfy any obligations they may have arising out of this Mere. 
23.3 Any cargo insurance obtained by the Seller In respect ofthis Agreement responsibility shall: 

(a) Contain a waiver of subrogation by its insurers in favor of the Buyer with respect to liabiities arising 






out of this Agreement. RE 
{b} Name the Buyer as co-insured or additional insured with respect to liabilities arising SU of this 
Agreement. 8 








23.4 The Seller shall, as and when required by the Buyer, produce to it such evidence as raay : : 
reasonably be required of cargo insurances it is required to take out under this Agreement. 
23.5 If the Seller falls to supply, the seller undertakes the following ; RE 
1- Refund of the advance payment to the buyer. {' de Ë 
2- (Performance Bond 2% }The seller shall pay 2% of the value of the contract to the buyer 25. 
compensation for the expenses . fi 
5 à Ï 
IN WITNESS WHEREOF, the parties have met together in person and caused this Agreëmient to be 
executed as of the Effective Date. ; LEE 






FOR SELLER: 

Aktham Trading Establishme: 
Mr. Hisham AL Dasougi 
General Manager 


Date 


FOR BUYER: 

Narae Trading Corporation 
Mr. Alejandro Cao de Benos 
On behalf of the President of the Narae Trading Corporation 


Date 
Alejandro Cao de Benos 1 f 
a don, U.K; Barcelona , Spain } 
Speciat Delegate 
Comunirree for Cultura! Relations 
President 
Korean Friendship Association 





Tel: +354 616,496.994 
Korea horez-dpriafo 
hip: vwwu.kores-dprinfe 
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Appendix A — Seller’s and Buyer Bank information's 


Seller's Bank Co-ordinates to receive LC and T/T 


BANK NAME ; ARAB BANK , AMMAN — JORDAN 
ACCOUNT NAME ; AKTHAM TRADING EST 





Buyer Bank 


BANK NAME ; + 
ACCOUNT NAME ; 
ACCOUNT NO ; 
IBAN ; 


Et dut mette he bte DU 200 DORE DUR RUN MEN ES D US AUS US MN DE LEE DES UE US Dit Dé et de bee mé ét ame ns | 


The shipping address of the buyer 


Shipping address billing address ils 
Korea Narea Trading Corporation 
2-1 Ponghwa-dong Ï 
Pothonggang District = fi 
Pyongyang, 118: 
DPR Korea 
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Appendix B — Specification: JE 
UNLEADED MOTOR GASOLINE 
PREMIUM EURO-95 {An-95-4) Evaporation ClassE ;j: 
Technical Regulations {TR} "On requirements to motor and aviation &asoline, diesel and ma 
Jet fuel and fuel où* and GOST À 51866-2002 (EN 228-2004) Î É 
” [RE 


tem 
Ne 


5 D © © No Un pb w N 


Se 


16 


4e 


18 


21-01647 


Éxdation stability, min. Hot less than - 


sesidue, %, (voi), max. Re 
medio ie LE s ni ET pe LATE SES t 
12 Mina VA PEUT Lock Jidex QU) TE 


Specified Va 
RS18 
oration 


Lis 
Parometer 


Lead concentration, mg/dm? 
tran songentration, mg/dq* , : 
Manganese concentration, mg/dm . .....#bsence 
Densiey nt 25:56, w/n 


Sulphur concentration, me/ke, max. 


Gums concentration washed by solvent, mg/100 em? 
of gesoline, max. e 
Copper corrosion test (3 h at 50 C}, scale unit 
Appesrance 

Hytirocsrbons, vol, #; max! 

solsfins 

“aromatics - . : 

Benzene, vol, %, max, : | CR 
Drygesrs et, rar. a« | LE RC TS Re) 
Oxygenates, vol. %, max.: 
- methenol! 

- éthanol 

- isopropyl alcohoi 

- Isobutyl alcohol 

- tert-butyl alcohol 

- ethers (C, and higher) 
«other oxygenates , 





MAX Pine DE net 
Oistillation: 

evaporated gasoline, vol. % at: 

70 *C (evap. at 70) 

100 *“C (evap. at 100) 

150 *C (eva. at 150), min. 

Final boiling polnt, °C, ñot higher than 








Monomethrylaniline, vol. %, na. 
3! k : 
CSM | ni Lp—èce À à de - 
AxzHAR CORP, FOR ) 
À. .C,E 
9 
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DIESEL FUEL EURO 
A, B, C, D, €, F GRADES 
GOST R 52368-2005 (EN 590:2009) 











Item 
Ne 


LARTET ET CES 

1 Cetane dmibec min, 
Cetane index, min. 
Dansity at 45%, ké/rnt 
PAH, % (wt.), max. 
Sulphor, mg/l max, 
Frpet 

Type il 

Typeil 


>» ww NN 


|] 


6 Flash point in closed cup, %, higher than 
7 CGR 10% rerldue, % (wt.), Mau 
8 Ash, % (wt.), max. 
9  Watef, m&/g Fa 
10 Total contamination, mg/kg, max. 
A1 Copper Eptroslon test {3 hat 50°C), scaté uit . 
12  Oxidation Stabifity: 
total sediments, g/m”, max. 


13 Lubiiéy | M 
chrréctd wear scar sliamater st 60 Giro, ma. 


14 Kinematic Ascosity at 40 e si 





15  Distillation: 
‘ SEE Lay ton E.. à 
rt 
25% (voh}-itlifates Perte, cn er eh 
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Annex 89: Han Ulaaan LLC 


Mongolian authorities noted that Hanne Ulaan and Mr Choi controlled twelve bank accounts but only two 
were active. While in Mongolia, Mr Choi deposited USD 200,000 into Hanne Ulaan”’s accounts. According 
to the Member State, Hanne Ulaan LLC transferred USD 19,665 to Russia in April 2019, USD 69,000 to 
Hong Kong in July 2019, and USD 89,300 to Malaysia in August 2019 to purchase “refined sugar and soybean 
oil.” Mongolia determined that in at least one case — the transaction to a Malaysian company — the 
Malaysian company’s stated business activity did not match customs records and documentation. Although 
the transac-tion was purportedly for the purchase of “soybean oil”, the Malaysian company only manufactures 
automotive and industrial types of oil. 


Mongolia further noted that Mr Choi requested a funds transfer to a bank in Poland, which was ultimately 
blocked because the correspondent bank identified the receiver as a Democratic People's Republic of Korea 
national. Further investigation revealed that the receiver's address matched the Democratic People's Republic 
of Korea’s embassy address in Poland. Based on these financial activities, Mongolian authorities have pre- 
liminarily assessed Mr Choi and Hanne Ulaan LLC to be a Democratic People's Republic of Korea front 
company for the purpose of evading sanctions. Furthermore, Mongolian authorities have taken decisive action 
to freeze approximately USD 13,800 in bank accounts linked to Hanne Ulaan LLC and Mr Choi. 
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1 


: Information about Kim Su-Il 


. Mr. Kim Su-Il: 


Date of Birth: 4 March 1985. 
Passport: 


+ (i) Official Passport No. 745220480 issued by Ministry of Foreign Affairs of the 
Democratic People’s Republic of Korea (DPRK), on 2 June 2015, valid until 2 June 2020; 


+ (ii) Passport No. 108220348, valid until 18 May 2023. 


Head of the Representative Office of Korea Puhung General Trading Corporation from 15 
March 2017, currently has no work permit in Viet Nam. 


Residence: Apartment 1213, B2 Chung cu An Loc 2, Vu Tong Phan street, An Phu ward, 
District 2, Ho Chi Minh City. 


Family: 
+ Wife: RE official passport No RE 
+ Child M official passport Nc SSI 


. Korea Puhung General Trading Corporation; 


Business registration certificate: No. 069, issued on 13 February 1999 by the Ministry of 
External Economic Relations of the DPRK. 


License for establishment: Expired on 31 December 2019 (No. 79-04842-01 issued by Ho 
Chi Minh City Department of Industry and Trade, first-time issued on 15 March 2017, 
renewed on 1 March 2018). Ho Chi Minh City Department of Industry and Trade sent the 
notice of 26 June 2020 to terminate activities of this Office. 


Address: Floor 23, A&B Tower, No. 76A Le Loi street, Ben Thanh ward, District 1, Ho Chi 
Minh City. 

Scope of business: food, pharmaceuticals, footwear, coffee, dried fruits, textiles, furniture and 
equipment from Viet Nam for export. 


The total value of export contracts from the Office ranged from $120,000 to $787,827; the 
Office had transactions with a number of Vietnamese partners, such as Richy Food Souther 
JSC, Baohung Candy Import Production and Trade Co., Ltd., Laiphu Corporation, Annie's 
Farm Co., Ltd., Namviet Beverage Manufacturing and Service Co., Ltd., Haviet Investment 
Trading and Ex-Import JSC. In 2019, the Office did not have a report on its operation as 
required. 


3. Travel information of Mr. Kim Su-Il 


15 August 2019: Exited Viet Nam. 


15 September 2019: Entered Viet Nam (04.10am, flight CA741 from Guangzhou, China to 
Noi Bai, Ha Noi, then travelled to Ho Chi Minh City). 


1-2 November 2019: Presence noticed in Vung Tau city. 


Source: Member State 
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Annex 91: MCM International Trading Company Limited 


Juristic Person Information 
MCM INTERNATIONAL TRADING COMPANY LIMITED 





Registered No : | 0105558186070 





Registered Type : | MCM INTERNATIONAL TRADING COMPANY LIMITED 
Registered Date : | 24/11/2015 


Status : | Operating 
Registered Capital (Baht) 4,000,000.00 


Address : | PHRA KHANONG NUEA VADHANA BANGKOK 


sat pl cute 70209 : Other management consultancy activities, not elsewhere dassified 


Industrial group in latest & j 
financial statement : 70209 : Other management consultancy activities, not elsewhere dassified 


Fiscal Year (submitted 
financial statement) : 2559,255à 


Board of Directors List : | 1.CHOL MINMYONG 














ufr Au fus aomafiafa 
Authorized director : 
darts Vuanaäquaos#n/ 


Tel. : | 023815204 








Fax. : 





Note : 











Remark(s) 


1. Juristic person information: This information is for general use which is open for the public benefits only. It cannot be used as 
legal references. 


2. Financial statement: The financial information is derived from financial statement submitted by juristic persons. The fact shall be 
further considered by users. 


3. 1n case the financial statement is never submitted, the system will display an industry group according to the registration record 
or the company's certificate. 


4. “Industry group in the latest financial statement” means the business type as specified in the document when the latest financial 
statement was submitted to DBD. 


Printed Date 29/10/2020 Printed Time : 00:38:03 Page 1 
URL : http://datawarehouse.dbd.go.th/bdw/company/profile/ 29/10/2020 00:38:02 
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Juristic Name : MCM INTERNATIONAL TRADING COMPANY LIMITED 


Registered No : 0105558 186070 


Amount and proportion of Shares by Nationality (For The Year 2016-2020) 


Mai 3 porsons 
Œ 1% 
N 2 persons 
Korean 
id 4.00 ve 
A 5 persons 
Hationatbes 
No Natiomality 
1 ma 
2 N Kocean 
A Natonaïnes 


Ur Rat 


5.000.000 


3,000,000 


2,000,000 


1.000.000 


No of Shuures (share) 


12600.00 


Remark(s) : The capital investment by natonality is roferred lo the latest submitted shareholders ist 


Investment Amoent (Bab) 


1.960,000.00 


Source: https://datawarehouse.dbd.go.th/company/profile/5/0105558186070 
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Annex 92: DPRK cyberattacks against a Chilean bank 


Based on an open-source report, the Panel is investigating alleged Democratic People's Republic of 
Korea attempts to hack a financial institution in Chile. In response to the Panel”’s request for infor- 
mation, Chile’s national authorities stated that, “the Office of the Public Ministry in Chile, Special- 
ized Unit for Money Laundering, Economic and Organized Crimes (ULDECCO) has indicated that 
the criminal investigation initiated in connection to the cyber-attack against [the bank] is still a non- 
formalized investigation...” The Panel continues its investigation 
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Annex 93: Adverse impact of the Security Council sanctions on the humanitarian situa- 
tion in the DPRK and China’s endeavors in facilitating humanitarian assistance to the 
DPRK, non-paper by China 


1. Sanction measures have caused adverse impact on the humanitarian situation in the DPRK. 


As a result of Security Council sanctions, the humanitarian and livelihood situation in the DPRK 
has been facing grave challenges. Serious problems exist in the fields of food, health, sanitation, employ- 
ment and basic economic industries. 


There is a severe shortage of food. The DPRK is beset by poor agricultural production, low-level 
mechanization, old seed technology, aged water conservancy facilities and other infrastructure, insufficient 
natural disaster preparedness, and low yields of grain. Under the Security Council sanctions, the DPRK 
does not have enough foreign currency to procure agricultural material; the import of agricultural machinery 
and equipment has almost suspended; the DPRK is less able to fight natural disasters such as drought, flood 
and typhoon; and the country’s food production is even more difficult. According to media reports, the 
annual food production of the DPRK stood between 4.1 million tons and 4.8 million tons from 2009 to 
2019, with an annual food shortage of several hundred thousand tons. According to the OCHA, among the 
DPRK’Ss 25 million population, 10.1 million suffer from food insecurity and are in urgent need of food 
assistance. According to the UNICEPF, nearly 20% of children of the DPRK show signs of stunting; around 
1 million children under the age of five suffer from diarrhea resulted from malnutrition; and about one third 
of childbearing-age women suffer from anemia which affects infant health. 


The medical condition 1s poor. Lack of medicine is common among hospitals in the DPRK. Tuber- 
culosis, hepatitis, and malaria remain high-incidence diseases, with tuberculosis causing around 16,000 
deaths each year. According to the OCHA, more than 8.7 million people have limited access to quality 
health service; around 9 million people are at risk of being malaria infected. Nearly all medicines and med- 
ical devices in the DPRK are imported. There is a serious shortage of vaccines, antibiotics, nutrients, an- 
thelmintics, infusion bottles, injectors, and X-ray films. Import of some medical devices is prohibited as 
they fall into the category of electrical products. Rural families mainly rely on herbal medicine in addition 
to some basic medicine they get occasionally from doctors. The sanitation and hygiene facilities are back- 
ward. Sanction measures prohibit the DPRK from importing water purifying equipment, pipes and valves 
made of iron and steel. So far, a sound tap water pipeline network has not been set up in the DPRK. Ac- 
cording to the OCHA, about 8.4 million people have no access to safely managed water sources. Due to 
insufficient power supply, 24-hour water supply is not available in the DPRK, and families use buckets to 
store water, worsening Water quality. Waste water and garbage disposal systems are lacking. In rural areas, 
the underdeveloped methods of disposing excrement and waste have caused further deterioration of water 
and soil pollution. 


The industries directly related to people’s livelihood are barely surviving. Affected by Security 
Council sanctions, basic industries, including coal, metal, mechanical manufacturing, are unable to import 
mechanical equipment and parts, and many factories cannot maintain operation. Chemical industry finds it 
difficult to update technology and equipment; chemical industry is making little progress; the supply of 
livelihood-related materials such as fertilizers, pesticides and agricultural films cannot be guaranteed. 
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Moreover, sectoral sanctions prohibit the DPRK from exporting textiles, mineral ores and seafood, causing 
an estimated loss of at least 200,000 jobs. 


2. The Chinese government always attaches great importance to humanitarian assistance to the 
DPRK. 


The Chinese customs authorities have established standard operational procedure and working 
method, and actively solved problems during customs clearance of humanitarian goods to the DPRK. Per- 
sonnel and posts are designated for the job. With these efforts, the efficiency of customs clearance has 
continued to improve. Since the outbreak of COVID-19, the DPRK has carried out strict prevention 
measures, and the normal transportation between China and the DPRK has almost suspended. Under such 
circumstances and meeting pandemic prevention requirements, the Chinese customs authorities have made 
great efforts to overcome difficulties, and provided as much convenience as possible to humanitarian aid 
to the DPRK through special arrangements and simplified procedures. 


Dalian customs is the main customs dealing with cargo transportation between China and the 
DPRKK. From January to October this year, Dalian customs has conducted customs clearance for 47 batches 
of humanitarian goods, including 27 batches from the UNICEF, 2 batches from the WHO), batches from 
the WEP, 3 batches from the ICRC, and 7 batches from other NGOSs. 


While strictly implementing sectoral embargo measures of the Security Council resolutions, the 
Chinese commerce authorities have provided expeditious grant of temporary export permits for humanitar- 
jan goods procured in China to ensure their timely arrival in the DPRK. The goods include one refrigerator 
vehicle for vaccines transportation procured by the UNICEE, and two aquaculture vans procured by the 
French NGO TRIANGLE GENERATION HUMANITAIRE. 
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Annex 94: Non-paper from a Member State, “Negative impact of the UNSC sanctions against 
the DPRK on the humanitarian situation in the country” 


The UNSC sanctions designed to eliminate the DPRK°’s nuclear weapons and ballistic missile pro- 
grams caused a huge negative effect on the humanitarian situation in the country. 


Massive repatriation of working North Korean migrants only aggravated internal socio-eco- 
nomic problems, led to the drop of the standard of living of dozens of thousands of people. For many Korean 
families income earned by their relatives abroad was the main source of their subsistence. According to 
estimates each overseas DPRK worker provided financial support to ten family members at least. Further- 
more, the decreased money turnover damaged the market elements of local economy, nullifying the pro- 
gress achieved in the recent years. 


Due to the discouraging effect of sanctions against Pyongyang the UN OCHA failed to raise suffi- 
cient sum for the implementation of humanitarian aid programs in the DPRK (25,1 million USD (23,5%) 
out of required 107 million USD were gathered by September 1, 2020). Similar dynamics was in 2018 (29% 
raised) and in 2019 (27% raised). 


North Korean national healthcare problems grow out of import restrictions on medical equipment 
and its supplements related to coercive measures and of a deficit of foreign currency due to export re- 
strictions. This led to the closure of the unique high tech dental hospital in the country. Many other hospitals 
ceased to perform various medical services, e.g. biochemical blood tests, chemotherapy and radiotherapy 
for cancer patients because of the absence of necessary precursors. With breast and womb cancer being 
among the most widespread diseases in the country, such scenario makes Korean women especially vul- 
nerable. 


A difficult situation has developed in the energy sector. Amid growing scarcity of hydrocarbons in 
the country many thermoelectric power stations suspended their operation, for example Sonbong county 
power plant. Carbon-operated power plants lowered their output as they require certain quantities of liquid 
fuel in order to operate efficiently. As a result, Pyongyang and the majority of DPRK cities experience 
rolling blackouts on a regular basis (electricity is turned on during 2-3 hours per day). Rural areas are devoid 
of electric power almost completely. The locals have to rely heavily on firewood (e.g. to fuel cargo trucks), 
the latter leading to even bigger damage to forests in the peninsula. 


The agricultural sector suffers from acute fuel shortages as well. Unable to use the fuel-consuming 
farming equipment, Korean farmers are forced back to implement less effective methods (up to using draft 


cattle and manual labour). This leads to decreasing food security. 


Source: Member State 
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Annex 95: Statement by a Member State on the economic and humanitarian situation in the 
DPRK 


Today, sadly, I must report to you that the economic and humanitarian situations in the DPRK have 
not improved since our previous meeting, and today we are probably seeing the worst economic conditions 
in the Kim Jong-un era, though for reasons we are all aware of, it remains impossible to say precisely how 
much ordinary North Koreans are suffering. 

Despite the growth of hardship, the DPRK continues to prioritize the stability and continuity of the 
Kim family regime over all other national priorities. This policy trajectory requires the KWP, the state, and 
the KPA to pursue policies of economic and diplomatic isolation; to prioritize politically directed state- 
development over economic/market-driven development; and it requires the DPRK to prioritize WMDs 
and repressive internal security controls over higher general living standards and global integration. 

The DPRKS policies have also led the UNSC to unanimously adopt increasingly stronger interna- 
tional sanctions resolutions against targeted individuals, organizations, and sectors to halt the DPRKSs ille- 
gal WMD programs and preserve a regional security balance that is in the interest of all responsible stake- 
holders. These sanctions have probably slowed the development of DPRK’s WMD programs by cutting off 
vital sources of foreign currency and raising the costs of illicitly obtaining funds and resources. They may 
also have some small cost in terms of affecting the livelihood of the North Korean people, but these effects 
pale in comparison with the costs resulting from the North Korean system itself, and in the absence of 
credible mechanisms that can assure financial flows and materials can be delivered directly to the North 
Korean people, rather than being coopted by the regime for its own illicit purposes, there is simply little we 
can do to mitigate these costs, especially if our primary objective is to slow the growth of the DPRK’s 
WMD programs. 

This year, unfortunately, in addition to the predictable difficulties the North Korean people face, 
times have been particularly challenging for additional reasons: First, we assess declines in consumption 
and production resulting from the DPRK°’s response to the spread of coronavirus in neighboring countries — 
policies which have brought unprecedented isolation and control in the KJU era. Second, destruction 
wrought by three successive typhoons to agriculture production and infrastructure (which I am happy to 
discuss in detail if you are interested). Third, prioritization of the celebrations of the 75th anniversary of 
the KWP and the upcoming 8th KW Party congress has led to a number of wasteful “white elephant” pro- 
jects and massive labor diversion this year. 

These political choices have saddled the North Korean people with economic and social policies 
that have made them significantly poorer, more isolated, and more repressed than all other people in the 
region. [ suspect it is not controversial to assert to this group that the DPRK people on the whole are victims 
of their regime, not beneficiaries. However, despite the growing toll that these developments are taking on 
the lives of the people of the DPRK, the leadership has shown no sign of changing course, altering its core 
policies, or changing its posture towards international assistance and diplomacy—A change which we still 
welcome and continue to encourage and seek out despite the DPRK’Ss disinterest in responding to our mul- 
üple offers. 


1. SANCTIONS AND ECONOMIC REFORM/DEVELOPMENT 


The burden of domestic economic policies, multiplied this year under the added strain of corona- 
virus mitigation, typhoon recovery, and white elephant projects are the clearly costliest short- and long- 
term drivers of economic hardship in the DPRK.. Under the DPRK’s countless wasteful economic policies, 
GNI has fallen behind regional partners for decades, and with each year the gap gets wider. At the end of 
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2019, the DPRK’s GNI per capita stood at 1.408 million KRW ($1,200), approximately 1/27 (4%) of that 
of South Korea. This gap is so wide now that it should be obvious that no realistic amount of humanitarian 
aid or sanctions relief is going to eliminate the economic gap between the DPRK and its neighbors in the 
region, particularly the ROK. This can only come from a fundamental transformation of the DPRK’Ss eco- 
nomic system which puts growth and productivity ahead of propaganda and credibly protects a wide range 
of decentralized economic activity from political interference—and these policies must be carried out for 
decades. 

However, the DPRK leadership probably assess that these kinds of policies are not yet in the best 
interests of the Kim family system as they would likely undermine the regime’s ideology and legitimacy, 
require a devolution of some of Kim’s authority to collective leadership, and weaken Kim’s control over 
the fiscal levers he needs to sustain the personalized regime. In other words, the kind of policies that would 
increase growth could be destabilizing or even regime-threatening to the Kim family if not implemented 
carefully and properly. It is these internal dynamics that are probably the best explanation for why the 
DPRK has been so reluctant to boldly implement significant changes, and why instead they fall back onto 
policies of general isolation, state-led economic development, and nuclear deterrence. 

Some have raised the argument that robust sanctions enforcement and a corresponding loss of hard 
currency earnings by the regime has been a significant driver of the DPRK°’Ss recent turn away from eco- 
nomic reforms--because a lack of hard currency in official coffers will blunt enthusiasm for reform efforts 
among officials, or decreased capital flows will restrict private sector entrepreneurship and mute beneficial 
social changes. 

In response to these arguments, I would like to say first of all that the economics literature shows 
overwhelmingly that dwindling official coffers are a more robust predictive variable of substantive eco- 
nomic reforms than growing official coffers. In most cases it is dwindling coffers that force officials to 
reinvent their agencies and policies so they are no longer loss-making enterprises. Full coffers tend to delay 
structural reforms because they relieve political pressure to fix broken systems. I don’t think there is any 
dispute to this among development economists. I think we were seeing this to some degree in the DPRK, 
but eventually the public desire to expand decentralized economic incentives was becoming a growing 
political problem for the regime, and it halted this trend with traditional repressive mechanisms. 

But what about the second argument that sanctions are hurting grass-roots entrepreneurship? To 
paraphrase the argument, “what if overseas workers cannot come home with savings and training gained 
abroad, won’t it be more difficult for them to start private businesses and promote social change with their 
knowledge?” This is an interesting “bottom-up” model of reform, but misses many key facts relevant to 
the North Korean case. First, many overseas workers come from “middle-class” and relatively privileged 
families in Pyongyang (according to published reports and to my own personal conversations with some of 
them), so they are not from among the downtrodden with low “songbun.” They already have capital to pay 
bribes and fees required to get sent abroad in the first place, so they are probably already able to start small 
businesses if they are so inclined and properly connected (a condition that is probably more important than 
obtaining investment capital). 

Second, the vast majority of the income that North Koreans earn abroad is retained by the state- 
owned enterprises that employ them—so the regime is the primary beneficiary of their labor, not them- 
selves. Third, while abroad NK°S live highly controlled and monitored lives with little time off, so the little 
unauthorized information they do obtain is explained away with propaganda indoctrination or workers are 
ordered to Keep this information secret when they are debriefed on their arrival back home. Consequently, 
the “social loss” to the DPRK of minimizing the number of overseas workers is dramatically smaller than 
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advertised by this school of thought. Now would North Koreans prefer to live abroad and earn more money? 
Sure. So would I, but in the absence of a credible mechanism to make sure that the funds these workers 
earn can be kept away from the DPRK’s WMD programs, we have no other choice other than to restrict 
their deployment. The UNSC has already unanimously determined this. 

Also, if we look at the trajectory of economic reforms in the Kim Jong-un era, they appear 
uncorrelated with any sanctions enforcement. Agricultural and enterprise reforms were publicly launched 
months after KJU took power (spring 2012) and rolled back almost immediately afterwards—nearly five 
years before the UNSC unanimously implemented sectoral sanctions and bans on overseas workers in 2017. 
However, after the DPRK rolled back its first attempt at agricultural reform in 2012, it continued to exper- 
iment quietly with economic adjustment measures under the slogans of “our style economic management, 
plot responsibility system, and socialist enterprise responsibility management system” even as international 
sanctions Were tightened. Eventually these new economic policies were formally added to the DPRK con- 
stitution in April 2019, well after the implementation of sectoral sanctions in 2017. This reinforces that 
domestic concerns are the primary drivers of economic reform in the DPRK, not international sanctions. 

But we still don’t know many details of the DPRK’s changing economic policies or how much they 
boost output. It appears, however, that the regime’s desire to preserve the ideology and legacy of the pre- 
vious leaders has probably played a role in constraining reform and protecting poor economic institutions. 
For example, the organization of cooperative farms around Kim Il-sung’s “Sub Work Team Units” has 
probably hindered the regime’s ability to implement economic incentives in agriculture which could sig- 
nificantly increase the amount of food produced domestically. 

The third pillar of reform in the North Korean system, apart from agriculture and enterprise man- 
agement has been the adoption of Special Economic Zones. North Korea has continued to try and drum up 
support for its Special Economic Zones throughout the KJU era, however, the government appears to have 
stopped prioritizing the creation of SEZSs after the death of Jang song-thaek, who, along with his entire 
patronage network and some of their families, was purged and executed for insufficient loyalty to the leader 
and mismanaging state resources. Since Jang’s execution, only a handful of SEZs have been announced. 
International sanctions may play a role in making the DPRK’s SEZSs less economically desirable, but it is 
impossible to separate this impact from the effects of poor location, poor infrastructure, corruption, and 
North Korean bureaucracy—particularly in light of the fact that investors can shop around for the best SEZs 
to fit their needs. But SEZSs that did launch in the DPRK also have had a limited impact on the North 
Korean population or the DPRK’s economic policies. These SEZSs generally import all their inputs and 
export all their final goods to another country with few forward or backward linkages to the DPRK. Addi- 
tonally, the DPRK retains most earnings of its workers just as 1f they were deployed overseas. 


2. FOOD SECURITY 


I don’t think it would be controversial to assert to this group that the primary cause of the DPRK’s 
perennial food shortages is its own inefficient domestic agricultural and economic policies. Food shortages 
are not a failure of overzealous sanctions enforcement or a failure of international assistance. 

If the DPRK implemented meaningful reforms to cooperative farming, like the leadership in Peo- 
ple’s Republic of China did in the 19805, the DPRK probably would not need to import staple grains to 
feed its people. It is the DPRK’Ss stubborn refusal to eliminate agricultural quotas; failure to imvest in agri- 
cultural equipment and fertilizer production; and inability to offer long-term, tradeable leases in land man- 
agement (among other policies); that have resulted in chronic food shortages and frequent need for supple- 
mental imports. 
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Despite the annual poor performance of DPRK’Ss agricultural policies, it still does its best to dis- 
courage effective humanitarian assistance, even in dire years like this one where the country has been more 
thoroughly isolated than at any time in its history (due to the coronavirus lockdown) and while at the same 
time suffering unusually harsh weather (three typhoons). 


3. The DPRK does not publish reliable or comprehensive data on adverse events with humanitarian 
consequences. The data they do release is intended to facilitate their policy goals, not reflect real 
observations. Consequently, messages sent domestically and internationally are frequently contra- 
dictory and this hinders our ability to assess the reality of the situation. 

4. The number of aid workers and diplomatic staff in the DPRK is probably at an all-time low (at least 
since the 19905), and the prospects of increasing their numbers are nil in the current environment. 

5. The aid workers that are in the DPRK face increased restrictions on their movement (even more 
than usual), so they cannot conduct their programs or independently monitor the true status of hu- 
manitarian conditions in the country. This significantly raises the cost of providing humanitarian 
assistance and this cost has been a disincentive to providing more assistance. 

6. The DPRK has politicized humanitarian assistance. It is only accepting aid in areas that the KWP 
considers a priority, and it is only accepting aid from countries that do not pose an ideological 
problem for the regime or demand procedures that minimize diversion. 

7. That said, the aid that the DPRK has received has almost certainly been diverted to meet the needs 
of the leadership, relieving pressure on them to reform their systems or open a door to diplomacy 
with other countries that seek to help the North Korean people. 


Despite the negative assessment I have given you today, Rodong Sinmun has reported on this year’s 
harvests of corn, rice, and potatoes in neutral to mildly-positive terms, which indicates that the KWP is not 
yet worried about a severe food shortage this year. They report that harvesting is done and threshing is 
underway and that many farms are overfulfilling their requirements under the 80-day battle for production. 
In addition, media reports of food prices remain well within observable norms even though there was some 
short-term volatility related to coronavirus lockdown. However, neither of these sources address the variety 
of foods that are available, and this has almost certainly declined owing to coronavirus mitigation policies 
on imports and restrictions on internal movement. But again, since the number of humanitarian and diplo- 
matic staff in the country is at a relatively low and their ability to travel, especially out of Pyongyang, 1s 
even more constrained, it is difficult for us to acquire detailed information on the actual status of ordinary 
North Koreans, many of whom the regime considers expendable. 


6. HEALTH CARE 


With regards to the provision of health care assistance, many of the same criticisms apply. The 
DPRK’Ss approach to improving health care this year is the “white elephant” model. This is exactly the 
wrong approach to employ. The regime has focused all its energy on hastily building a showcase hospital 
in the heart of the capital city. Construction was started, apparently, without a comprehensive plan for even 
completing the building. Construction was rushed to meet an artificial political deadline (which it did not 
meet). Also, the regime began construction without securing the equipment and supplies needed to run it. 
Staffing the hospital will also be an issue once it is completed. No doubt the doctors will eventually be 
pulled from other exclusive hospitals in Pyongyang such as the Ponghwa Clinic, the Pyongyang College of 
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Medicine under KISU, or the Red Cross Hospital. The DPRKS ability to scale up production of highly 
skilled doctors still remains severely constrained by their own budget priorities and travel restrictions. 

Meanwhile DPRKs coronavirus mitigation policies and political concerns have made the provision 
of health care much more difficult: 


1. Import restrictions and have likely reduced the flow of medical supplies from China. International 
aid projects that have been approved by this committee have been unable to carry out their projects 
on time and most have had to request extensions. In addition, the regime’s quarantine measures 
have probably reduced smuggling as well. 

2. The DPRK refuses to talk to or negotiate with the ROK on aid projects that this committee has 
approved. 

3. There are relatively fewer aid workers and NGOSs in the country to evaluate conditions and coordi- 
nate assistance. The aid workers that are there are restricted to Pyongyang. 

4. DPRKS& focus on white elephant hospital diverts resources from where they could do more good, 
such as the elimination of chronic diseases such as TB, typhoid, cholera, and malaria. It would 
probably be more meaningful, from a health perspective. International aid organizations are happy 
to help with this work, but the regime remains fearful of foreign intervention. 


So in summary I want to reiterate that the DPRK has plenty of “low-hanging fruit” when it comes 
to policy options that will improve the livelihoods of its people. These policy options remain unexploited 
not because of international sanctions but due to fears of instability among the ruling political coalition. 

To blame the enforcement of international sanctions on the status of the DPRK’s economic and 
humanitarian situation it to miss the target. If we do actually care about the North Korean people and their 
livelihoods, then our policies must rest on the shared knowledge that it 1s the regime that is to blame for the 
plight of its people, and we should focus our policies on the regime to offer it the incentives to give up its 
WMD programs and join the global community. If we don’t do this, we will run the risk of subsidizing the 
regime”’s current policy priorities which means funding the development of the WMD programs we are 
trying to curtail and sustaining the isolation of the North Korean people. 


Source: Member State 
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Annex %6: Information provided by a Member State on the humanitarian consequences of 
sanctions 


A Member State provided the following points to the Panel: 


1. Since the start the COVID-19 outbreak, the North Korean regime has implemented highly restric- 
tive and intrusive sanitary measures under the direction of the ad hoc inter-ministerial committee 
for the fight against the epidemic led by the Ministry of Health. [the Member State] assesses that 
the spread of COVID-19 in North Korea is perceived by its leadership as the most imminent and 
acute threat to its survival considering the almost non-existent health infrastructures. 

2. In addition, [the Member State] assesses that North Korean authorities have seized the opportunity 
of the pandemic to further isolate the country from the rest of the world by closing the Sino-Korean 
border and emptying the country from all international presence, with the departure over time of 
both humanitarians and diplomats. 

3. While official data claim that there is no death so far from COVID-19 and the supreme leader has 
congratulated the people, the army and the Party for successful victory against the virus, local 
newspapers such as the Rodong Sinmun regularly mention the active mobilization of different units 
in the fight against the virus. Considering the lack of reliable and transparent data. 

4. With regard to the health situation, [the Member State] 1s not able to provide information on the 
actual death toll, which remains, highly uncertain. Nevertheless, in July, Kaesong City underwent 
lockdown after the return from a former defector who happened to be COVID-19 positive. In the 
following months, other cities and provinces also went under lockdown: the city of Sinuiju in Sep- 
tember, the city of Manpo in October and the entire province of Chagang in November. At the 
moment, according to open sources, around 54,000 soldiers are said to be quarantined. 

5. [the Member State] assesses, that the policy followed by North Korean authorities, in particular the 
closure of the border withl China, has consequential impact on its economy. In particular, the 
lengthy blocking of imports for quarantine by North Korean customs at the border has resulted in 
food shortage and rationing of staple food such as oil and sugar, causing major disruption of supply 
chains, even in Pyongyang. Moreover, increased volatility in currency trading has been reported 
over the past weeks, probably underpinned by greater economic imbalances. 

6. This shutdown greatly impaired the humanitarian work of international NGOSs and United Nations 
agencies. Due to the complete ban to leave Pyongyang, NGOs were forced to put all of their projects 
on hold (projects being carried out outside of the capital city) and got deprived of any kind of 
monitoring capacity. Also, several NGOSs reported to us that their equipment had been blocked sine 
die at the border for the reasons mentioned above. Finally, considering the impossibility to pursue 
their mission and the extremely difficult living conditions in Pyongyang, the two [NGOSs] had to 
suspend their projects and evacuate their international personnel (3 people) last August. For the 
same reasons, almost all humanitarians were forced to leave the country in the following months, 
only three of them remaining beginning of December. 

7. [the Member State] assesses that sanctions adopted by the United Nations Security Council have 
had no significant impact on the humanitarian situation in North Korea and that the framework of 
the international sanctions regime effectively takes into consideration the humanitarian exception. 
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8. UNSCR 1718 (2006) and following are not intended to have adverse humanitarian consequences 
for the civilian population of North Korea or to affect negatively or restrict those activities, include- 
ing economic activities and cooperation, food aid and humanitarian assistance that are not prohib- 
ited by resolutions. 

9. [the Member State] recalls that the humanitarian situation in the DPRK results first and foremost 
from decisions taken by its leadership. While neither food nor pharmaceutical imports are forbidden 
by international sanctions, the population continues to greatly suffer from malnutrition and medi- 
cines shortages. North Korean authorities also have yet to provide free, safe and unrestricted access 
to humanitarian actors in order assess the situation in North Korea in an independent manner. 

10. [the Member State] supports the important work of simplification and transparency undertaken by 
the 1718 Committee in the past years to facilitate humanitarian aid as displayed by the recent adop- 
ton of the updated version of IAN7 2.0 which is helpful in improving equipment routing proce- 
dures. The exemption mechanism created by UNSC 2397 (2017) has been a useful addition to 
facilitate the work of humanitarian organizations, including [...] NGOSs active in North Korea. 
Thanks to the work of successive 1718 Sanctions Committee presidencies, the timeframe for ex- 
amining requested exemptions was dramatically reduced, including for COVID-19 related exemp- 
tion requests, which have all been approved within a few days. 

11. Additionally, [the Member State] supports the ongoing efforts by the 1718 Sanctions Committee 
and the Department for Political and Peacebuilding Affairs to reestablish a banking channel in sup- 
port of humanitarian activities in North Korea. 
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Annex 97: Estimated DPRK petroleum products demand by sector 
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Estimated Diesel Fuel Use in the DPRK, 1990, 1996, 2000, 2005, 2008-2010, 
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Annex 98: Report of the Special Rapporteur on the situation of human rights in the Demo- 
cratic People’s Republic of Korea at the 75th session 


The following are excerpts from the “Report of the Special Rapporteur on the situation of human rights in 
the Democratic People’s Republic of Korea, ” available at: https://undocs.org/A/75/388. The Panel does 
not take a position on the statements and has not verified the veracity of any claims made therein. 





“The Special Rapporteur regrets that he has not been invited to conduct an official visit to the Democratic 
People’s Republic of Korea. Owing to travel restrictions, he has also been unable to undertake any official 
missions to the Republic of Korea or neighbouring countries since his visit to Japan from 2 to 4 December 
2019 and to Thailand from 28 to 29 November 2019. Limitations on the availability of first-hand 
information and the lack of opportunities to hear the voices of people from the Democratic People’s 
Republic of Korea bring additional challenges to a comprehensive review of the human rights situation in 
the country. The Special Rapporteur held a series of online meetings with victims of human rights 
violations, their family members, civil society organizations, United Nations agencies and governments. 
Through that engagement, he learned of the worrying human rights situation of people impacted by the 
COVID-19 preventative measures, the effects of sanctions on economic and social rights, and human rights 
violations relating to the existing labour system in the Democratic People’s Republic of Korea.” [p.3] 


[..] 


“The increased implementation of sanctions has started to seriously affect the entire economy of the 
country, which is having adverse consequences on the exercise of the economic and social rights of the 
people. The Panel of Experts established pursuant to Security Council resolution 1874 (2009)considered 
that the four new sanctions adopted in 2017 “could exacerbate an already difficult situation in the country 
for those employed in sectors directly or indirectly affected by sanctions”, including through loss of 
employment and increased restrictions on commercial activities (S/2020/151, annex, para. 209). The textile 
sector, one of the export-prohibited sectors, and informal commercial activities, for instance, are dominated 
by women, and any detrimental consequences on those sectors have a particular impact on women’s rights. 
Since the adoption of additional sanctions in 2017,1exports from the Democratic People’s Republic of 
Korea have significantly decreased, from $2.63billion in 2016 to $1.65 billion in 2017 and $200 million in 
2018.2The country’s exports to China experienced a 90 per cent decrease in 2018 compared to 2017 and 
its tradedependence on China increased to 95.2 per cent in 2019. Foreign currency reserves have been 
decreasing and ordinary citizens in the country have been suffering from the failing economy and increasing 
demand from the Government to provide monetary and labour contributions.” [pp. 3-4] 


[...] 

“In January 2020, when the global COVID-19 outbreak began, the Democratic People’s Republic of Korea 
had to contend with difficulties relating to the pandemic in conjunction with one of the most severe 
sanctions regimes imposed on anycountry in the world, as well as systemic economic problems and 
unusually bad weather conditions. Since January 2020, the authorities have suspended all travel in and out 
of the country, imposed travel restriction between cities and regions and introducedstrict quarantine 
measures. In August and September 2020, the country was hit hard by a series of natural disasters resulting 
in damage to infrastructure, including roads, railroads and bridges, and houses and crops. Owing to strict 
COVID-19 preventative measures, the international staff presence of the United Nations humanitarian 
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agencies in the country has fallen below 20 per cent, which will have an impact on their response. Several 
Political Bureau meetings of the Central Committee of the Workers’ Party of Korea were held to discuss 
issues involving COVID-19 and typhoons. 


On 19 August, at the Sixth Plenary Meeting of the Seventh Central Committee of the Workers’ Party of 
Korea, Chairman Kim Jong Un reportedly admitted that the authorities had failed to improve the lives of 
citizens. The adopted decisions stated that the “economy was not improved in the face of the sustaining 
severe internal and external situations and unexpected manifold challenges, thereby planned attainment of 
the goals for improving the national economy has been seriously delayed and the people’s living standard 
not been improved remarkably”. That realistic assessment of the economic challenges in the country should 
be the basis for a new five-year economic plan to be announced in January 2021.” [p.4] 


ia 


“Farmers suffered from a lack of necessary agricultural inputs such as fertilizer and gasoline at a critical 
time when they were planting seeds, growing seedlings and transplanting rice. In the first half of 2020, the 
import of fertilizer totalled $4.38 million, which is one ninth of the import of the previous year. Access to 
agricultural supplies, which was already negatively affected by sanctions prior to the implementation of 
COVID-19 preventative measures, was further limited owing to the border shutdowns and movement 
restrictions. The lack of supplies is likely to impact the harvest in September and October 2020, which 
constitutes 90 per cent of the country’s food production. On 19 May 2020, a research institute report 
estimated the amount of annual rice production of the Democratic People’s Republic of Korea to be 1.36 
million tons, 1418,000 tons less than the 2018/2019 production estimate. If the estimate is accurate, that will 
be the lowest harvest since 1994 (about 1.5 million tons),which saw the Arduous March and the onset of 
famine. Furthermore, flooding caused by heavy rains in August and September 2020 left thousands of 
hectares of crops damaged. As a result of the pervasive discrimination in the public distribution system, 
ordinary citizens, including farmers, do not receive rations. Prospects of a further deepening of food 
shortages and widespread food insecurity is a serious concern, not only owing to the danger of starvation, 
but also concerning the health and well-being of large segments of the population due to poor nutrition. The 
Special Rapporteur urges the Government to invest the necessary resources to overcome that serious food 
insecurity and to break the cycle of isolation. He also calls on the international community to reassess the 
implications of the measures being taken, including sanctions, that impact the right to food.” [pp. 7-8] 


fs 


“In a briefing paper issued by the Korea Institute for National Unification in August 2020, the author argued 
that while China might provide the Democratic People’s Republic of Korea with support to mitigate the 
crisis resulting from COVID-19, such support would not be sufficient to offset completely the shocks that 
the sanctions cause to the country’s economy. The sanctions imposed on the country make it difficult to 
enjoy the basic human right to an adequate standard of living. The negative impact of the sanctions on the 
people is particularly worrying when the country is further isolating itself and information received from 
Within the country is further limited with the reduced presence of the international community and only a 
trickle of escapees arriving in the Republic of Korea. Under the unprecedented situation of the COVID-19 
pandemic, the need to re-evaluate parts of the sanctions regime is more compelling than ever. The Special 
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Rapporteur welcomes the swift response of the Security Council Committee established pursuant to 
resolution 1718 (2006) to provide humanitarian exemptions. He recommends that the Security Council 
study the policy on a standing exemption for humanitarian organizations. He also urges the Secretary- 
General to conduct a study on the humanitarian impact of sanctions, as recommendedby the Panel of 
Experts established pursuant to Security Council resolution 1874 (2009)(S/2019/171and Corr.l, annex, 
para. 180). The Government of the Democratic People’s Republic of Korea is further isolating the country 
from the rest of the world and the authorities are slowing down the acceptance of humanitarian aid. That is 
a dangerous trend and the Special Rapporteur encourages the Government to reflect on that policy and 
urgently reverse it. The measures to contain the outbreak of COVID-19 must not compromise programmes 
aimed at advancing basic human rights such as the rights to health, food, water and sanitation and housing, 
which are equally necessary to combat the COVID-19 pandemic in the short and the long term.” [p.9] 


ES] 
“The Special Rapporteur recommends that the international community: 


(a)Urgently reassess the implications of measures being taken, including sanctions, on the right to 
food of the people in the Democratic People’s Republic of Korea.” [p.21] 


td 
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Annex 99: Survey to NGOSs on the effects of COVID on humanitarian operations 


In order to assess the impact of COVID-19 on humanitarian organizations operating within the DPRK, the 
Panel sent a survey of questions to 38 organizations. Eleven organizations (29%) responded to the Panel’s 
inquiry.!* These included both UN organizations as well as non-governmental organizations that applied 
for exemptions either directly to the 1718 Committee, or through a Member State or the UN Resident Co- 
ordinator in the DPRK. At the outset, the Panel clarified that responding to the its inquiry was optional and 
that it had no bearing on the exemption approval processes within the 1718 Committee. The following 
questions were sent to the organizations. 


QUESTION 1: Please provide detailed information and data on whether your organization 
experienced delays in shipments or reductions in operational capacity due to issues related to 
quarantine measures in the DPRK and/ or (please specify) implementation of UN sanctions. To 
what extent have COVID-I9 related delays impacted your humanitarian operations, including 
monitoring ? 


QUESTION 2: Do you anticipate further delays or reductions in operations, and if so on 
what grounds ? 


QUESTION 3: What is your assessment of the impact of the COVID-19 pandemic within 
the DPRK, and in what way has it influenced the overall humanitarian situation? Please include 
details of the evidence on which your assessment is based. 


QUESTION 4: If your operations require humanitarian exemption approvals from the 
1718 Committee, has the approval process met your needs? What, if anything, could be improved 
upon in the exemption process, or in the implementation of UN sanctions, to better meet your 
operational needs and objectives ? 





157 Two organizations rescinded their responses due to security concerns. 
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Table 1. Humanitarian organizations’ responses to the Panel’s survey 


Response Summary 


The border controls and travel restrictions enacted by the DPRK Government beginning in January 2020 in 
response to the COVID-19 pandemic have had a significant impact on the shipment of supplies and movement 
of personnel in support of its humanitarian operations. 

Essential medicine, nutritional supplements, and water purification tablets, which were cleared for shipment by 
the 1718 Committee, were delayed for nearly four months at the border. Climate-controlled storage resulted in 
additional costs. 

In-country personnel and those returning have experienced difficulties accessing target populations to deliver 
humanitarian assistance. 

The organization is currently unable to engage directly with the government and fully expect border closures 
and travel restrictions to continue through 2020. 

Due to COVID-19 related restrictions, the organization assesses that, “that approximately 440,000 children 
and pregnant and lactating women will not receive micronutrients, approximately 95,000 acutely malnourished 
children will not receive necessary treatment and approximately 101,000 kindergarten-aged children will not 
receive fortified foods. Furthermore, approximately 89,500 people will not have access to safe drinking water.” 
The organization further notes that, “The restricted movement of people is a concern especially for those requir- 
ing medical treatment be it for chronic conditions, be it for severe acute malnutrition (children) or tuberculosis. 
The schools have been closed for extended periods, leading to a lot of missed classes. The shortage of imported 
goods in Pyongyang is a clear pointer that other external inputs (for example for agriculture) may be in short 
supply as well. The strict border closure will affect the livelihood of small traders and industries relying on cross- 
border trade.” 

The organization notes that IAN 7 has been an important step in clarifying the procedural processes. Although 
the six-month timeframe to ship items has helped, additional flexibility with shipping timeframes is “critical due 
to the ongoing delays resulting from the COVID-19 pandemic.” 


COVID-19 related travel restrictions “‘severely restricted work,” which has resulted in the delay of drilling water 
wells that provide clean water to vulnerable populations. 

Unable to conduct cross-border transfers of needed materials and the travel restrictions have hampered overall 
implementation and monitoring efforts. 

The ability to continue operations will depend on whether travel restrictions and border closures are relaxed. 
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“The exemption process has met our organizational needs. We recently received a one- year exemption extension 
instead of the standard six-month. The one-year period is greatly appreciated.” The organization recommends 
that the Committee adopt a one-year standard in order to help organizations working in-country to better utilize 
resources. 


The organization has experienced a temporary suspension of activities due to travel restrictions. 
Beginning in March, the organization has withdrawn most of its international staff located in Pyongyang. The 
office is currently operating with reduced staffing levels. 

Shipment delays are hindering operations. Disinfectant kits, which were approved for delivery in March, were 
not delivered until June. The organization has additional shipment in pending status. 

Will Hikely continue to experience delays as long as travel restrictions remain. The domestic travel ban has made 
independent monitoring and assurance activities “impossible.” 

“.. the humanitarian impact of COVID-19 is going to be severe and threatens to undo much of the progress 
made in areas such as food security, nutrition and health. However, it has to be noted that any assessment of the 
impact of the COVID-19 pandemic within the DPRK is based on assumptions rather than evidence at this point.” 
The hardest hit will be those requiring medical treatment for chronic conditions, severe acute malnutrition, or 
tuberculosis. 
Noted significant improvement over the last 1.5 years in terms of the application process, but would prefer to 
have exemption extensions valid up to one year. The organizations also reiterates the need for a stable banking 
channel and recommends a “green-list” of items eligible for multi-year extensions (e.g., water pipes, plastic 
sheeting for agricultural needs, and personal protective equipment). 


COVID-19 has significantly increased procurement lead times and has contributed to delivery delays. Repro- 
ductive health kits, for example, were procured in the first quarter of 2020 but were delayed in transit. 

Storage of temperature-controlled items have led to increased overall costs. 

The continued lack of a banking channel has disrupted the organization’s cash-flow. 

Travel restrictions have diminished the ability to conduct field visits and the lack of rotating staff and recupera- 
tion since January 2020 has increased fatigue and reduced operational capacity. 

Because of limited cash availability, reduced staffing, and in-country restrictions on travel, the organization 
anticipates further reductions in implementation activities. 

The organization notes the need for “special guidance on customs clearances at the operational level, particularly 
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in transit countries” in order to reduce lead times. The organization goes on to suggest that “that the Committee 
consider the provision of IT equipment and supplies to the DPRK government, which could strengthen and 
enable statistical agencies responsible for data production and analysis.” 


The organization explained that applying for sanctions exemptions took, in some cases, more than six month, 
but noted that most of the delay was due to local authorities that needed additional time to review requests. 
Even after the Democratic People’s Republic of Korea lifted some of the border closures, the organization ex- 
perienced challenges and delays with importing goods because of a growing back-log and prioritization for 
medical supplies and equipment. 

Travel restrictions and restrictions on the movement of in-country personnel has hindered monitoring capability 
and capacity, as the organization is unable to bring in new personnel or supplies. 

The organization does not expect a change to its circumstances in 2020 and notes that, “restrictions may have 
affected humanitarian results, but the extent cannot be known because of lack in-country personnel and moni- 
toring capabilities.” 

Recommends that the Committee continues to streamline the application and approval process. 


The organization has experienced significant delays due to measures imposed by the Democratic People’s Re- 
public of Korea and measures imposed by third-party countries. Shippers and freight-forwarders remain in short 
supply and there continues to be a dearth of “feeder-vessels” to carry goods from Dalian, China to Nampo Port, 
Democratic People’s Republic of Korea. The lack of sufficient feeder-vessels is due primarily to the closure of 
land border crossing and the country’s request that all supplies be sent via sea. 

Travel restrictions have negatively impacted both implementation and monitoring efforts. 

The lack of a banking channel and international flights have led to cash-flow problems that are now affecting 
local implementation activities. “This has hampered [the organization’s] ability to conduct in-country activities 
such as technical workshops, cascade training to the provinces, and joint technical monitoring with the Ministry 
of Public Health. The absence of international flights has also prevented [...] international experts from training 
and coaching government counterparts on different technical areas.” 

Sustained border closures and global travel restrictions will continue to hinder operations. The organization notes 
that “humanitarian work has literally come to a standstill.” 

In terms of recommendations, the organization suggests “extending the approval time from 6 to 12 months, 
especially during the pandemic, which would help mitigate procurement and shipping challenges related to the 
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redacted shipping/ freight-forwarder options.” 


Although the organization’s exemption was approved in April 2020 none of the humanitarian supplies could be 
procured in time given the Democratic People’s Republic of Korea’s COVID-19 related border closures and 
travel restrictions. These supplies included agricultural equipment, food processing equipment, and “critical ma- 
terials” for water supply activities. 

Implementation and monitoring activities by the international teams have been restricted since January 2020 and 
the majority of the organization’s budget for DPRK activities is suspended. This has impacted the delivery of 
food security, agricultural, and water and sanitation activities that would benefit more than 67,000 people. 

The organization has had to reduce its financial portfolio for 2020 and has had to make substantive programmatic 
changes to DPRK activities. “The technical support required to maintain and sustain previous operations will be 
significantly disrupted. The restrictions might also affect future programming activities and normal operations.” 
In terms of recommendations, the organization notes that COVID has “increased the complexity of the operating 
environment” and that six-month extensions are too short. The organization also advocates for “blanket waivers” 
for specific items and highlights the continued need for an operational banking channel 


Measures put in place due to COVID-19 have resulted in the schools being closed. Consequently, school-aged 
children may not be receiving proper nutritional requirements and meals. Due to COVID-19, the Democratic 
People’s Republic of Korea had refused shipments of food items, which the organization was forced to store at 
the Chinese border. These food items were damaged or sold off, resulting in a financial loss to the organization. 
Due to border closures, shipments of children’s winter clothes (e.g., coats and boots) will not arrive. The organ- 
iZation is concerned that many children are not prepared to endure a long and cold winter without warm clothes. 
Stalled shipments of vinyl sheeting, which is used for greenhouses and subsistence farming, are also stuck at the 
border, further jeopardizing food security. Medical supplies, such as dressings, heating equipment, and syringes, 
are delayed and the hospitals in need have run out of supplies. Other medicines were held at the border in climate- 
controlled containers, which has resulted in increased expenses for the organization. 

Due to in-country travel restrictions, the organization is unable to monitor several of its agricultural projects. In 
the second half of 2020, the organization had to cease all monitoring activities. 

The organization describes difficulties with transferring funds — noting several experiences with banks that 
blocked humanitarian-related transactions. 
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e The organization makes three relevant recommendations: first, that the 1718 Committee establish a stable bank- 


ing channel and second, that the 1718 Committee work with banks to ensure humanitarian-related transactions 
are not impeded. Finally, in order to coordinate more effective procurement and delivery, the organization rec- 
ommends the 1718 Committee establish and publish a “white list” of goods that can be exported to the DPRK 
without first seeking Committee approval. 


The organization claims that “the sanctions on North Korea most influence the North Korean civilians. In various 
humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean people directly 


or indirectly. As for the health care sector, export bans are imposed on some medical equipment under HS Code 
90, including ultrasound machines, respirator, stethoscope, thermometer for pregnant women and under the HS 
Code 79 through 89, mcluding medical sterilizer for the prevention of mycobacterium tuberculosis complex and 
machine of dental prosthesis, dental scanner, so that they cannot be provided to North Korea without the Com- 


mittee exemptions approval.”!$8 


The organization “has seen donations sharply reduced and many sponsorships canceled. In 2019, donations de- 
creased by 72.9% compared to the previous year (2018), and in 2020 (from January to November), they de- 
creased again by 27.7% compared to the previous year (2019). The current situation brings our future projects 
to a head with no hope for resumption.” 








158 The Panel notes that medical items mentioned are not covered by sectoral sanctions and that member states should ensure their customs clearance processes and 
procedures avoid “over enforcement.” 
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Annex 99 (a): Statements from NGOs regarding UN sanctions 


The following quotes have been compiled from the responses to the Panel’s survey to NGOSs. The Panel 
does not take a position on the statements and has not verified the veracity of any claims made therein. 


NGO 1 

“We can arguably say that the sanctions on North Korea most influence the North Korean civilians. In 
various humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean 
people directly or indirectly. As for the health care sector, export bans are imposed on some medical 
equipment under HS Code 90, including ultrasound machines, respirator, stethoscope, thermometer for 
pregnant women and under the HS Code 79 through 89, including medical sterilizer for the prevention 
of mycobacterium tuberculosis complex and machine of dental prosthesis, dental scanner, so that they 
cannot be provided to North Korea without the Committee exemptions approval. The same goes for the 
agricultural sector. Fuels, fertilizers, and agricultural tools and equipment are subject to export limita- 
tion, which have severely impacted on food security in the country. Humanitarian assistance to North 
Korea is highly influenced by relations between North Korea and the international community and po- 
litical conditions. Now North Korea is increasingly challenged by climate change and natural disasters. 
The North Korean people are the hardest hit by the challenges. WFP said the sanctions on North Korea 
have disrupted the humanitarian supply chain and delayed the delivery of supplies. It takes months for 
goods to be delivered to North Korea. Shipping companies are hesitant to carry humanitarian goods to 
North Korea, given the strict and complicated inspection, penalty, and possible entry restrictions into 
other ports” 


NGO 2 

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually 
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in 
China and send them to DPRK through NK-China border. We have partners in China who handle from 
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose 
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, 
intermediary banks [...] reject to handle it. In conclusion, money transfer 1s very difficult resulting in 
humanitarian aids is not available on time. If the sanction is really exempted for humanitarian operations, 
money transfer problem must be solved firstly.” 


“We appreciate 1718 committee to approve our exemption in a short time, but the application for ap- 
proval process was not easy. To find out HS Code, specification, manufacture and manufacturing com- 
pany of all goods were really tough. That’s why many NGOSs give up send goods to DPRK. Moreover 
many NGOSs provide same goods to DPRK such as soybean produce equipment and greenhouse build- 
ing materials but we usually do not know which organization sends which goods to DPRK because we 
do not disclose it in public. So it will be very helpful if 1718 committee makes a list of goods approved 
exemption and, disclose it to NGOSs, and allow organizations sending them to DPRK without further 
approval.” 
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NGO 3 

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually 
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in 
China and send them to DPRK through NK-China border. We have partners in China who handle from 
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose 
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, 
intermediary banks(usually US banks) reject to handle it. 


NGO 4 

“There are other multiple challenges for UN Agencies due to the closure of international banking chan- 
nels which has resulted in a disruption of cash flow to continue day-to-day programme and operations; 
and the COVID-19 prevention measures that restrict capacity building initiatives and in-country moni- 
toring field visits. Only disbursement of essential life-saving medicines through the government chan- 
nel could be managed without the presence of international staff and using alternative monitoring mech- 
anisms.” 
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Annex 99 (b): Summary of suggestions from NGOs 


The following list of suggestions has been compiled from the responses to the Panel’s survey to NGOs. The 
Panel does not take a position on the suggestions and has not verified the veracity of any claims made therein. 


21-01647 


In order to prevent the indiscriminately and unreasonable use of sanctions, encourage, at a request from 
humanitarian aid actors, their suppliers of food, medicines, children goods to apply for exemptions. 


To send information of exemption to the shipping companies, appointed by consigner for delivery of 
humanitarian cargos and to recommend a trusted banking channel to the humanitarian aid actors when 
granting the exemption. 


To consider measures to ensure DPRK civil populations” access to humanitarian assistance and safe 
delivery of humanitarian aid and to prevent obstruction and the delivery of, or access to, or distribution 
of humanitarian assistance. 


To provide special guidance on custom clearances at the operational level, particularly in transit coun- 
tries. This would speed up the process and reduce the lead-time for humanitarian deliveries. 


To consider introduction as a condition of granting exemption for a longer than usual period of time 
request to the humanitarian organization to report to the UNSC every six months, on its the implemen- 
tation, and on any impediment to the delivery of humanitarian aid. 


To consider adopting regulations which would make it easier for humanitarian groups to bring laptops, 
ambulances, and other aid-related items into the DPRK. Allow the humanitarian programming through 
provision of IT related equipment and supplies. 


To return to the idea of a “green list” of humanitarian goods for which multi-year exemptions could be 
granted at lease for a limited range of general-purpose commodities (for example: water pipes, plastic 
sheeting for agriculture, personal protective equipment etc.) 


To study the idea of adoption of a “white list” of entities, sort of accredited companies, who were for 
more than once approve for exemption for DPRK humanitarian aid and share it with banks worldwide 
to facilitate the transfer for the humanitarian aid purposes and to appoint specific banks in the exemption 
process s0 that NGOSs can use these banks to transfer money to purchase commodities under exemption. 


To study a suggestion on obtaining general clearances from the Committee for commonly procured 
medical items and supplies at one time, which would avoid repetitive submissions for the same items. 
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Annex 100: Consolidated list of recommendations 
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1. The Panel recommends that the Committee to consider issuing a new list 
of WMD and ballistic missile-related items to which measures imposed in 
paragraph 8 (a), (b) and (c) of resolution 1718 (2006) apply. 


2. The Panel recommends that Member States exercise vigilance in screening 
international academic exchanges with scholars of the DPRK by verifying both 
subjects and sponsors to comply with paragraphs 10 and 11 of resolution 2321 
(2016), paragraph 17 of 2270 (2016), and paragraph 8 (a), (b) and (c) of resolu- 
tion 1718 (2006). 


3. The Panel reiterates its recommendation that Member States report any 
known transfers of refined petroleum products to the DPRK in full conformity 
with resolution 2397 (2017). 


To the Committee 


4. The Panel recommends the designation of the following vessels for 
violation of paragraph 5 of Security Council resolution 2397 (2017): 


- An Ping (1MO No. 7903366), formerly Sierra Leone-flagsed 
- _Heng Rong (1MO No. 7913098), unknown-flagged 

- Rich United (IMO No. 9129213), unknown-flagged 

- Run Da (IMO No. 8511172), formerly Mongolia-flagsed 


5. The Panel recommends the designation of the following vessel for violation 
of paragraph 5 of resolution 2397 (2017), and reiterates its recommendation for 
designation of the vessel for violation of paragraph 11 of resolution 2375 (2017): 


- _ Xing Ming Yang 888 (1MO No. 8410847), unknown-flagged 


6. The Panel continues to recommend the following vessels for designation 
for further violation of paragraph 5 of resolution 2397 (2017): 


- Diamond 8 (IMO No. 9132612), formerly Sierra Leone-flagsed 
-__ Hokong (1MO No. 9006758), unknown-flagged 

- New Konk (IMO No. 9036387), unknown-flagsed 

-  Subblic (IMO No. 8126082), unknown-flagsged 

- _ Unica (MO No. 8514306), unknown-flagged 

-  Yun Hong 8 (MMSI No. 413459380), China-flagsged 


7. The Panel recommends the designation of the following vessels for 
violation of paragraph 11 of resolution 2375 (2017): 


- Enterprise (IMO No. 9153331), formerly Togo-flagged 

-  Ri Hong (aka Klausen) (1MO No. 9162318), formerly Sierra-Leone 
flagged 

-  Tae P(h)yong (1MO No. 9018751), DPRK-flagged 
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To Member States, on best practices with regard to the activities of the DPRK 


On due diligence measures related to the evasion of sanctions 


8. The Panel recommends that Member States continue to foster industry- 
wide awareness on the challenges posed including new tactics in sanctions eva- 
sion by culpable individuals and relevant steps to mitigate these risks. This can 
be disseminated in the form of industry-wide advisories and circulars. 


On due diligence measures related to ship-to-ship transfers 


9. The Panel recommends that parties engaged in ship-to-ship transfers of 
refined petroleum in areas where such illicit transfers are known to occur 
authorize the ship captain or an assigned crew member to send an email to the 
relevant flag registry providing notification of the event, ship identifiers (name, 
IMO and MMSD) of the vessel involved, the material and volume of the transfer, 
the date and time of the start and stop of the transfer, and the location of the 
transfer. 


10. The Panel recommends that relevant counterparties in the maritime 
supply chain to consider implementing controls that allow for proper 
verification-of-origin checks for ships that conduct ship-to-ship transfers, 
particularly in areas where illicit transfers are known to occur. Such steps could 
include requirements for complete, accurate shipping documentation, including 
bills of lading that identify the origin and destination of cargo and copies of 
export licenses, where applicable. 


11. The Panel recommends that Member States exercise vigilance to identify 
and prevent the illicit operation of vessels obtaining DPRK fishing permits, 
which may use various methods to obfuscate their activities and identities. 


12. The Panel recommends that Member States exercise vigilance in 
inspection of cargo, including luggage of individuals traveling to or from the 
Democratic People’s Republic of Korea, as required by paragraph 13 of 
resolution 2321 (2016) and paragraph 18 of resolution 2270 (2016). 


13. The Panel recommends that Member States exercise vigilance concerning 
the transfer of artworks of the designated entities to comply with the asset freeze 
requirements of relevant resolutions. 


14. The Panel recommends designation of the Korea Paekho Trading 
Corporation and Paekho Art Studio. 


15. The Panel recommends that Member States streamline their export 
control lists to reflect the list of prohibited luxury goods in a manner consistent 
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with the objectives of resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 
(2016) and 2321 (2016), avoiding unnecessary broadening of their scope taking 
care not to restrict the supply of ordinary civilian-use goods to the wider 
population nor to have a negative humanitarian impact. 


16. The Panel reiterates its recommendation that Member States encourage 
their business entities and nationals exporting luxury goods to include à contrac- 
tual provision to prevent resale to the DPRK. 


17. The Panel reiterates its recommendation that Member States and relevant 
organizations encourage shipping and transportation companies to provide thor- 
ough systems for checking consignees, bearing in mind the risk of transshipment. 


18. The Panel recommends that Member States continue to exercise vigilance 
in screening the visa and residency status of nationals of the DPRK in order to 
prevent the circumvention of the obligations contained in the resolutions. 


19. The Panel notes the DPRK’Ss reliance on corporate service providers to fa- 
cilitate its sanctions evasion activities and encourages Member States to 
continue to address opaque corporate registration rules and regulations that 
may afford anonymity to sanctions evasion activities. 


20. The Panel recommends that Member States conduct enhanced due dili- 
gence on contractors and subcontractors for development projects, especially 
those in sub-Saharan Africa that involve municipal loans, grants or foreign di- 
rect investment. 


21. The Panel recommends that Member States work with freelance IT com- 
panies to promote and enhance sanctions compliance implementation capacity 
and capability. 


22. The Panel recommends Choe Song Chol and Im Song Sun for designation 
by the Committee. 


23. The Panel recommends Pak Hwa Song and Hwang Kil Su for designation 
by the Committee. 


24. The Panel recommends that the Committee review the NGO responses to 
the Panel’s survey to help inform future decision-making and to better assess 
humanitarian aid needs and impact (annex 99). 


25. The Panel notes the importance of the arrangements for re-establishing 
the banking channel. 
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26. The Panel notes the usefulness of biannual briefings by the relevant United 
Nations agencies on the unintended impact of sanctions and recommends that 
the Committee continue this practice. 


27. The Panel recommends that the Security Council continue to address issues 
and processes that mitigate the potential unintended adverse impacts of sanc- 
tions on the civilian population of the DPRK and on humanitarian aid operations 
to benefit the vulnerable population of the DPRK and overcome the conse- 
quences of the COVID-19 pandemic. 


28. The Committee should continue to streamline the processes and proce- 
dures for applying for humanitarian exemptions. 


29. The Panel recommends that Member States submit their reports in full 
con-formity with resolutions 2371 (2017), 2375 (2017) and 2397 (2017). 
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